NGUYEN THANH CUONG

:wumwmm |

VI RUT'MAY/TINH




HUGNG DAN
PHONG VA DIET VIRUS MAY TINH



NGUYEN THANH CUONG

HUGNG DAN PHONG VA DIET

VIRUS MAY TING

NHA XUAT BAN THONG KE - 2002



LOI GIOY THIEU

Da tir au, song hanh véi sy ra doi va phdt trién cia
céc chuong trinh phan mém mdy tinh nham dem lai ngay
cang nhiéu tién ich cho ngudi str dung la su xuat hién va
bién dang cua ciac chuong trinh phan mém pha hoai voi
tén goi ding nhu ban chat cha né: Virus may tinh. Cic
chuong trinh ¢6 ich do cac cong ty phan mém san xuit
cang ¢d ging dem lai su thuan 10i cho ngudi ding bao
nhiéu, thi phia bén kia, trén phuong dién phd hoai, cic
phian mém dich bénh vdi tén goi 1a Virus ciing lién tuc
xuat hién va hau qua cba né dé lai trén cdc mdy tinh clia
cac cong ty, doanh nghiép va c4 nhén khip toan cdu cing
khiing khi&p khong kém. Hé théng mdy cha thu dién tir
cia nhimg céng ty phin mém Ién nhat thé gisi
Microsoft, Yahoo ciing d3 timg phai chao dao vdi su phd
hoai ctia virus, cdn d6i vdi cdc ngudi ding ca nhan,
thanh qua lao dong cua bao nhiéu ngudi trong sudt ca
thoi gian dai duge cat gilt trén cac phuong tién luu trit



cua chié€c may tinh c4 nhan ciing di tan tanh chi sau mét
lan viéng tham cia cdc con sau phd hoai. Khong chi
dimg & ddy, virus mdy tinh con tao ra cic thong diép gia
dé danh lra nhimg ngudi sir dung mdy tinh c¢6 quan hé
nhat dinh véi nhau va sir dung ngay thanh qua cba cong
nghé théng tin la cdc hé thong thu dién t, cdc trang web
lam phuong tién phdt tan.

Virus 1a mot chuong trinh va 1a mot chuong trinh phén
mém khé, nhung tai sao, thay vi tao ra cic phan mém
thuong mai dé ban 14y tién, ai d6 lai phai c6 céng di xay
dung nhimg chuong trinh chi d€ pha hoai nhu vay, va dé
bdn cho ai? Phén 16n cic chuong trinh véi muc dich den
t61 nay la sdn pham ciia nhing ké ma ban than vé mat
chuyén mén tin hoc cé thé got 1a cdc chuyén gia, nhing
bac thay vé an toan bao mat, nhung dong co lam viéc thi
lai chi nham muc dich la phd hoai ngudi khac, hay doi
thu cua cong ty minh; hoac don gian chi [a nhimg chang
sinh vién nghanh mdy tinh muén thir nghiém, muén
ching t6 kha nang. Pa cé ngudi timg vuot qua biét bao
nhiéu hé théng bao vé vong trong, vong ngoai dé xoéng
thang duoc vio trang web clia co quan an ninh quéc gia
My khong phai véi muc. dich tim ki€m théng tin ma don
gian chi la d&€ phuc vu cai tu kiéu ca nhén, ring minh cé
thé vuot qua tat cd dé vao duoc noi goi la an toan nhat,
khé khan nhét rén thé gidi. Cé thé cé mot s d6i thi cha
Microsoft, vi lo ngai truéc sy banh truéng va doc ton cha



coéng ty nay trén thi phdn cdc phan mém tin hoc va truyén
théng muén tim cach ha diét dé6i thi bang viéc cho san
sinh ra céc virus chuyén chi 1ay nhiém trén céc h¢ thong
mdy tinh sir dung phdn mém cta Microsoft va tham chi,
c6 phig ngusi cuc doan da néi ring, virus la san pham
cla cic cong ty phAn mém chuyén sin xuat cic chuong
trinh chéng Virus nhim bin san pham phong chéng cia
minh cho cic nan nhan.

Nhung du ding hay sai di chang nira thi sy xuat hién
cua Virus trong mol trudng lam viéc cla mdy tinh ciing
din t6i mot su ra doi bat budc ctia cac chuong trinh
phong chéng Virus, va ching ta, nhing ngudi su dung
may tinh, néu khong biét nr biao vé ma khong mudn bi
13n that béi cdc ban tay den ciing chiing ¢6 cdch nao khac
1a budc long phai st dung cdc chuong trinh nay. Cuén
sach nay ra doi ciing nham muc dich nhu vay. Ching tdi
khong ¢6 y dinh day ban trg thanh cac chuyén gia phong
chéng virus, dé la mét cong viée khé va dé Jam duoc nd
doi hoi phai ¢6 mét sy ddu tur chiéu sau 1au dai vé chuyén
mon, phai la cac chuyén gia chir khong thé don gidn qua
viéc doc mét cuon sdch du cudn sich dé duge viét nhu
thé nao di ching nita. Trong khuon kho han hep ctia cuén
sach nay, ching toi chi c6 ging dem lai cho ban nhifng
hiéu biét can bian mang tinh khai niém vé virus, dé tir dé
ban ¢6 thé 4p dung cho viéc bao v¢ chiéc may tinh ctia



ban, hay rong hon cé thé 1a mang may tinh clia co quan
ban.

Day 1a mot cuén sich thuc hanh, va thuc su ban khong
cin phai ¢6 kién thic tin hoc trude d6 dé doc va hiéu né
roi dp dung vao thuc €. nhimg d6i véi cic ban 1am cong
tdic chuyén mén trong nghanh may tinh né cling c6
nhimg thong tin dé cac ban ¢6 thé tham khao. Hy vong
rang chiing t6i di dem lai cho ban nhimng théng tin c6
ich, va du ban la ai di chang nita ciing déu khong cam
thady lang ph{ thon gian khi doc cuén siach nay. Xin chic
cac ban thanh cong.

Tdc gid



CHUONG 1
TONG QUAN VE VIRUS MAY TiNH

1. Virus may tinh la gi?

Virus mdy tinh thuc chat 1a nhimg chuong trinh phan
mém may tinh dugc thiét k& va cai dat mot cach [én ldr
vao cic hé thong may tinh thong qua céc con duong khéc
nhau, réi tr dong chay ngoai su kiém soat clia ngudi su
dung vt muc dich duy nhat 1a phd hoai cdc hé thong nay
3 cdc cip do khiac nhau, nhe thi chi 12 nhimg hinh anh,
dong chir tréu dba tu dong hién ra wén man hinh cda
ngudi sir dung, nang hon cé thé pha hoai cac tép tin
(files) hé théng, van ban, dif liéu..., tham chi ¢6 thé 1am
hong ca bo mach chinh cGa may tinh. Pac diém chung
clia cac chuong trinh virus (Tir day goi tét la virus) la
ching c6 kha nang w nhan ban, sao chép chinh né vao
cic chuong trinh khic. Dé lam duoc viéc ndy, virus
thuong thue hién nhiing budc sau:

a. Tim cdch gin vao doi tuong chi (cdc hé théng mdy
tinh), stra déi dit liéu sao cho virus nhan duge quyén
diéu khién méi khi chuong trinh cht duoc thue thi.



Khi dugc thuc hién. virus tim kiém nhiing déi tuong
khac (Céc file, RomBios), sau dé lay nhiém lén nhiing
doi tuong nay.

Tién hanh nhimg hoat dong pha hoat, do tham...

Tra lai quyén thi hanh cho chuong trinh chi hoat
dong nhu binh thudng hoac phd huy luén toan bo hé
théng (Format & cting, ghi d& cic tri ric vao RomBios dé
pha huy bo mach chinh).

V& nguyeén tac, virus chi cé thé lay nhiém lén nhimg
déi tuong cé chita ndi dung thi hanh duge (Executable
content), vi du nhur céc file chuong trinh c6 phan mé
rong (dudi).BAT, .EXE, .COM..., cdc tai liéu van ban
Word, Excel, PowerPoint... hay tham chi cdc file
.CLLASS dugc viét bang Java.

2. Phan loai virus.

Cé thé phan loai virus theo nhiéu cach, dua trén
nhimg tiéu chi khic nhau, fthim xdc dinh nhimg kha
nang. tinh chat riéng bi¢t cta madi nhdém, tir d6 ¢6 phuong
phéap phong chéng véi maéi loai.

2.1 Phan loai theo doi tuong lay nhiém va moi
truong hoat dong.

V&i nhimg doéi tuong chit khdac nhau (Boot secter..file
vin ban, hé théng. RomBios...), virus sé ¢ cu tric va
.cong nghé khac nhau dé tién hanh ]ay nhiém. Mt khéc,
trén moi truong hoat dong clia mbi d6i tuong cha, virus



cling phai ¢6 nhimg cong nghé riéng biét, phu thude vao
modi truong dé. Vi vay. phuong phap nay can cd vao doi
twong chi ma virus sé lay nhiém va méi trudng hoat
dong clia virus dé phan loai. V6i phuong phap nay c6 thé
chia ra nhimg loai virus sau:

- Virus Boot (B-virus): Cac loai virus lay nhiém lén
BootSector trén dia mém hoac Master Boot Record v
Disk Boot Record trén dia cung, bang cip phit file va
thuy muc (File Aflocation Table-FAT), bang dang ky
(Windows Registry) clia h¢ diéu hanh Windows...

- Virus File (F-virus): Cac loai virus lay nhiém cédc
dang file (c6 chira noi dung thi hanh dugce - Executable
Content). Bao gém nhimg loai file chifa m3 mdy
(Machine Code) nhu cac file .COM, .EXE va nhimng loai
file chita mi gia (Pseudo Code) nhir cic file .BAT, .DOC,
XLS. Trong loai nay, ching toi tam chia thanh ba loai
nho:

Cdc virus file hoat dong trén moi trudng DOS.

Cac virus file hoat dong trén méi truong Windows
3x/9x/NT/2000/XP. Bao pdm céc virus lay nhiém cdc file
thi hanh trén cic hé¢ diéu hanh tuong ing.

Cic virus file hoat dong trén mdi trudng cla cic Ung
dung khic. Bao gom cdc virus macro va céc loai virus
khac nhu VBS virus, Java virus. ..

2.2. Phan loai theo phuong phap tim déi tuong lay
nhiém.
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Cic loai virus thuong ud (kich hoat ngay khi bat
mdy) cé phuong phap tim ki€ém doi tuong lay nhiém rat
Khac véi cac virus khong thuong trd (Chi kich hoat Khi
thue hién mot tic vu nao dé nhu copy, sira doi déi véi doi
tuong lay nhiém), do dé ¢6 cau tric, cong nghé khic
nhau. Chiing t61 tam dinh nghia cho céc loal nay nhu sau:

1. Virus thudng tri (Resident Virus): La virus kiém
sodt hoat dong ciua moi truong diéu hanh va ti€n hanh
cdc tic vu nguy trang, phd hoai, anti-tunnel... Méi khi
phdt hién cac tic vu trén déi tuong chu, virus s€ ti€n
hanh lay nhiém.

2. Virus khong thudng tri (Transient Virus hay
Runtime Virus): Virus khong kiém sodt hoat dong ciia hé
thong. Méi khi duoc kich hoat (khi d6i twong chu duge
thi hanh) virus s€ ti€n hanh tim ki€m cac déi tuong khic
dé tién hanh lay nhiém.

2.3. Phin loai theo phuong phap 1ay nhiém,

Dung dé phan loai cic virus file, can c vao phuong
phdp lay nhiém lén dét tuong chi. Bao gom cac loai sau:
. Ghi de¢ (Overwritting).

2. Ghi dé bao toan (Non-Destructive Overwritting).
3. Dich chuyén (Shifting).

4. Song hanh (Companion).

5

6

7

—

. Néi thém (Appending).
. Chen gifra (Mid-File).
. Binh hudng lai 1énh nhay (Jump Redirection).
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8. Dién khoang tréng (Space Filler).
Chiing ta s& nghién cdu chi ti¢t cdc phuong phap lay
nhiém nay 4 cdc phan sau cia cudn sdch nay.

2.4. Phan loai theo miic do pha hoai.

Cich phan loai nay chi giip ddnh gid so bo vé su phd
hoai cla virus, dé ¢é phuong 4n phong chéng thich hop.
Cé thé chia thanh hai loai:

1. Virus thong thudng (Normal Virus): Céc loai virus
khong 1ién hanh pha hoai dir liéu, hé thdng, chi cé tinh
chat tréu diia, hoac khong cé anh hudng nguy hiém dén
dif héu/mdy tinh.

2. Virus huy diét (Destructive Virus): Cac loai virus
ti€n hanh cdc hoat dong pha hoai dit licu/mady tinh dién
hinh nhu Date, CIH, Nimda, Klez.E...

2.5. Phan loai theo ho virus.

Mot s6 virus duge phat trién cai tién lién tuc wr khi ra
doi, tao thanh mét ho cdc virus cd cau trnic, cong nghé
tuong d6i giong nhau. Nhiing virus d6 ¢é thé phan thanh
mot ho. Chang han nhu ho virus Date, ho CIH, ho Tiny,
ho Klez, ho Nimda. ..

3. Mot s6 tén goi khdc thugng ding cua virus
3.1 Ngua thanh Toroa (Trojan Horse).

Ngua thanh Toroa 1a cau chuyén truyén thuyét thon
trung c6 néi vé cudc chién tranh cta cdc chién binh
ngudi Hylap khi ddnh chiém thanh Toroa (Trojan). Cic
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binh s§ Hy Lap sau khi tdn rat nhiéu mdu, luong thao ma
van khong ha duoc thanh, ho lién nghi ra mot ké: Gia vo
ciu hoa va dé nghi dugc dem biéu dan chiing thanh
Trojan mot con ngwa go khong 16. Vua, téi thanh Trejan
ca mimg tudng rang tir nay thé 1a chdm dut cudc chién
tranh véi ngudi Hy Lap, ma khong ngd rang trong bung
con ngua gb ma ho nhin duge 1a hang chuc binh sy diing
cam cta quan Hy Lap véi day du vi khi giét ngusi. Nira
dém, khi moi ngudi da yén gidc vé dém hoa binh dau
tién thi quan linh mai phuc trong bung ngua mot xong ra
chém giét hét ca vua 161, 1am co thanh Trojan. Mo phong
cach danh chiém thanh nay, cic chuyén gia chuyén nghé
pha hoai da tao ra virus Trojan Horse. Pic diém chung
cua loai virus nay la sau khi lay nhiém vao hé thong cha
ngudi st dung thi nam im trong may ma chi chd dén mot
ngay nhat dinh nao do frong nam mai bung ra pha hoai.
Ban hiy hinh dung su nguy hiém cia loai virus nay khi
hang tram may tinh cia mdt cong ty cung nhiém loai
virus nay va tit ci cling sup do tat trong mot ngly. Mot
vi du dién hinh 12 CIH ngiy 26/4. Vi xuat hién khéng 6n
ao va khéng dé lai hau qua ngay sau khi lay nhiém ma
rat nhiéu ngudi khéng dé ¢ dé phong. Hé théng may tinh
todn cdu cla hang pbin mém 16n nhat nuéc My va thé
gi6i Microsoft cling da timg khon khd véi loal virus nay.
Niam 2000, theo théng ké chua diy du cta ching t6i, ¢
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it nhit khoang 30% s6 mdy tinh tai Viét Nam bi virus
nay phd hoat.

3.2 Sau Internet (Internet Worm)

Mt trai cia mang Internet 3 dem dén cho nhitng ke
chuyén ph4 hoai mot méi trudng hét sie 1y tudng dé
truyén ba virus. Néu trude day viée lam lay nhiém chi ¢6
con dudng duy nhat la thong qua viéc cai dit chuong
trinh, copy files vdi t6c do lan rong dia 1y rat cham vi chi
¢6 nhing nguodi ¢6 quan hé nhat dinh véi nhau maéi cé
viec sao chép dir lidu trén mdy cda nhau, thi ngay nay,
thong qua mang Internet, bang cac chuong trinh thu dién
tr, toc do phat tdn chia cic virus nhanh va rong khung
khi€p. Ngay sau khi tung 1&én mang, mét chuyén gia tai
My di c6 thé déng thdi cho virus aifi thu di toan the gidi
va con slu internet nay lap tic thuc hién viéc phd hoai
trén pham vi toan cdu. Cic loai sdu internet ching toi
tam chia [am 02 loai chinh -

I. @m (Mailer - Ngudi gl thu): Dang nay thong
thudng g cho cic d6i tugng la ngudi dung thu dién ti
mot théng diép cé dinh kem mot file nao d6. Néu ban 1a
ngudi nhan thu va khi ban khong hiéu rd ngudn goc clia
thong diép nay ma ngay tho kich hoat file giri kém thi
con siu nay sé 1ap tic thuc hién viéc lay nhiém lén may
cha ban.
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2. @mm (Mass Mailer - Ngudi giii thu khong kiém
soat duge): Dang nay cdn nguy hiém hon boi phan so véi
loai @m, vi ciing su dung thu di¢n tir ¢¢ dinh kem file
tuong to nhu loai @m. nhung sau khi ban kich hoat file
gti kem, né dong thai lam 02 viéc sau:

- Thuc hién viéc lay nhiém 1én hé théng cta ban.

- Lan fim trong s6 dia chi clia chuong trinh thu trén
mdy cua ban cdc dia chi lién lac ma ban da tao trudc dé
va gli thu cho nhitng dia chi nay véi mot thong diép cé
dinh kém mot file bat ky nao dé 14y trén may ciia ban ¢6
nhiém chinh né. V1 vay t6¢c do 1ay nhiém ctia loai nay ¢é
thé duoc tinh bing cap sé mil.
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CHUONG 11
CAC HINH THUC PHA HOAT
CUA VIRUS MAY TINH

1. Céc hinh thirc pha hoai cua B- virus

Lay vao cidc maw tin khéi dong (MTKD - bao gom
master boot ciia dia cimg, boot sector cua dia cling, va
dia mém), B - virus chi cé the duoc kich hoat khi 1a khoi
dong mdy tinh bang dia nhiém. Lic nay hé théng chua
duoc mot hé diéu hanh (HDH ) nao kiém soét, do d6 B -
virus ¢6 thé khéng ché hé¢ théng bing cich chiém ngat
cua BIOS, chir yéu [a Int 13 ( phuc vu dia), Int 8 (dong
hé). Nhd dic diém nay ma nd cé kha nang lay teén moi
HDH. Néu moét B- virus duoe thiet k& nhiam muc dich
pha hoai thi déi tugng chinh cua ching la dia va cédc
thanh phén clia dia. Dé md rong tdm hoat dong, mot s6
loai con ¢ kha nang tan cong 1én file khi qud trinh khai
dong cna HDH hoan tit, nhung d6 chi la nhimg truong
hop ngoai 1&. ¢é hanh virus pha hoai giéng nhu F-virus.
Chuing ta s€ xem xét timg thanh phan chinh cua dia, bao
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26m master bool. boot sector. bang FAT, bang Thu muc.
Vung dir lxcu...

1.1 Master Boot Record

Master Boot Record chi ¢ mat wén dia céng, nam tai
sector 1. track 0, side 0. Ngoal doan ma tim HDH trén
dia. master boot con chia Partition table. Day 1a mot
bang tham s6 nam tai offset 1BEh, ghi nhan cau trde vat
I cta dia cung trong qud trinh FDISK: dia dugce chia lam
bao nhicu partition (6 16gich), dia chi bat ddu va két thiic
mol partition. partition ndo chita hé diéu hanh hoat
dong... Cdc thong tin nay rat quan trong, hé thong s€ rot
loan hoic khong thé nhan dang dia citng néu chidng bi sai
I¢ch.

Khi ghi viio master boot, virus thudng gir lal
partition table. Do dé dé diét B - virus . ta chi cin cap
nhat master boot. Cé thé dung lénh FDISK/MBR cho
muc dich néi rén. Luu y rang lénh nay khong cap nhat
partition table. do d6 néu B - virus thuc hién ma hod
Partition ( khién may " mat " dia C khi khoi dong tir A),
ta phai hau lai master boot ( ¢é chira Partition) sau khi
FDISK.

1.2. Boot Sector

Giong nhu master boot, khi ghi vio boot sector, B -
virus thudng gi lai bang tham s6 6 dia (BPB - BIOS
Parameter Block). Bang niy nam & offset OBh ctia boot
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sector, chira cdc thong so quan trong nhu dau hiéu nhan
dang loai dia. s6 bang FAT, s0 sector danh cho bang
FAT. tdng s6 sector trén dia.. Cé thé phuc héi boot
sector bang 1énh SYS.COM cua DQS. Maét sd virus phd
hong BPB khién cho hé thong khong doc duge dia trong
moi trudng sach (va 1énh SYS cing mit tic dung). Doi
véi dia mém, viée phuc hoi boot scctor (bao gom BPB)
kha don gian vi chi ¢4 vai loar dia mém théong dung
(360KB.720KB.1.2MB, 1.44 MB), ¢6 thé 14y boot sector
bdt ky clia mot dia mém ciing loai dé khoi phuc BPB ma
khong cin format lai toan bo dia. Tuy nhién van dé tr&
nén phic tap hon trén dia cing: BPB cua dia duoc tao ra
trong qua trinh FDISK dua trén cic tuy chon cia nguoi
dung cling nhu cic tham s& phuc vu cho viéc phan chia
dia. Trong mot s6 trudng hop. phdn mém ND c6 thé phuc
h6i BPB cho dia cing, nhung do truge dé mdy phat khai
dong tir A (vi BPB cia dia citng cling 43 hong, khong
khdi dong dugce). nén viéc quan ly cdc phdn tiép theo ca
dia & gap khé khan. Tt nhat nén luu lai boot sector cia
dia cimg dé c6 thé phuc hdi chiing khi cén thiét.

Mot diéu can hru y 13 khong nén 18y master boot
(hodc boot sector) cua dia nay chép cho dia khidc néu nhu
dung lrong cua ching khdc nhau va khong dugc phéin
hoach cting tham so.

1.3. Bang FAT (File Allocation Table)
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Puoc dinh vi mot ciach dé ding ngay sau boot sector,
FAT la mot "miéng mdi ngon” cho virus. Pay 13 bang
ghi nhan trat tu lwu tri div liéu theo don vi lién cung
(cluster) trén dia & vang dir liéu cta DOS. Ncéu hong mot
trong cac mat xich cia FAT. dir liéu lién quan s€ khong
truy nhap dugc. Vi tinh chat quan trong cva nd. FAT
luon duge DOS luu triy thém mot bang du phong nam ké
bang chinh. Tuy nhién cdc virus du sic dinh vi FAT2
khién cho tinh can than cia DOS tré nén vé nghia. Mat
khiac, mot s6 DB-virus (Double B-virus) thuong ducc
chon céic secter cusi cia FAT dé lwu phin con lai cha
progvi. Trong da s trudng hop, ngudi ding thudng cau
cu cde chuong trinh chira dia, nhimg nhimg cong ty nay
chi ¢6 thé dinh vi cac lién cung that lac, phuc hdi mat
phan FAT hong... chi khong thé khoi phuc lai toan bo tr
mot bang FAT chi chifa toan "ric”. Hon nifa thong tin
trén dia luon bién dong, vi vay khéong thé tao ra mot bang
FAT "du phong" trén dia mém nhu dé1 vdi master boot
secter dugce. Céch t6t nhat van la sao luu du phong (4t ca
dit licu quan trong bing cdc phuong tién luu (rif tin cay.
1.4. Bang Thu muc (Root directory)

Ngay sau FAT2 1a bang Thu muc chita cdc t¢én hién
thi trong lénh DIR\ bao gom nhan dia, tén file, tén thu
muc. Méi tén duoc 16 chitc thanh entry ¢6 dé dai 3 byte,
chua tén entry, phdn md trong, thudc tinh. ngay gid, dia
chi luu trit, kich thudc (néu entry dac ta tén file). Dudi
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mot moi trudng Windows93, kich thude cua mot entry ¢6
thé 13 bo s6 cia 32 byte dung cho tén file qué dai.

DOS quy dinh mot thu muc sé két thie bang mot
entry biit dau véi gid tri 0. Vi vay dé vé hién timg phin
Root. virus chi can dat byte 0 tai mot entry nao dé. Néu
byte nay duge dat & dau Root thi ca dia sé tréng rong
mot cdch tham hai! Trudng hop DB_virus chon cic
sector cudi clia Root dé luu phan con lai clia progvi cling
gay hau qua gidng nhu truong hop bang FAT: néu viing
nay da dugc DOS sur dung, cac entry trén dé sé bi pha
huy hoan toan.

Vi 56 lugng cic entry (rén Root ¢6 han, DOS cho
phép ta tzo thém thu muc con dé md rong cic entry ra
ving dir liéu. Chinh vi thé not dung cla Root thuong
it bien dong do chi chia cdc file h¢ thong nhu
10.5YS.  MSDOS.SYS. COMMAND.COM. CONFIC.SYS.
AUTOEXEC.BAT, cac tén thu muc nam o 2dc... do d6 ta ¢é
thé tao ra mot ban Root du phong, véi dicu kién sau d6
khong thay dai/ cap nhap bat ¢ mat entry nao. Dicu nay
s€ khong can thié€t trén hé thong ¢é ap dung cic bién
phdp sao luu dir liéu dinh kY.
1.5.Vung dir licu

Day Ia ving chia di licu trén dia, chiém ty 1@ 1dn
nhil. nam ngay sau Root. Ngoai trir mot s6 it DB_virus
str dung vai sector & ving nay dé chita phan con lai cia
progvi (xac xuat ghi de 1én file rat thap), vung dir lieu
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duoc coi nhu ving ¢6 do an toan cao. tranh duoc su
"nhdm ngd” ctia B_virus. Chung ta sé [oi dung dac diém
nay dé bao veé dit licu khoi s tdn cong ciia B_virus (chu
yeu vao FAT va Root, hai thanh phan khong the tao ban
sao du phong).

Khi thuc hién qua trinh phan chia dia bang FDISK, da
$6 ngudi dung ¢6 théi quen khai bio toan bo dia cimg chi
cho mét partition duy nhét cing chinh 14 dia khoi dong
cha he thong. Viéc sir dung mot 6 dia logich (duge DOS
ghi nhan 12 6 C) chi ¢6 cdi loi 1a sir dung don gian, con
bat lgi 1on nhat 1a khi FAT, Root bi B_virus pha hong,
toan bod dir liéu trén dia s€ mit theo. Mat khac, khi dung
luong cua dia qud 16n s6 luong cdc sector trén mot
cluster do DOS quan 1y sé tang 1én, khién viéc luu urlr
trén dia trd nén phung phi. Tai sao ra khong st dung
ving dit liéu cta dia vat 1y cho viéc hw trir dir liéu trén
dia 16gich? P46 chinh 1a van dé mau chot cia giai phdp
chia & dia vat ly thanh nhiéu é dia 16gich. Vi du ta chia
dia ctmg 1am hai 6 logich C va D, 6 C (chita boot sector
cua hé diéu hanh) chi dung d€ khdi dong, cic tién ich,
phdn mém c6 thé tur cai dat mot cdch dé dang, rieng 6 D
dung chita dir liéu quan trong. Khi FAT, Root cia dia
cdng bt B_virus tdn cong, ta chi cidn cai dit lai cic phan
mém trén C ma khong so bi anh hudng dén dit liéu trén
D. néu dia cing du 16n, ta nén chia ching theo ty 1é 1:1
(hodc 2:3) dé€ nang cao hiéu qua sir dung. Véi nhitng dia
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ctrng nho. tv I¢ nay khong diap dng duge nhu caw fuu 1@
cua cac phan mem Idn. do dé ta chi can khai bio dia C
var kich thude du cho hé diéu hanh vi cac tién ich ¢in
thi¢t ma thoi. Lac nay tinh kinh (¢ phai nhuong c¢ho cho
SU an oan.

Tuyv nhién, giai phdp nay chi mang tinh tuong doi. vi
néu ton tai mot B_virus ¢6 kha nang (u dinh vi dia chiva
Iy cta partition hir hai dé phd hoal thi van dé s& khong
don gian chiit nao.

2. Cic hinh thice pha hoai caa F-virus

Néu nhu cic Bovirus ¢6 khd nang lay nhi¢m uen
nhicu HDH va chi khat thic cdc dich vu dia cia ROM
BIOS. thi I virus chi lay trén mot HDH nhat dinh nhung
nawoe lai ching ¢6 the khai thiace rat nhi¢u dich vy nhap
XUAL cta HIDIL do. Cie F_virus dudi DOS cha yéu khai
thic dich vu truy nhap file bang cic ham cta ngit 21h.
Mot 56 it sir dung thém ngat 130 (hinh thide pha hoai
giong nhu B_virus), do dé ta chi can xem xét cac trudng
hop dung ngét 21h cta F_virus.
2.1.Lay vao file thi hanh

Dic diém chung cia F-virus i ching phai dinh
progvi vao cdc ip tin thi hanh dang COM., EXE. DLL.
OVL... Khi cdc tap tin nay thi hanh. F_Virus s€ khong
che vimg nhd vi lay vio tap thi hanh khic. Do d6 kich
thudc cha céc tap tin nhiem bao gid ctung 16n hon kich
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thude ban daw. Day chinh la dau hiéu dic trung co ban
dé nhan dang su t6n tai cta F_virus trén file thi hanh. Dé
khic phuc nhuge diém nay, mot s6 F_virus gidi quyét
nhur sau:

- Tim trén file cic buffer di 16n dé chén progvi vao.
Vdi cach nay, virus chi cé thé lay trén mot s6 it file. DE
ma rong tam lay nhiém, ching phai t6n thém giai thuat
dinh progvi vao file nhu cac virus khac va kich thudc file
lai tang lén'.

- Khéng c¢hé cdc ham tim, lay kich thudc file cia
DOS, gay nhéu bing cach tra lai kich thudc ban dau.
Cich nay khd hiéu glta, ¢6 thé che dau sy c6 mat cGa
ching trén f{ile, nhung hoan toan mat tic dung néu céc
tap tin nhiém dugce kiém tra kich thudc trén hé thong
sach (khéng ¢6 mat virus trong viing nhd). hoiac bang céc
phan mém DiskLook nhu diskEdit PCTool...

- Lay trye tiép vao cau tric thur muc cua dia (dai dién
cho loai nay la virus Dir2/FAT). Cich nay cho lai kich
thude ban dau rat 61, ké ca mai truomg sach. Tuy nhién
ta c6 thé dung lénh COPY dé kiém tra sur cé mit cla loai
virus nay wén thu muc. Hon nfta, su ra ddi cua
Windows9S di cido chung cho ho virrrus Dir2/FAT. vi
va1 muc dich bao vé tén file dai hon 13 ky tu, HDH nay
khong cho phép truy nhip truc t1ép vao cau tric thu muc
cua dia.
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Nhu vay viéc phat hién F_virus trén file chi phu thude
vao viée gidm sat thuong xuyén kich thude file. DE lam
diéu nay. mot s6 chuong trinh AntiVirus thudng gii lai
kich thudc ban dau lam ¢ s& doi chiéu cho cdc lan duyét
sau. Nhung li¢u kich thudc duge luu ¢o6 thue su la "ban
dau" hay khong? AntiVirus c¢é di thong minh dé khang
dinh tinh trong sach cua mot tap tin bat ky hay khong?
Dé dang nhan thdy ring cic tap tin COM, EXE la déi
waong tan cong dau tién ca F_virus, Cac tap tin nay chi
¢ 2iad tri trén mot hé phan mém nhat dinh ma ngudi
dung bao gi¢ cling luu lai mét ban du phong sach. Vi
vay. néu ¢é du co sd d¢ chic chan vé su gia tang kich
thude trén cac 1ap tin thi hanh thi bién phap tot nhar van
la khoi dong lai mdy bang dia hé thong lau sach. sau dé
tién hanh chép lai cic tap thi hanb tr bo du phong.
2.2.Nhiém vao ving nhg.

Khi lay vao céc fife tht hanh, F_Virus phai bao toan
tinh logic cua chit thé. Do dé sau khi virus thuc hién con
cd cac tdc vy thuong tri. Viéc thudng tri cba F-Virus chi
{Am sup do hé thong (la diéu ma F_virus khong mong doi
chut nio) khi ching lay ra nhimg xung dot vé tinh nhat
qudn cua ving nhd, khai thic vung nhé khong hop lén.
lam ro1 loan cdc khéi/trinh diéu khién thiét bi hién
hanh... Cic sy ¢0 nay thudng xay ra doi véi phan mém
ddi hoi vung nhd phai 16 chie nghiém ngat, hoac trén céc
HDH do so nhu Windows9X, NT, 2000. Thuc t¢ cho
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thay khi F_virus nhiém vao cac file DLL (Dynamic Link
Library- Thu vién lién ket dong) cia Windows. HDH
nay khong thé khoi dong duoc. Trong nhirng trudng hop
twong ty. chung ta thugng t6n khd nhiéu cong sdc (va
tién bac) dé car dat lai ca bo Windows ma khong di kién
nhan tim ra nguyén nhan hong héc ¢ mot vai DLL nao
do.

Khi thuong trd, E_virus ludn chiém dung moét kho
nhS nhat dinh va khong ché cdc tic vu nhap xuat cua
HDH. C6 thé dung cdc trinh quéan ly bo nhd dé phat hién
su thay déi kich thude viing nhé danh cho DOS. Thuat
nglr "diét F_virus trong vung nhd" ma cic AntiVirus
thudng tnd sir dung chi 1 tdc vu ngan chin cic thu tuc
lay nhiém va pha hoai ctia virus chu khoéng thé tra lai cho
DOS vung nbd da bi chiém c. Tt nhat nén khéi dong
Jai may sau khi diét F_virus trén file.

C6 mot khdm phd thd vi cho viéc bdo vé hé thong
khoi su Jay nhiém ctia F_virus trong ving nhd la chay
cdc ing dung DOS (ma ban khoéng chic chin vé su trong
sach cua chiing) dudi nén Windows. Sau khi tng dung
két thic. HDH nay s& giai phong tat ca céc trinh thudng
trd 6 dién (ké ca cac F_virus) néu nhu chung dugc sir
dung trong chuong trinh. Phuong phip nay khong cho
F_virus thudng trd sau Windows, nhung khéng ngan can
chiing 1ay vao céc file thi hanh khic trong khi ing dung
con hoat dong.
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2.3 .Pha hoai dir liéu

Ngoai viéc phd hoai dia bang Int 13h nhw B_virus,
F_virus thuong diung nhimng chic nang vé file cua Int 21h
dé thay déi noi dung cac tap tin dif liéu nhu van ban,
chuong trinh ngudn, bang tinh, tap tin co s di liéu, tap
tin nhi phan... Thong thudng virus s& ghi"rdc" vao file,
cic dong thong bido dai loai "File was destroyed by
virus..." hodc xod hin file. Doi khi ddi tuong phd hoai
cta chung I cac phan mém chdng virus dang thinh hanh.
Vi file bi ghi de (ovrwrite) nén ta khong thé phuc héi
duoc dif liéu vé tinh trang ban dau. Bién phdp tot nhat ¢
thé 1am trong truong hop nay la ngung ngay cic tic vu
truy nhap file, thodt khoi chuang trinh hién hanh, va diét
virus dang thuong trd trong vung nhé.

3. Cédc hinh thitc pha hoai cia Macro virus

Thuat nglt "Macro virus" dung dé chi cdc chuong
trinh sr dung Iénh macro cha Microsoft Word hoac
Microsoft Excel. Khac vdi F_virus truyén théng chuyén
bam vao cic file thi hanh Macro virus bam vao cac tap
tin van ban.DOC va bang tinh.XLS. Khi cac tap tin nay
dugc Microsoft Word (hoac Microsoft Excel) mo ra,
macro s€ dugc kich hoat, tam tri vio NORMAL.DOT,
roi lay vao tap DOC, XLS khidc. Day 1a mot hinh thic lay
moi, tién than ciha ching la macro Concept. Tuy ban dau
Concept rat "hién" nhung do né khéng che dau céng
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ngh¢ 1ay nay nén nhiéu hacker khac dé dang niam duoc
aial thudt hinh thanh mdt luc tugng virus "hau Concept”
dong ddc v hung han.

Mai nguy hiém cia loai virus nay that khong ludng:
ching 1gi dung nhu cau trao 36 dit liéu (dudi dang van
han, hgp dong. bién ban, ching tir...) trong thoi dai bung
né thong tin dé thuc hién hanh vi pha hoai. C6 trudng
hgp mot van ban théng bdo cta Cong ty X duge gai 1én
mang lai chda macro virus. D chi Ja su vo tinh nhung
cling gay nhiéu phién ha, chimng t6 tinh pho bién va nguy
hai ciia loai virus "hau sinth kha uy" nay. Cdc hacker bi€l
rang khi nhan mot van ban, dé céng viéc tién hanh nhanh
chong, nhan vién mdy tinh thuong ma ra va thao tic
ngay, day chinh la thdi diém macro virus ra tay: hién thi
cac dong van ban la. thay doi Tool bar, hop thoai ciia
WinWWord, khong cho luu tap tin... Khong dung lai 6
muc "dida cho vui”, mot $6 macro virus con thuc hién céic
lenh xod file sau mor s6 1an kich hoat, tham ch{ xod han
dia cing...

Dic biét, mot bi¢n thé cita macro virus ¢d hinh thice
phd hoai bang "bom thu tin hoc" vira duoe phdt hién
trong thdi gran gan day. Tén "khing bo" g dén dia chi
'nan nhan” mot buc thu dudi dang tap tin.DOC. Ngudi
nhan sé goi WinWord dé xem, thé 1a toan bo dia cing s&
bi tiéu di¢t trong nhdy mat. Hau qua sau dd da rd, moi
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cong trinh wén dia cing cua nha nghiém ciu déu tan
thanh may khéi, hoac véi nhan vién may tinh thi quyct
dinh thoi viéce coi nhy cdm chic trong tay..

Tuy viing st dung macro ctia Microsoft Word dé thuc
hién hanh vi xau nhimg hinh thidc pha hoat cia loai nay
khac vaéi virus. Virus chi pha hoai dit liéu cua mdy tinh
mot cdch ngau nhién, tai nhing dia chi khong xic dinh.
"Bom thu tin hoc™” nham vao nhimg dia chi ¢u thé, nhimg
cg sd dir liéu ma ching biét chac la ¢é gid. Cing khong
loai trir kha ning chiing mai danh mét ngudi nao dé dé
thue hién am muu véi dung ¥ "mét mdi tén tring ha
muc tiéu”. Chung ta phai tang cudng canh gidc.

Dé phong chong loai virus macro nay, khi sir dung
mot tap tin .DOC. .XLS ban phai chac chic rang ching
khong chira bat k¥ mdt macro la nao (ngoat cac macro do
chinh ban tao ra). Ngoai trir hinh thiic pha hoai kiéu
"bom thu", macro virus thudng dém s6 1an kich hoat mai
thue hién pha hoai (dé ching cé thoi gian lay). Vi vay
khi md 1ap tin. ban hay chon menu Tool/Macro (cua
WinWord) dé xem trong van ban ¢6é macro la hay khong
(ké ci cac macro khong ¢6 tén). Néu ¢b, dimg ngin ngai
x04 ching ngay. Sau dé thodt khoi WinWword, xo0d luén
tap tin NORMAL.DOT. Mot s& Macro virus ¢é kha niang
ma hoa progvi. che dau menu Tool/Macro cia WinWord,
hoac khéng cho xod macro..., d6 1a nhitng ddu hiéu chic
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chin dé tin ring cdc macro virus dang rinh rap xoa dir
lidu ctia ban. Hay cé lap ngay tap tin nay vi g chiing
dén dia chi [ién lac cia cdc Antivirus ma ban tin tuéng.

Virus mdy tinh Ja san pham do con ngudi tao ra, vi
vay khé cd thé liet ké hét ca nhiing hanh virus va hinh
thiic pha hoai cta chiing ciing nhu khong thé du dodn vé
két cuc cua "cude chién” nay. Khong ai qui dir liéu cua
ban hon chinh ban. Hay tu bao vé minh trude khi tim
dugce “thudc" chan ding sy tan cong cua virus may tinh,
ban s& thay tu tin va thoai mai hon trong cong viéc.



CHUONG Il
TINH CHAT VA CONG NGHE
SU DUNG TAO VIRUS

Virus la phing chuong trinh mdy tinh duge thiét ké
v&i muc dich dac biét. 1r cach cai dat dén hoat dong déu
c6 che dau khong cho ngudi st dung biét véi muc dich
duy nhat la phi hoai, vi vay ching cé nhitng tinh cha
dac biét. Nhitng san pham cla céc chuyén gia tin hoc ¢d
muc dich x4u ndy ral da dang va cho dén nay, ngudi ta
ciing chua thé phat hién ra hét nhilng hau qua ma no dé
lai cho cdc hé théng mdy (inh, nhung tam thdi, cd thé
thong ké mot s6 tinh chat co ban ciing nhu cong nghé 4p
dung dé san sinh ra virus. D€ viéc phong ngira cé hi¢u
qua. ching 16i cho ring khong nén "khodn trang” viéc
phong diét cho cdc chuyén gia tin hoc, boi I€ thit nhat:
Khong phai lic nao ban ciing cé thé tim duoc cac chuyén
gia ¢é du kha nang dé€ giai quyét van dé; thd hai: Gia
thué cic chuyén gia c6 thé s& rat dat; thi ba: Da phai
thué téi cdc chuyén gia cling dong nghia véi hé thong
cha ban da bi ph4 hoai nghi¢m trong, viéc khic phuc ¢é
thé thinh céng hoac that bai. Khong mot chuyén gia
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thuang thang ndo didm khing dinh luon ché ngu va giat
quyét dugce tat ca cac hiu qua do virus gay ra. Nghién
ctru sau vao tinh chat. cong ngh¢ cua virus cé thé 1a mot
cong viéc hét stre buon ¢ va khé doi véi nhiéu nguoi,
nhung chidng toi cho rang hiéu bi¢t mot cich cin ban vé
né dé¢ phong trir 1a nhimg diéu nén lam doi véi hau hét
moi ngudt sir dung mdy tinh.

1. Tinh chat cua virus

1.1 Tinh lay lan.

bay 14 tinh chit can ban, xdc dinh mot chuong trinh
¢6 phai 1a virus hay khong. Nhir chiing ta da biét, virus la
nhitng chuong trinh mdy tinh duoc cai dat va chay ngoai
sir kiém sodt cia ngudi sir dung. Vay lam cich nao dé
dua virus viao may tinh cia cic nan nhan? Hién nhién,
chang ai di copy virus vé dé diing ca. N6 chi ¢6 mot cich
thic duy nhit, mo6 phong va giong nhu virus sinh hoc dé
13 lay lan 1én cdc “co thé may tinh" clia cac nan nhan ma
thoi. Cic virus déu dirge thiét ké theo hudng phat trién dé
¢6 kha nang lay lan manh nhat. D6 cling 12 mot yéu 6
dan dén su ra ddi cdc virus trén mang.
1..2 Tinh chat pha hoai.

Day Ia tinh chat nguy hiém nhait cua virus, la thudc
tinh ¢6 tir muc dich san sinh ra virus tir nhimg cai dau
khong lanh manh, mac du khong phai 18t ca cac loai

virus déu ¢d tinh chat phd hoai. Mot s6 it virus duge thiét
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k& véi muc dich phad hoat, bao géom pha hoai au liéu va
phd hoai mdy tinh, lam dnh hudng dén mang may tinh...
Mot 56 virus khong duoc thiét k& dé pha hoai, nhung do
161 logic lap trinh, déi khi gay ra nhimg hiéu ung nguy
hiém khong kém ma chinh ngudi san sinh ra nd ciing
khong hé nghi tdi, dac biét [a khi nhiéu virus cung ton tai
trén mot may tinh. Khi ¢é nhiéu hon hai loai virus ciing
10N 1ai trén may tinh va cing pha hoai file dir licu, ban
hdy tudng tuong hau qua cta né sé khon ludng dén mie
nao? Moi chuong trinh nhan dang virus c6 thé s& mic
biy khi hau qua pha hoai ctia con virus dau tién di bj con
virus thi hai ti€p tuc phd hoai va lam mat hét ddu vét,
lam cho chuwong trinh nhan dang khéng xac dinh dugc
ching thuoc loai virus ndo, mac dau ca hai da duoc cap
nhat.

1.3 Tinh nho gon.

Dé c6 thé lay nhiém ma khé bi phdt hién, cdc virus
phin 16n déu cé tinh nhd gon. Tinh nho gon ciling la céi
céch dé c6 thé Jay lan nhanh tr mdy nay sang mady khdc.
Hau hél cdc virus déu ¢ kich thudc rat nhd so véi mot
chuong trinh binh thudng: Trong khoang 4KB trd xudng
(ngoai trir cdc virus duge viét bang cdc ngdn ngir bac
cao). Cling VvGi tinh chat 1ay nhiém, tinh chét nay da tao
nén tén goi: VIRUS,

1.4 Tinh tuong thich.
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La nhimg chuong trinh mdy tinh, virus cling c6 tinh
tuong thich nhu nhimg chuong trinh khac. Mot virus
duge thi€t k& wén mot hé théng/mér trudng thuong
khong thé lay nhiém trén mot hé théng/moi trudng khac.
Chéng han mot con sau Internet khong thé lay nhiém qua
cic mdy chi str dung don thudn moi trudng DOS, vi
khong thé ¢im dau ra ban ding ky (Registry) cla
Windows. Dé khic phuc diém yéu nay, ngiy nay céc
virus ¢6 xu huéng phat trién theo huéng lai, mot virus
gom nhiéu phan khéac nhau, ¢6 tdc dung lay nhiém trén
cdc moi truong khic nhau.

1.5 Tinh phat trién ké thira.

Cac virus ra ddi sau thuong cé xu hudng ké thira
nhimg ¥y tudng/cong nghé da duce cac virus trude d6 phit
trién theo cich nay hay ciach khéc, gilf nguyén hodc da
cai 1ién, slra d6i. Mot trrdng hop 1a céc virus duge phat
trién din thanh timg “ho virus” nhu ho virus Date, ho
virus CIH, ho virus Tiny...

2. Cac cong nghé cua virus.

Mot virus thudng sit dung nhiéu coéng nghé khic
nhau, vé4i muc dich chinh la tang cudng kha nang lay
nhiém, t6t wu hoa trong viéc che d&u su ton tai clia virus
trén mot truong lam viéc cling nhur trén déi tuong chu, va
nhat 1a kha nang chéng d& cdc chuong trinh tim diét 6t
nhat.
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2.1 Cong nghé lay nhiém (Infect).

La céng nghé co ban cla mdt virus, dim bao cho su
ton tai, 1ay lan va tén goi cua mot chuong trinh duge goi
la virus. Nhimng virus cang lay nhiém nhanh thi cang ¢6
kha nang lay lan rdng rdi, va thong thudng mifc doé nguy
hiém ciing cang 16n.

2.2 Cong nghé kiém tra su ton tai (Check if
exist).

Virus phai lay nhiém lén d6i.tuong chil, va ¢6 thé
kiém sodt hoat dong ctta méi trudng dé dé dang lay
ahiém ra cdc doi tugng khdc. Tuy nhién mdi virus chi
duge lay nhiém/kiém soat mot lan, dé dam bao khong
tam anh hudng dén t6c do lam viéc clia mdy tinh. Vi vay
true khi lay nhiém/kiém sodt virus phéi kiém tra sy (6n
tai cua chinh minh trén doi twong chii/moi trudng. Chinh
vi 1y do nay ma mot s6 chuong trinh phong chong virus
di khat thdc, gia 1ap cdc mdy tinh chua bi nhiém giéng
nhu d3 bi nhim. nhim "che mat" virus nhim lam cho
ching tudng rang déi tuong dich ma ching dang ¢6 ¥y
dinh lay lan da bi nhiém réi va khong thyc hién cac thao
tdc lay nhiém lén 46 nia
2.3 Cong nghé dinh vi.

L4 cong nghé dé xac dinh vi vi trf clia virus trén vung
nhd, day 1a mét trong nhitng cong nghé co ban nhung rat
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quan trong cua mot virus ¢6 dang ma may, cho phép tién
hanh viéc truy xuat di li¢u.

2.4 Cong ngheé “thuong tri” (Residency).

Thuong trd ¢6 nghia 1a bat mdy lén ciing dong thoi
voi viee khat dong mét chuong trinh virus. Chuong trinh
nay chi dimg khi ban tat may ma thai. Cong nghé thudng
tri chi cong nghé virus st dung de kiém sodt hoat dong
cua h¢ thong. tién hanh cdc tde vu lay nhiém. nguy trang,
pha hoat ciing nhir ciac tdc vu khac. Pay [a mot cong
nghé kha phic tap vi cao cap, phu thude vao moi moi
rruong ma virus hoat dong.

2.5 Cong nghé pha hoai, do tham (Pavload).

Khong phai 1a cong nghé bat budc phai ¢é cia mot
virus. Tuy nhién do tinh chat cia chuong trinh virus von
da mang tinh phd hoai, mat khic mot s6 virus duge thiét
k¢ dac biét cho muc dich pha hoai, do 1tham, vi vay hau
hét cace virus déu c6 phan ma lam nhiém vu nay.

Ching ¢6 th¢ chi 1a nhiing thong diép vé hai hay
nhing hic¢u ting dé hoa dep mat nhu phdo hoa, ngon lra
chdy.. nhumng cing cé thé 1a nhitng doan ma pha hoat dit
li¢u/mdy tinh rat nguy hiém, hay nhitng hoat dong do
tham. an cap thong tin...

Virus 1a mot chirong trinh may tinh, vi vay né ¢6 thé
sit dung hiu hétl cac tdc vu ma moét chuong trinh binh
thudng duoc quyén ti€n hinh, nhiéu virus duge thiét k&
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dé ¢6 the thi himh & mic he théng nén con <6 the thyc
hién nhimg tic vu dac bict. Do do Jde cénz nghé pha
hoai clia virus rat da dang. trong do nhimg cong nghé pha
hoai nguy hiém nhu lam hong dir liéu tuu trir trén mdy
tinh , tham chi ca may tinh. Lam anh huong dén hi¢u
suat 1am vige trén may tinh cling nhu trén mang. Mat s6
virus con duoc thiét ké dé tién hanh danh cip théng tin,
ti€n hanh do tham trén h¢ thong mang may sinh.

2.6 Cong nghé tao ao giap (Armouring).

La cong nghé chong g réy/dich nguoe ma 1énh virus.
coéng nghé nay chu yéu nham chong lai phdn mém
antivirus.

2.7 Cong nghé nguy trang (Stealth).

LA céng nghé nhim giau giém, nguy trang su (on tai
cua virus trén dot tugng chu va mai trudng lay nhiém.
Ngudi diing sé rat khé phdt hién su 0n tai clla virus va
tin tudng riang may tinh cta minh khong bi virus, cong
nghé nay doi khi nguy trang dugc ca véi mot s6 phan
mém antivirus.

2.8 Cong nghé ma hoa (Encryption).

La cong nghé ma hod phan chuong trinh chinh cua
virus, day 1a mot cong nghé ci. nhung hién nay van duge
str dung, cé thém mot 6 cai tién, stra d6i. Cong nghé nay



cling nham che dau sur ton tai cba virus trén déi tugng
chu.

2.9 Cong nghé da hinh (Polymorphism).

La cong nghé c¢6 muc dich chéng lai phuong phdp do
tim doan md ma cdc chuong trinh antivirus thudng su
dung. Cong nghé nay dua trén y tudng mbi mau virus
dudgc mé@ hod véi nhimg khoid ma/giai ma khdc biét
va/hoac ma 1énh todn hoc/logic va bd gidi ma c¢6 ma lénh
khac biét so vdi nhirng mau trudc dé.

2.10 Cong nghé bién hinh (Metamorphism).

La cong nghé doc ddo, hoan hdo dé chéng lai cic
antivirus. Cong nghé da hinh chi tao ra cac bd giai mi
khdc biét, con cong nghé bién hinh sinh ra ca doan ma
mdi hoan toan. R rang day 1A mot cong nghé khé, ca vé
thuat todn ciing nhu chuong trinh hod. Va cdc antivirus
sé rat khé khan dé nhan dang/diét nhimg virus biét s
dung cong nghé nay.

2.11 Cong nghé chong mo phong (Anti-
Emulation).

Emulation 1a2 mot cong nghé ma cdc chuong trinh
antivirus stt dung dé mé phéng ma lénh clia chuong trinh
nghi ngd, kiém tra phdt hién nhing virus chua biét. Anti-
Emulation 12 cong nghé gitp cdc virus c6 thé nguy trang
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dé vuot qua sur kiém tra, hay lam cho hé mo phong ¥hong
thé tién hanh phan tich virus.

2.12 Cong nghé chong theo doi (Anti-Heuristic).

Mot s6 chuong trinh antivirus hién dai sir dung mot
phuong phdp goi la heuristic, phdt hién virus dua trén
phén tich hanh vi cia cic chuong trinh. Va anti-heuristic
Ia cong nghé nhdm chéng sy phat hién cua céc chuong
trinh antivirus do.

2.13 Cong nghé Tunneling.

Mot s6 chuong trinh antivirus sur dung cac chuong
trinh kiém sodt hé thong, phat hién cdc hoat dong dac
biét, nghi ngd 1A virus d€ canh bio. ngan chin. Tunneling
la cong nghé nham gianh duge quyén kiém sodt cao nhit
doi véi mal trudng, trdnh duge su ki€m sodt cua cic
chuong trinh antivirus.

2.14 Cong nghé Anti-Tunnel.

D¢ tien hanh kiém soit hoat dong hé thong, antivirus
cling st dung céng nghé¢ tunneling dé cé duge quyén
kiém sodt cao nhat. Anti-Tunnel 13 cong nghé ma cdc
virus sir dung dé ngan chan céac antivirus (va ca nhimg
virus khac) ti€n hanh cong nghé do.

2.15 Cong nghé Anti-Bait.

Bait 1a mét thuat ngir chi cic chwong trinh ding dé

bay cédc virus, cac chuong trinh nay khong lam bat o
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viéc gi, chi 1a nhimg d6i tuong bay, nhidm phat hién sur
lay lan cua virus. Cong nghé Anti-Bait x4c dinh nhiing
ddi tuong biy, tranh bi phat hién sém bdi cac chuong
trinh antivirus.

2.16 Cong nghé toi uu.

Bao gom cdc cong nghé viét mi va thiét k€ nham muc
dich t6i tu chuong trinh virus vé mit téc dé, kich thude,
kha nang pha hoai, kha nang chéng d& cic chuong trinh
tim diét... C4c cong nghé nay duagce sir dung rat nhiéu, thé
hién kha nang, tinh chuyén nghiép cta nhiing ngudi viét
virus.

3. Phan tich cic cong nghé cua virus

3.1. Virus Boot.

La loal virus lay nhiém MasterBoot/BootRecord cla
dia cing/dia mém. Loai virus nay chiém quyén diéu
khién ngay khi may tinh dugc khéi dong, trude khi mét
hé diéu hanh n3o d6 duoc nap. Do kha nang dé, virus
Boot khong nhit thiét phu thuoc vao hé diéu hanh va c6
kha nang lay lan rat manh.

3.1.1 Dot tuong lay nhiém va moi trucng hoat dong.

MasterBoot (MB) la sector ddu tién cia dia cing
(sector 1, head 0O, cylinder 0). MB chifa mdt bang tham
sO goi la bang phan ving - Partition Table (tai offset
O1BEh), x4c dinh cdc thong s6 vé cac phan viing: diém
bat ddu, két thic hé théng file... va xac dinh phan viing
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hoat dong - Active Partition. MB ciing chira mét doan
chwong trinh (bat ddu nr offset 0) ¢6 tic dung kiém tra
cac phan viung, tim kiém phan viung hoat dong. Néu thay
mot phan ving hoat dong, MB chuyén chinh doan ma
MB 1én mot ving nhd khdc. sau d6 tién hanh doc
BootRecord cba phan viing dé 1én dia chi 0000:07C00h
sau dé trao quyén diéu khién cho doan mi vira doc vio.
BootRecord (BR) la sector dau tién cha dia mém hay
cua mdt phan ving trén dia cimg. BR chia céc théng so
vé dia mém/dia cting logic va mot doan chuong trinh ¢
nhiém vu tai cac file hat nhan cha hé diéu hanh vao
RAM, sau d6 trao quyén diéu khién cho hé diéu hanh.
Mbi khi may tinh duoc khai dong, mot doan chuong
trinh trong ROM s& duoc thue hién. Poan chuong trinh
nay tién hanh qué trinh POST (Power On Seft Test - tu
kiém tra khi khéi dong). Qué trinh nay s& lan luot kiém
tra cdc thanh ghi, kiém tra bd nhd, khoi tao cac chip diéu
khién DMA, b6 diéu khién ngat, dia... Néu qu4 trinh nay
hoan thanh (6t dep, cong viéc ti€p theo fa do tim céc
chuong trinh khdi tao clia cac card thiét bi gan thém va
trao quyén diéu khién dé ching tr khdi tao. Sau do, doan
chuong trinh trong ROM sé tién hanh doc MasterBoot
trén dia cing hoiac BootRecord trén dia mém (néu ton tai
dia cimg/dia mém trén mdy tinh) vao RAM tai mat dia
chi ¢6 dinh: 0000:07C0O0h. Thit tr kiém tra dia cing va
dia mém phu thuodc vao thigt 1ap ma ngudi st dung da dat
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trong CMOS. Néu viée doc thanh cong, ngét 18h s& duoc

goi. Néu doc thanh cong. quyén diéu khién s& dugc trao

cho doan mi di doc bang mot iénh nhdy xa: JMP
FAR 0000:07C00.

Nhur vily néu doan chuong trinh trén MB/BR bi thay
thé bang mot doan chuong trinh khic (c6 thé 1a mot
virus), chuong trinh dé s& ¢6 quyén diéu khién mdi khi
may tinh dugc khoi dong.

3.1.2 Phan tich cdc céng nghé cua virus Boot.

a. Cong ngh¢ lay nhiém:

D1 véi dia mém, viéce lay nhiém don gian 12 thay thé
BR vé1 mot doan chuong trinh virus.

bor véi dia cung, vi MB va BR trén phan vang hoat
dong déu duoc trao quyén khéi dong, nén cé thé thay thé
MB hoéc BR trén phan ving hoat dong vé doan chuong
trinh virus. Néu chon MB s& virus ludn duge nap va kich
hoat, khong phu thudc vao viéc sau d6 hé diéu hanh nao
s€ dugc nap. Tuy nhién néu chon BR, phai fim kiém BR
trén phan ving hoat dong dé dadm bdo virus duoc kich
hoat. Thure (€, hiu cdc virus Boot déu chon lay nhiém MB
thay vi lay nhiém BR.

Kich thude cua MB/BR chi gom 1 sector 512 byte.
khong du [6n d6i véi mot s6 virus, nén cdn tim mot vi tri
trén dia dé luu phan ma vuot tréi. MB/BR cii chia céc
thong tin quan trong vé bang phan viing/bang tham s6
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dia va doan chuong trinh cia MB/BR ciing can phai hru
gill. Not tuu git phan ma vugt troi va MB/BR cii phai
dugc dam bao khong bi sir dung vao muc dich khéc
(khéng bi ghi dé). Virus cé thé sir dung mot s6 ving dia
sau vao muc dich doé:

- D61 véi dia mém:

+ C&6 thé ding nhilng ving dia it khi dugc st dung
nhu sector cuéi cia thu muc gée, nhimg sector cudi trén.
dia.

+ Diing mat s6 sector con trdng, sau dé ddnh dau cic
sector nay da bi hong dé hé diéu hanh khong sir dung
nua.

+ Mot phuong phép khic 14 dinh dang thém track méi
cho dia mém,.sau d6 sir dung nhimg sector trén track
nay.

- Béi véi dia ciing:

+ Trén track O thudong chi chita MB trén sector |, do
d6 c6 rat nhiéu sector khéng ding dén cé thé sir dung
vao muc dich nay.

+ C6 thé sir dung hai phuong phdp déu di 4p dung véi
dia mém.

Nhu vay khi dugc trao quyén diéu khién, virus Boot
€ ti€n hanh cic tdc vu l4y nhiém, cai dat... sau d6 doc
MB/BR cii vio RAM va tra quyén diéu khién cho doan
ma trong MB/BR ti€n hanh nhu binh thuong.
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Do céc dia cung 1a ¢6 dinh trong suét phtén lam viéc
cua may tinh, han hét cic virus Boot déu tién hanh lay
nhiém tén dia cung (néu tim thay) ngay khi khoi dong.

Dé lay nhiém I¢n dia mém, cdc virus Boot thudng ti¢n
hanh phan phoi vung nhé riéng dé thudng trd, chi€ém mot
s6 ngat dé phuc vu cho viéc lay lan (thudng 1a ngat
013h). Mét khi phat hi¢n thdy BR trén dia mém chua by
fay nhiém, virus sé tién hanh lay nhiém lén dia mém do.

b. Cong nghé¢ dinh vi.

MB/BR luon dugc BIOS nap vao RAM tai dia cht
0000:07CO00h va chuyén quyén diéu khién véi mot tenh
nhay xa:

IMP FAR 0000:07C00

Do dé khi virus Boot nhin duoc quyén diéu khién,
thanh ghi CS=0. cic tham chiéu déu phai tinh theo offset
07C000h. D¢ don gidn hod cic tham chidy, ¢b thé su
dung hai phuong phip sau dé cé thé sr dung mot oftset
quen thudc hon (0 hodc 0100h - tuong tmg v6i céc file
thi hanh dang .BIN. .COM):

- Phan phéi mét viing nhd dé thudng trit, chuyén toan
bo chuong trinh virus i viing nhd ndy, sau dé chuyén
quyén diéu khién cho doan ma tai ving nhd méi véi dia
chi segment:offset méi.
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- Sir dung madt Iénh nhay JMP FAR 07COh:0xxxx
chuyén quyén diéu khién dén mot lénh tai chinh ving
nhd 0000:07C00h, nhung vai segment:offset khac.

¢. Cong nghé thuong tru.

D¢ tién hanh thudng tri. kiém soat mot s6 hoat dong
cia hé théng, virus can tién hanh cdc bude sau:

- Phan phéi mot vang nhd riéng dé hnu gift chuong
trinh virus bao gom ma lénh, cdc bién va ving dém can
thict.

- Chan mdt s6 ngat phuc vu cho hoat dong clia virus
nhur tay nhiém. pha hoai. ..

C6 cdc codng nghé phan phot ving nhé sau:

+ Phan phoi mor ving nhd cao (chi ving nhé cudi
cling cua bo nhd co ban):

Sau khi thuc hién xong qua trinh POST, kich thudc
cua bd nhd co ban tinh thco KB s& duoc ght vio mot
ving dir lieu cia BIOS g dia chi 0:0413h (1 word). Khi
mot hé diéu hanh nhan dugc quyén diéu khién, né duoc
quyén kiém sodt vang nhd tir ¢6 kich thudc dd, bt dau vr
0000:0000. Nhu vay dé phan ph6i mot ving nhd riéng
khong bi hé diéu hanh sir dung, chi can giam gid tri ghi
tal dia chi nay, va sir dung nhimg KB cuéi cling coa bo
nh¢ co ban. Méi virus Boot thuong chiém | - 4KB. sau
day la doan ma minh hoa:

XOrax,ax

45



mov ds,ax

mov di,ax

dec word ptr [413h] : Giam |1 KB
int 12h 1 Lay kich thudc bo nhd

mov cl.6

shlax,cl : Tinh todn dia chi doan ctia vang nhg

mov es,ax

push cs

pop ds

mov si,offset vstart ; Piém bit dau chuong
trinh virus '

mov CX,vsize ; Kich thudc clha phin ma
thuong trd

repmovsb ;

+ Phan phéi mét viing nhé thap:

Cic virus Boot thuong tri vong nhd cao dé bi phit
hién, do lam giam kich thudc bo nhé ma hé diéu hanh
duoc sir dung. Dé khac phuc diéu dé, c6 thé dp dung mot
cong nghé khac: phan ph6i mot viung nhg thap khi hé
diéu hanh d3 dugc 14 vao.

Ngoai ra, virus ciing ¢é thé nr dinh vi mét viing nhd,
thay vi tr phan phéi mot ving nha:

+ Sir dung phén con tréng ctia bang vector ngat:

C6 rat nhiéu ngit chua duoc sir dung boi BIOS va hé
di¢u hanh véi muc dich du trit va danh riéng cho cic
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chuong trinh tng dung. Virus ¢6 thé chon viing con tréng
trong bang vector ngat dé luu giit chuong trinh virus.
Thong thudng ving bang vector ngat tir AAAA dén
BBBB c¢6 thé diing dugc mi van an toan.

+ Sir dung cdc 16 héng trong bd nhé:

Phuong phip nity (im mot vang khong sir dung trong
viing dir liu BIOS. bat dau tir dia chi 0040h:0000 dé luu
gilf chuong trinh virus. Mot dia chi khic c6 thé sir dung
1a 256 byte bat dau tir dia chi  0060h:0000, thudng chi
duoc ding trong qud trinh khai dong.

Sav khi phan phéi duoc mot ving nhd, cian phai
chuyén toan bo chuong trinh virus Ién viing nhé dé, sau
d6 chan mot s6 ngat phuc vu cho viéc lay nhiém. C6 céc
cong nghé chin ngit sau day:

+ Thay thé cic vector ngit truc 1i€p trong bang vector
ngat:

Bang vector ngit chita dia chi cBa 256 ngét (tir ngat
00 deén ngit OFFh) duoc dat bat dau tai dia chi
0000:0000. Mébi vector ngit gém 2 word chia dia chi
segment:offset cua thi tuc xur Iy ngat. Cdc vector ngat
duoce dat lién nhau cho dén dia chi 0000:03FCh. Virus
thay th€ cdc vector ngit cén thiét trong bang bing cic
vector mdi, chi dén tha tuc x{r Iy ngdt mdi cla virus.
Vector ngit cll ciing duoc luu lai dé€ st dung khi can
dung cac dich vy cha tha tue xir Iy ngat ci.
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Dé sir dung cac dich vu ma tha tuc xir Iy ngat ¢l cung
cap, c6 thé ding cic phuong phap sau:

* Tao lénh ngat gia:

Dé sir dung mot dich vu ngit, can chuin bi ndi dung
cac thanh ghi can thiél, sau d6 sir dung mot 1énh goi ngat
co cu phap INT Oxx, trong dé Oxx la s6 hiéu cua
ngat can thi hanh. Lénh nay cé thé coi nhu tuong duong
v6i hai lenh:

PUSHF
CALLL XXXXIYYYY

Trong dé xxxx:yyyy 1a dia chi cba thd tuc xUr 1y ngit
tuong vmg. Nhu vay don gian chi can thay cac lénh INT
Oxx v3i hai lénh lién ti€p trén, trong dé xxxx:yyyy dugc
thay boi c4c vector ngat ¢l tuong Ung.

* Pat cd hiéu kiém tra:

Hai 1énh trén ¢6 kich thude 6 byte, 1on gap 3 lan 1énh
goi ngat INT Oxx. Dé giam bét kich thude virus, va dé
thuan tién hon, c6 thé tao mot cd hi¢u dé xic dinh yéu
cau ngat xudt phat tir cdc chuong trinh khic hay tir virus,
d€ tién hanh céc tdc vu can thiet hay tra quyén diéu khién
tdi vector ngat ci bang mot 1énh nhay xa JIMP - FAR

XXXX:YYYYy.

* Thay thém cdc ngat khong duoc st dung. chi dén

cdc thi tuc xt ly cac ngat can chin:
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Day la mot phuong phap khdc linh hoat hon: thay thé
cac vector ngal can chin duge luu ngay trong mot o
vector ngat mi hé diéu hanh chia s dung, ching han
vector ngdt 013h ¢l duge lwa tai vi tri vector ngat OFFh.
Khi cin sir dung cdc dich vu ma ngit 013h hé trg, chi
can goi thuc hién ngét OFFh.

+ Néu phat hién thi tue x{r 1y ngat nam trong RAM,
¢4 the dp dung mot cong nghé khic: thay the mot 56 (énh
dau tién & dau tha tue xir Iy ngédt bing mot lenh nhay xa
JMP FAR XXXXVyvy, trong do xxxx:yyvy la
dia chi segment:offset cla thi tuc xur 1y ngit mdi cua
virus. Nhimg ma Iénh bi thay the ducc luu lai d€ sir dung
khi can dung cac dich vu ctia tha tue xUr ly ngat cu.

Pé sir dung cic dich vu ma thi e xir 1y ngit cil cung
cap, can tién hanh nhu sau: phuc hot lai nhimg ma 1énh
di bi thay thé. san d6 tién hanh lénh goi ngat nhu binh
thudng. Sau khi sir dung xong dich vu ngit, tiép tuc thay
thé lénh nhdy xa vao dau tha tue xir Iy ngit ci.

d. Cong nghé ki€m ra sy ton tai.

- Kiém tra trén bo nhé:

Kiém tra xcm virus da thuong trd hay chua. Kiém tra
trén bo nhé chi nén hanh mot lan khi may tinh khoi
dong. trude khi tién hanh thudng i, do d6 e dg khong
phai 1 yéu ciu chinh, quan trong hon l1a d6 chinh xéc va
tinh don gian. C6 thé str dung cic phuong phép sau:
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+ DO tim doan ma nhan dang trén bo nhd.

Virus tién hanh do tim doan mi nhan dang trén ving
nhd dé kiém tra su ton tai trén bo nhd.

+ Tao thém ham/ngat dich vu dé kiém tra.

Virus tao thém ham/ngit dich vu méi, tra lai nhimg
g1a tn dac biét trong cdc thanh ghi. xdc nhan su thudong
trd cua virus trong bo nhd.

Phuong phap thu nhat phac tap, cham nén it duoc
dung, phuong phdp thit hai don gian va ¢é do chinh xdc
cao nén thuong duoc su dung hon.

- Kiém tra trén dia:

Kiém tra mot dia da bi lay nhiém hay chua. Viéc
kiém tra trén dia phai tién hanh nhiéu lan, do dé vira phai
dam bao {1 anh huong 8 toc do lam viéc cua may tinh,
vua phai dam bao do chinh xéc.

Dia cing ¢6 t6¢ do doc nhanh, hon nita chi can kiém
tra mot lan khi mdy tinh duge khdi dong tir dia mém, do
dé khong anh hudng nhiéu dén t6c dé. D6i véi dia mém,
toc do doc cham, lai phai kiém tra thuong xuyén, do dé
can giam s6 lan kiém tra xudng 31 thiéu. C6 thé han ché
s6 1an kiém fra dfa mém dua trén hai nhan xét sau:

+ Moéi khi s dung mot dia mém mdi, hé diéu hanh
can phai doc bang FAT cbha dia méi. Trén dia mém, bang
FAT nam ngay sau BR, trén track O, do dé chi can kiém
tra dia mém moi khi ¢6 yéu cdu doc track 0.
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+ D¢ thay dia mém maéi can phai ¢é thoi gian, nhu viy
chi kieém tra néu véu cau truée do di thue hién xong mot
khoang thai gian nhat dinh.

D¢ dam bao tinh chinh xdc, ¢o thé sir dung phuong
phip do doan ma nhan dang. Doan ma nay co thé chi
2dém mot hai byte, ciing ¢ the 1a ca mot doan mi dac
trung. Ciing ¢ thé sir dung cic phuong phiap khiac nhu
Checksum, CRC... tuy nhién hau hét cdc virus chi sir
dung phuong phap do doan ma do tinh don gian.

¢. Cang nghé tao 4o giap.

- Chong dich nguoc:

Cong nghe nay chu véu dira trén cong nghé ma hod.
k¢t hop véi kha nang dinh vi tuong d6i cua cic 1énh JMP,
CALL. Chuong trinh dich nguoe s¢ rdt kho khan khi dich
cic virus duge ma hod, hay dich cdc virus su dung céc
1énh IMP, CALL twong d6it mot cich lon xon. dir liéu va
ma Iénh bo tri xen ké. ..

- Chong g8 16i: Bao gom nhiéu cong nghé. ndi chung
mot virus thuong s dung két hop nhiéu cong nghé khic
nhau d¢ tang do phic tap, khé khan khi phan tich vién ¢
gang gd 161 chuong trinh virus.

+ Cong nghé dau tién la tao ra cac thu tuc gia, lam cho
phan tich vién mét mor khi phai phan biét nhing tdc vu
thye s vai nhitng thu tue gia tao. Phuong phap nay cé
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diem veu B fun tang Kieh thude virus cling nhu giam toc
do cua he thong.

+ Cong nehe thit hai dwoe sir dung la viét md dé tam
thist treo ban phim. lam cho phan tich vién khong thé tiép
e o o vi du:

DisableKeyboard:

IN ALL021

OR  AL.O2

OUT AL.O21 ; Poan ma chinh
FnableKeyboard:

IN AL,021

AND AL.NOT 02h

OUT AL.021h

+ Thay thé cac vector ngit 01h/03h (cic ngat cho
phép tién hanh ¢& i) chi dén nhiing dia chi khong xac
dinh ., hay dén nhimg thi tuc xir 1y ngit khac. C6 thé tién
hanh ciic thao tic khéng chudn déi véi ngin xép nhu thao
tdc trye ti€p vai SS. SP nham ngan chan qué trinh ga réi.
Cing ¢6 thé két hop sit dung nhtéu phuong phip khic
nhu st dung mi hoa nhiéu tdng, sir dung ngét thoi gian
08h. bay 16i qua tinh nang doc trudc cac ma lénh cia bo
Vi Xr1y...
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Thue ra nhimyg cong nghe nay cin gay kho Khan phaee
tap cho phan tich vien chit Khong nean chan deoe hoan
toan qua trinh phan tich.

f. Cong nghé nguy trang.

- Nguy trang trén bo nha: Cic virus Boot thuong tri
viing nhé cao thuong dé by phat lnén. dé khac phuc dicim
véu do. virus ¢d the ¢chd hé dicu hanl duge nap vao 10
mdadi tien hanh thudng tré & vime nhdé thap.

- Nguy trang teén dia: Do nguy trang ten dia. virus
Boot can tim cach thay doi it nhat MB/BR. giam thiéu
kha nang bi phat hién. Bén canh vice 1o it dé thu nain
chuong trinh virus. ¢6 thé (hict ke mot doan ma nean
gon. ¢d nhicm vu uép tuc nap phan chinh cua virus wrnol
[tru ¢it viao bo nhé, sau d6 trav gquyven dicu khien cho
phan nay. Chi phan ma lénh nay duge ghi [én MB/BR
ctua dia can lay nhiém. do d6 su Khiv biét rat it kho bi
phat hién hon.

Mot phuang phiap khac hicu qui hon duge su dung ¢6
thé mé ta nhu sau: khi virus dang thuong frid trong bho
nhd., moi véu cau doc/ghi len NMB/BR cua cac chuong
trinh khidc ¢ duge dinh hudng lai (inh xa) thanh doc/eht
sector luu g MB/BR cii. Cic chuvong trinh s¢ nhan ducc
mot ban 26c clia MB/BR ci. do do khiong phat hién sy
10N tai cva virus, mat khac dam bao chuong trinh virus
khéng by ghi de.



Khi sir dung phirang phap nay, can kiém soat tatl ca
cdc hoat dong doc/ghi dia 1én MB/BR. bao gom cac iénh
doc/ehi 1 hay nhiéu scctor, ma MB/BR nam trong viing
can doc ¢hi.

Khi tién hanh lay nhiém. ¢6 thé 1am an cic sector ¢6
sir dung bing cdch danh dau di hong. dé hé diéu hanh
khong sir dung cédc sector dé nita.

Mot phuong phdp bd sung 14 nguy trang ngay ¢ mic
cong (port), bang cdch chan ngit 076h hoac ham
091h/mgat 015h. Phuong phip nguy trang nay hoat dong
hiéu qud, tuy nhién cting cé thé bi vé hi¢u hoa bang cach
xdc 1ap lai cac ngit dé.

Windows véi cong nghé truy nhap dia 32 bit cling ¢6
(th¢ gay 181 v&i cdc virus Boot, dé khic phuc diém yéu
niy. ¢ thé sir dung hai phuong phdp sau:

+ Khi WIN.COM dugc thi hanh, thém tham s6 /D:F
dé cam ché do truy nhap dia 32 bit.

+ Chian ham 01605h/ngat 02Fh va tam thoi xod thu
tuc cua virus ra khoi chudi thi tue x{r 1y ngét cho dén khi
Windows k¢t thice (ham 01606h/ngat 02Fh).

a. Cong nghé ma hod.

D¢ dam bao tinh nhd gon, virus thudng st dung
nhimg cong nghé ma hod tuong doi don gian. Phuong
phap pho bicn la dp dung cic phép todn sé hoc/logic 1én
chuong trinh virus voi khod ma la mot gid tri byte hay
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word. Trong dd phép XOR thudng duge st dung do tinly
don gian. mat khdc, thy tuc ma hod cling la thu e giai
ma.

h. Cong ngh¢ da hinh.

Mac du virus ¢é thé duge mi hoa. tuy nhién doan
chuong trinh ma hoé van ¢& dinh, vi vay cdc chuong trinh
antivirus ¢6 thé phat hién virus dé dang. Y tudng chinh
cha cong nghé da hinh la thay déi ca phan thd tuc ma
hoa. lam cho cic chuong trinh antivirus s€ gap kho khan
ap dung phuong phip do doan ma dé phat hién virus.

C6 thé chia cac cong nghé da hinh thanh nhiéu muc
nhur sau:

Muac I: Virus ¢d mot s6 bd gial ma v tap lénh ¢d
dinh. vi chon mot trong s cic bo giai ma do khi lay
nhiém mot file.

Mirc 2: Bo giai ma chda mot s6 Iénh ¢6 dinh, phan
con lai ¢6 thé thay-doi.

Mitc 3: Bo gial mi ¢6 thé chifa cic 1énh khong c6 inh
hudng dén logic chuong wrinh. vi du nhu NOP. CLI.
STI...

Muc 4: Bo giai ma, sit dung cdc 1énh c6 1h¢ thay thé
va ti€n hanh déi tht tr chiing méi 1an lay nhiém, thuat
104n giai ma vin khong thay doi.
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Muc 5: St dung 14t ca cac cong nghé trén, thuit todn
gidi ma ¢6 thé thay doi. chuong trinh virus ¢6 thé ma hod
nhiéu lan, tham chi ma hoa mot phan bo gidi ma.

Mic 6: Virus bien hinh: Phan chinh cia virus duge
thay doi, duoc chia thanh céc khoi. ¢6 thé dat § nhimg vi
tri ngau nhién trong moi 1an 1ay nhiém.

Duéi day 1a mot vi du cu thé d¢ minh hoa cong nghé
nay. gid st virus ¢ bo giai ma cé dang nhu sau:

mov ecx. VirusSize
lea edi, PointerToCodeToCrypt
mov cax, CryptKey
@@1:
xor dword ptr [cdi]. eax
add edi, 4
loop @@l

C6 6 can lénh duoc, duge cor 1a sauw kho, dudr day l1a
mot s6 kha nang tao ra cdc mi 1énh khic nhau.

- Str dung nhiing thanh ght khic.
- DAi thit ty cla 3 Iénh dau tién.
- Str dung ciic 1énh khic cé cling tac dung.

- Chén thém cdc 1¢nh khong anh huong dén logic
chuong trinh.

i. Cong nghé bién hinh.



Day la mot cong nghé phuc tap, ¢d muc dich sinh ra
nhimg bd ma lénh cia chuong trinh virus hoan toan khic
nhau. Mot s¢ diém chinh véu ciia cong nghé bién hinh:

- C6 bo dich nguge noi tai dé dich nguge cdc Iénh.

- C6 bo rdt gon ma: CH nhiém vu rit gon/tol uu hat
hay nhi¢u ma lénh thanh mot lénh.

- C6 bo ma rong mi: Cé nhiém vu phét trién mot [énh
thanh hai hay nhiéu l1énh.

- C6 bo hodn déi ma: C6 nhiém vu hoan doéi hai hay
nhicu 1énh néu 6 the.

- Bo dinh vi lai(tinh todn lai), cd nhiém vu dinh vi lai
14t ca cac tham chiéu, vi du nhu cdc 1énh nhay, 1énh goi
VA cdc con tro.

- Bo sinh rédc, ¢6 nhiém vu chén thém mot hoic nhiéu
ma 1¢nh khong anh hudng dén logic chuong trinh, vao
gilra cdc ma lénh thuc su.

- C6 kha nang tim va loal bo nhiing ma lénh rac duoc
bo sinh rac chén vao.

k. Cong nghé chéng mo phong.

Coéng nghé nay c¢d nhiém vu lam dimg méoi truong mo
phong ma cdac chuong trinh antivirus st dung dé mé
phong hoat dong cia virus, két hop voi cic cong nghé
heuristic dé€ nhan dang cdc virus chua biét.

Mot 56 cong nghé thuong duoc st dung:
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- Chiém cic ngit 01h. 02h phuc vu cho viéc gd roi.

- Sir dung cédc cong nghé thudng ted trén UMB, HMA
ma moi truong mo phong khong hé tro.

- Tién hanh cdc thao tée véi ngan xép va cac thanh
ght doan dit iéu DS.

I. Céng nghé¢ chéng theo doi.

Cong nght¢ nay chong lai cong nghé heuristic cua cac
chuong trinh antivirus. C6 thé sit dung cdc cong nghé
sau:

- Sir dung c¢dc ham dich vu (cdc ngit) theo cédch riéng
hay str dung cdc ham dich vu gia do virus tao ra.

- Chén thém ciac doan ma lénh “rac” khong anh
hudng dén logic chuong trinh. xen k& gilta nhiing ma
lénh thuc su.

m. Cong ngh¢ dudng ham - cla hau.

D¢ dé phong trudng hop di ¢ mét chuong trinh khac
thuong tri. kiém tra cdc tdc vu doc ghi dia, virus cin phai
[Av dugce dia chi cla tha tue xir 1y ngat dau tién (cla
BIOS). Cong nghé nay khd phic tap, chi yéu dua trén
cac phuong phéap sau:

- Do tim mot doan ma xac dinh ciia thil tuc xi Iy ngat
trén viing nhé. khi im thay. dia chi cha thi tuc xir 1y ngat
s& duoc Iuu lai dé st dung. Cong nghé ndy cé thuan loi 13
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doan mi don gidn, dé xay dung. nhung c6 han ché ve
thoi gian quét bo nhd.

- Thié€t k&€ doan ma theo dai chudi cde thu tuc xir ly
ngit dé tim ra thi tuc X 1§ ngat chuan. viéc 1an vér duoe
tién hanh dua trén cong nghé str dung cic ngét gd r6i Olh
va 03h. Phuong phdp nay thuong duge st dung hon ca.
do dat hiéu qua ca vé mat t6c doé. Tuy nhién néu trong
cde tht tuc xir 1y ngit ¢6 sir dung cong nghé anti-tunnel,
cong nghé nay c6 thé gay 14i.

- Mot cong nghé khic cye doan hon va it duge dung
nhat do do phirc tap va tinh twong thich kém. d6 1a vicét
lai mot s6 chite nang clia ngat 13h sirdung cic cdng diéu
khién & dia. Bi lai, do tién hanh truy nhap truc tiép.
phuang phédp nay ¢6 kha nang chéng theo doi rat tot.

- Con cé moét cong nghé khic la sir dung cic
ham(ngat) khong duoc cong bo clia h¢ diéu hanh dé 13y
dugc dia chi cba thu tuc xir Iy ngit goc - con goi 1a cong
nghé cira hau.

n. Cong nghé anti-tunnel.

LA cong nghé doi nghich cong nghé duong ham,
nham ngan chin cac chuong trinh antivirus ¢é y dinh tim
ki€m dia chi cta thi tuc xir 1y ngat chuan. Cong nghé
nay cha yéu han ch¢ phuong phip st dung céc ngat
01h/03h dé lan theo chudi thil tuc ngal. Cong nghé nay
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dua rén cach tén hanh X\ 1Y cde ngit 01h/03h cia hé
di¢u hanh.

Poi vai ngat Oth, néu gid e cha c& by (Trap flag)
trong thanh ghi ¢& duge bat, bo vi xir 1V s€ tién hanh got
ngat O1h sau khi thi hanh mot ma Iénh. Thanh ghi ¢d, dia
chi seementoffset coa lénh bi ngit duge luu vao ngan
x&p trude khi quyvén diéu khién duoc trao cho thu tuc xu
1V ngit O1h.

Str dung mot $6 thao tic truc ti€p doi vdi thanh ghi co
vit ngan Xép (thanh ghi SS:SP) virus ¢6 thé phat hién va
lam ditng qud trinh 1an vét nay. Mot phuong phédp khic a
dat lai cdc vector ngit 01h/03h dé ngan chan qua trinh
lan veét.

q. Cong nghé 161 vu:

Nham thu gon kich thudc chuong trinh virus ciing
nhu tang 3¢ do thi hanh chuong trinh virus. bao gom
viéee thi¢t k& cac giai thuat 81 vu cho moi téc vu. viée sir
dung cac thu tuc thay cho cic doan ma lap lai cong voi
str dung cdc ma lénh t61 wu.

Phuong phap dau rat linh hoat, da dang tuy thudc vao
neudi thiél k¢ virus. & day chi nghién cqu hai phuong
phap sau.

- Str dung céc thu tuc:

Néu mot s6 ma Iénh ¢d kich thude 1an duoce stir dung
nhi¢u 1an., ¢6 thé tai vu bing cac st dung cdc thu tuc. Vi

60



lénh goi thu tuc/lénh tro vé CALL/RET ¢6 kich thudc
3+1=4 byte, cé the dua ra cong thie tinh kich thude (o
uu dugc:

NumByte=(SizeofProc - 4) * NumofCall - SizeofProc

- Phuong phap thir ba dua trén nguyén tic: dé thuc
hién cing mét nhiém vu, ¢é thé s dung cic mi lénh
khdc nhau, cé do dai va thor gian thuc hién khiac nhau
(chi ti€t xem TLTK). Mot s6 tha thuat ¢g ban:

+ Su dung cic thanh ghi AL/AX thay cho cic thanh
ghi khéc: Do thiét k& cua vi xix 1y 80x86, cdc thao tac su
dung cdc thanh ghi ndy ¢6 kich thude ngan hon so véi sur
dung cdc thanh ghi khac. vi du:

CMP BX,01234h: So sanh BX vdi 01234h (4 byte)

TSt wvu: CMP  AX,01234h : So sianh AX vdi
01234h (3 byte)

Tuy nhién chi ¢é thé sir dung tht thuat ndy néu thanh
ghi AL/AX khong chia cac dir liéu quan trong. Néu cic
thanh ghi nay duoc sir dung nhiéu ldn thi sir dung né van
t61 vy hon tham chi khi can phai PUSH AL/AX va POP
AL/AX sau do.

+ St dung thanh ghi doan dir liéu DS thay cho céc
thanh ghi doan khic, vi du:

MOV AX, ES:{S1] : 3 byte
MOV AX, DS:{SI] ; 2 byte
+ Phuong phap xo4 mét thanh ghi, vi du:
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MOV AX, 00000 . 3 byte

Toiwu:  SUB AX, AX 1 2 byte
hay: XOR AX, AX 12 byte
+ Phuong phdp xod thanh ghi DX:
MOV DX, 00000 : 3 byte
Toiuvu: XOR DX, DX ; 2 byte
Tot wu hon: CWD ;1 byte (su dung néu
AX<08000)
+ Phuong phép so sanh mot thanh ghi véi 0:
CMP AX, 00000 : AX=0? (3 byte)
Toiuwu: OR  AX, AX . AX=0? (2 byte)

+ Sir dung mot thanh ghi 16 bit thay cho 2 thanh ghi 8
bit:
MOV AH,012h  ; Gan AH=012h (2 byte)
MOV AL, 034h  ; Gian AL=034h (2 byte)
161 tu: MOV AX, 01234h; Gan AX=01234h (3 byte)
+ Chuyén AL/AX vao mot thanh ghi khdc hoic
nguoc lai:
MOV BX, AX ; Gin BX=AX (2 byte)
t61 vu hon: XCHG AX, BX : ol AX, BX
cho nhau (1 byte)
+ Sir dung thanh ghi SI/DI 1am dia chi co s, thay cho
BP.
MOV AX. DS:[BP] : 3 byte
Torw: MOV AX, DS:[SI] ;2 byte
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+ Su dung CMPS, LODS. MOVS, SCAS, STOS va ma
lénh lip REP:
MOV AX, DS:|Sl}] . 2 byte
Téi wvu:  LODS .1 byte
+ Chuyén noi dung mét thanh ghi doan dén thanh ghi
doan khéc:

MOV DS, CS : Khéng hop 1¢
161 vu; MOV AX, CS ; 2 byte
MOV DS. AX : 2 byte
to1 uu hon: PUSH CS ;1byte
POP DS ; 1 byte
+ Sir dung SHL/SHR thay cho DIV/MOV:
MOV BH, 02 : Gin BH=02 (2 byte)
MUL BH : Nhan AL vai BH (2

byte)
To1 uu: SHL AL, 01 ; Nhan AL véi 02 (2 byte)
+ Sur dung cdc ma doi tuong thay cho céc Iénh:
CALL FAR Address  : Tao Iénh goi xa (3 byte)
Address DD ? ; Dia chi (4 byte)

T61i vu: CALLFAR DBOE9 : Ma déi tuong 1énh
got xa (1 byte)

Address DD? ; Dia chi (4 byte)

+ Thiét k& cac thu wec linh hoat. trong d6 nhitng ma
1énh lap Jai trong méi thu tue duoe diing chung.

+ Loai bo cdc 1énh NOP khong can thiét.
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+ Thi¢t ké ma lénh d€ thay thé nhimg lénh JUMP
NEAR bang cac lénh JMP SHORT. ..

+ S dung lénh LEA thay cho MOV OFFSET
LabelName.

+ Sit dung DEC/INC thay cho SUB/ADD Reg. O1.

+ Khong sir dung ma lénh dé tinh todn nhiing gia tri

¢4 thé tinh truc tiép.
3.2 Cac virus file trén méi truong DOS.
3.2.1 DT niong lay nhiént va méi trieomg hoat déng.

Trén mot truong DOS, cd cac dang file thi hanh dang
.COM, .EXE va .BAT. Do han ché cua 1ap lénh DOS c6
thé sir dung trong file .BAT cdc virus lay nhiém file
.BAT ¢6 kha nang lay nhiém khong cao, va hau hét chi
10n tai trong phong thi nghiém va c6 y nghia 1y thuyét
nhicu hon. BE md rong kha nang 1ay nhiém, virus thudng
stir dung thém cdc I¢nh ngoai trd, dong thot két hop lai
vdi cdc dang virus lay nhiém file .COM, .EXE.

Cic file dang .COM c¢06 ciu tric don gian. noi dung
cua file chinh Ja hinh anh cta chuong trinh wén bo nhd
khi chuong trinh duge thi hanh.

Céc file dang .EXE c6 cau tric phuc tap hon, bao
2Oom phan header & dau file, chita cdc thong tin vé mai
file, phuc vu cho viéc t6 chic thi hanh file. Chi tét vé
cau tric file .EXE, xem tai }iéu tham khao.

64



3.2.2 Phan tich cdc cong nghé cua virus file trén moi
truong DOS.
1-Cong nghé liy nhiém.:

Bao gém nhimg cong nghé chung - chuan bi md file
dé tién hanh lay nhiém, va cong nghé ghép chuong trinh
virus vio file chu.

- Nhimng cong nghé chung:

Bao gém cic cong nghé dé tién hanh nhimg thao tic:
mo/ddng file. xod/dat thuac tinh file, ldy/dat ngay gid tao
file. Nhimg cong nghé nay tuong déi don gian, thuang sur
dung cic dich vu file cia ngat 021h cia DOS.

Moét cong nghé khac can tién hanh: bay 16i khi mo
file dé ghi. Néu file chd nam trén dia mém c6 duge
chéng ghi. khi mo file dé ghi sé sinh 16i nghiém trong,
161 nay duogc kiém soit bang ngit 024h cia DOS (ngit
kiém soat 161 Criterial Error Handle). Virus can chan
ngit nay véi thi tuc xir ly ngat twong d6i don gian,
thuong c6 dang sau:

INT_24_Handle:
MOV AX, 0003h : M1 161
IRET

Ma 141 3 bdo 161 sai trong chifc ning DOS va chi thi
cho DOS tra lai quyén diéu khién cho chuong trinh tng
dung.
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- Cong nghé ghép chuong trinh virus vao file chi:

+ Ghi dé: Ap dung vdi cic file dang .COM, don gian
Ja ghi d&¢ ma lénh lén dau file cha. méi khi chuong trinh
chii duoc thi hanh, virus sé chi€m quyén diéu khién. Do
virus khong luu giir phan dit Liéu cua chuong trinh chu bi
¢hi d& nén né khéng thé 1ra quyén diéu khién trd lai
chuong trinh chu. Do dé loai virus nay mang tinh chat
pha hoai nhiu hon va rit khé lay lan manh vi dé bi phat
lien.

+ Ghi d@ bao toan:

Ap dung Véi céc file dang .COM. céi tién tir cong.
ngh¢ Overwritting: phan dit liéu bi ghi dé duge virus ghi
xuong cudl file. Sau khi tra lai dir liéu di duoge ghi lai
virus ¢6 thé tra quyén diéu khién lai cho chuong trinh
chu.

+ Dich chuyén: Ap dung véi céc file dang .COM. c6
thé dp dung véi dang file .EXE. Loai virus nay lay nhiém
bang cach dat ma lénh cua virus & ddu file, sau do
chuvén toan bo dir liéu clia chuong trinh chl xuéng sau
ma 1¢nh cha virus. Virus ciing tra quyén diéu khién cho
< huong trinh chd nhu loai Non-Destructive Overwritting.

+ Song hanh: Cong nghé lay nhiém nay dua trén tinh
ning cua MSDOS: Khi thi hanh mét file néu khong go
phan md rong thi hé diéu hanh s& tim cac file theo tht
phan md rong .COM, .EXE, .BAT. Do dé khi phat hién
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mot file .EXE, virus s€ tao moét file méi cing tén vai
phan md rong .COM, méi khi ngudi st dung muon thi
hanh chuong trinh chi ma khong chi ra phan md rong thj
virus s& chiém quyén diéu khién.

+ Néi thém: Virus duge ghi vao cudi file chu, file chi
bi sira d6i dé chuyén quyén diéu khién dén ma lénh virus
moi khi chuong trinh ducc thi hanh.

Dot vai cic file .COM: Virus thudng luu vaj byte dau
(thudng 3-5 byte, du kich thudc cho mét 1énh nhay) va
thay thé bdit madt lénh nhay dén phan ma ténh ca virus.

bai vai cic file .EXE: Virus sé sira cdc gia tr1 trong
EXE Header dé chuyén dau vao cla chuong trinh dén
phan ma Iénh ctia virus.

+ Chén gifa file: Virus ghi ma Iénh clia né vao bat
dau tir mot diém (ngiu nhién) gita file d6i wrong, phan
dir lieu bi ghi dé dugc ghi xudng cuét file. Cac thao tac
dé ldy quyén diéu khién tuong tr nhu déi véi phuong
phdp Appending.

+ Dinh hudng lai 1énh nhay: Ma 1énh virus va file cha
¢6 thé dugc phan phdi nhu phuong phdp Appending
(ciing ¢o thé dp dung véi phuong phdp Mid-File). chi
khic & diém virus s& tim mot lénh JUMP hay CALL
trong ma lénh cba chuong trinh. dinh hudng lai dé
JUMP/CALL dén doan ma virus.
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+ Dién vio khoang trong: Virus tim cac khodng trong
(vi du dily cic byte 00h lién 1i¢p) trong file ch dé ghi
ma virus vao. Néu khong ¢é khoang tréng du 1dn. c6 thé
st dung nhiéu khoang dé luu giif dii ma 1énh cla virus.

2. Cong nghé tim kién file chii:

- D01 véi cdc virus thudng trii, mot s6 ngat bao gom
ngit 02th s& bi chin. moj khi cdc dich vu thao tdc teén
file duoc goi, virus sé kiém tra va lay nhiém file néu thoa
man cac diéu kién chon loc.

- Dol v cdc virus khong thuong (rd, virus chi ¢6
quyén diéu khién diéu khién méi khi chuong trinh duge
thi hanh, do d6 can ¢ gang (im kiém va lay nhiém cang
nhiéu file cang (6t

Cong nghé¢ tim kiém khd don gian, chi la thao tic
duyét thu muc, sir dung cic ham dich vu ctia ngét 021h:

+ Cic ham 1im ki€ém hudng thé (Handle) 04Eh/04Fh
(FindFirst/FindNext).

+ Cic ham tim kiém huéng FCB (Handle) 011h/012h
(FindFirst/FindNext).

Virus thuong tim kiém cic file trong thu muc hién
thoi, cic thu muc ¢é trong bién moi trudng PATH... Mot
s6 virus thuong trd cling st dung thém cong nghé nay
nham tang kha ning lay lan.
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Khi diing cic ham tim ki¢m trén, can sir dung cdc
ham 01 Ah/Oxxh dé lay/dat DTA (Data Tranfer Area) dé
khéng lam anh huong dén nhitng chuong trinh khdc.

3. Cong nghé dinh vi.

Nhitng virus dp dung cong nghé lay nhicm ghi de, ghi
d¢ bao toan va dich chuyén khong can dinh vi lai, vi
chuang trinh virus van duge thi hanh nhu binh thuong véi
offset nguyén thuy.

Cdc loai virus khdc can phai dinh vi lai, vi offset cta
virus khong duoc bao toan ma thay déi v6i madi file chi
n6 lay nhiém. Khong giong nhu virus Boot ludn duge nap
vio dia chi 0:07C00h, mot {ile thi hanh ¢ thé duge nap
vio nhitng dia chi khdc nhau. wy thuoe vao tinh trang
ving nhd.

Cong nghe dinh vi con dugc gor la céng nghé
DELTA, dua trén cdch tién hanh léenh CALL cla bo vi
XU ly.

Cu phap : CALL AnAddress

NEXT_INSTRUCTION

Khi thi hanh lénh nay. bd vi xtr 1Y sé cat dia chi offset
cta mi I¢nh ngay ti€p sau lénh CALL vao ngan xép, sau
d6 chuyén 1P dén dia chi can goi. Nhu vay dé ldy dia chi
offset cua NEXT_INSTRUCTION ta chi can iy gid tri
duge luu wrong ngan xép. Gia tr1 nay thudng duge luwu
trong mot thanh ghi cho phép tham chiéu gidn ti€p nhu
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SI, DI, BX, BP, sau dé st dung thanh ghi nay va do

chénh léch vai diem moc dé tham chiéu di liéu, ma lénh.
Sau khi di dinh vi, virus cd thé phan phéi mét ving

nhd dé thuong tri. chuyén toan bo chuong trinh virus (6

viing nhd nay, sau d6 chuyén quyén diéu khién cho doan

ma tal ving nhd mai vai dia chi segment:offset moi.

4. Cong nghé thuong tru.

Cing nhu virus Boot, d¢ tién hanh thudng tri virus
can tién hanh hai budc sau:

- Phan phéi mét vung nhé rieng dé Iuu giir chuong
trinh virus bao gém ma lénh, cac bién va ving dém can
thiét.

- Chan mot s6 ngat phuc vu cho hoat dong cua virus
nhur lay nhiém, pha hoai. ..

Dé tién hanh phan phsi viing nhd riéng, virus cé thé
ti€n hanh theo nhitng phuong phép sau:

+ Phan phéi ving nhé cao.

MCB (Memory Control Block) duge DOS tao ra cho
mdi khai diéu khién ma cdc chuong trinh sir dung, chiéu
dai cha mébi khéi 124 mot phan doan 16 byte, va chiing
luon dimg trude cac vung nhé duge phan phdi. Khi file
.COM duogc thi hanh, MCB cua chuong trinh duge dinh
vi tal vy tri doan mi trir di 1 (CS-1). Péi véi file .EXE,
MCB ctia chuong trinh duoge dinh vi tai DS (CS<>DS).
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* Sir dung DOS dé phan phéi viing nhé cao:

Trudc hét, dung ham 04Ah dé véu cau giam viing nhd
cta chuong trinh mot khoang bang kich thude cla virus
(tinh theo doan = (VirusSize + [5)/16+1). Sau dé yéu cau
phan phéi mot viing nhé bang kich thude cua virus va sua
luong bd nhd duge quyén quan 1y cita MCB hién tai.
Thao tdc cudi cung ta danh daw ving nhé méi tao duoe
53 hiru boi DOS.

Poan ma sau minh hoa cong nghé trén:

mov  ax,4a00h : Yéu can mot gid tel vugt qui

mov  bx,0ffffh ; luong bo nhd con trong

int ~ 21h ; Tra lai luong bo nhé trong trong
BX

mov  ax.4a00h ; Trir di kich thudc virus

sub bx.(virus_size+13)/16+1 ; tinh theo doan

int  2th : Yéu cau thu hep ving nhé

mov ax,4800h :

sub word ptr ds:[2],(virus_size+13)/16+1 ;

mov bx,(virus_size+15)/16 ;

int  2lh ; Phiin phéi ving nhd mét

dec ax ;

mov  es.ax ; ES chi{ dén MCB méi

mov ds,ax :

mov  byte ptr ds:[0],"Z" ; Ddnh dau la ving nhd
cudl
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mov  word ptr ds:(1]),08h ; Panh diu ving nhé la
cua DOS

* Thay déi truc tiép tren MCB.

Tién hanh nhiém vy giéng nhu phuong phap trén, chi
khdac & cdch thuc hién la thao tic tryc tiép trén MCB.
Phuong phdp nay cé yu diém 13 khong bi cac chuong
trinh antivirus thuong trd phat hién.

Poan ma sau minh céng nghé nay:

mov ax, ds : DS = PSP
dec ax ;
mov ds, ax ; DS=MCB

mov bx, word ptr ds:[03h] ; BX = viung nhd
duoc quan ly

sub bx, ((virus_size+15)/16)+1 ; -Trir di kich
thudc virus

mov word ptr ds:[03h]}, bx ; Ghi lai vao MCB

mov byte ptr ds:[0], ‘M’ ; Danh d&u la doan
trung gian

sub word ptr ds:[12h],((virus_size+15)/16)+1

mov ax, word ptr ds:[12h] ; Dia chi viing nhé
tiép theo

mov es, ax : ES = MCB méi

mov byte ptres:[0], ‘Z’ : Danh dau la khai
cudi

mov word ptr es:[1], 0008h ; Ddnh dau ving
nhd la cia DOS
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+ Phan phdi vung nhd thap.

Coéng nghé nay ciing tuong tu nhu cong nghé phan
phéi ving nhd cao. tuy nhién diém khdc biét cét 15i 1a
MCB danh cho chuong trinh virus nam & ving nhd thap,
tréen mot MCB trung gian.

Trude hét, can tao mot MCB trung gian dé chita
chuong trinh virus, sau dé tao MCB mdi cho chuong
trinh chii va d&i chuong trinh chi d&n d6. Diém méu chét
cin gidl quyct ta: Khi thi hanh mot cheong trinh, DOS
lwu gilt PSP clia chuong trinh dé moét $6 chirc nang khéc
dua vao PSP ma thi hanh. Néu tao MCB mdi dé chira
chuang trinh chi, PSP s€ khong con dung.

Giai phép la sir dung mét ham dich vu khong duoc
cong bs: ham 050h ngat 021h. Ham nay cho phép thay
dai PSP cia m.Qt chuong trinh. Nhu vay, virus chi can
ticn hanh dat lai PSP méi thong qua ham nay truge khi
trd quyén diéu khién vé cho chuong trinh chd.

+ Phan phot viing nhé UMB.

C6 thé sit dung cac. UMB dé€ lwu gif chuong trinh
virus, cling nhur d3 sir dung cac MCB. Trude hét can tim
mot viing UMB ¢6 thé sir dung, sau dé ticn hanh céc thao
tac tuong tu nhu da ti€n hanh véi MCB. Dinh dang cua
UMB ciing gidng nhr MCB, do dé ta c6 thé sir dung thi
tuc tuong tng nhu cic thu tuc thao tac véi MCB. Dé 1ay
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dia chi doan cua UMB dau tién, sir dung ham 052h ngat
021h nhu vi du sau:

mov
nt
Ids
mov

inc
jz
dec
Xor
mov

ah.52h
2th
di.es:[bx+12h]
ax, word ptr {di+1fh] : Dia chi doan
: cua UMB dau tién
ax
no_umb
ax
di, di
ds, ax

+ Phan phot viing nhd HMA.

HMA (High Memory Area) - viing nhd cao, la vung
nhd 65520 byte bit dau tir dia chi OFFFFh:0010h dén
OFFFFh:0FFFFh. |

Trén cdc bo vi x1r 1y 80286+, ¢4 mdt duong dia chi
goi la dudng A20. duoc sir dung dé anh xa MB thu hai
cta bo nhd. Con ¢é cic duong dia chi thém vao la A21,
A22, nhung véi duong dia chi A20, cic chuong trinh
chay dudi ché dé thuc cd thé sir dung thém 64K bo nhd.
Cong nghé nay cé thé tién hanh theo mét s6 phuong
phap, nhung phuong phip dugc sir dung nhatda dung céac
dich vu ma HIMEM.SYS (DOS 5+) cung cdp. Poan ma

minh hoa:
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mov ax.4a02h ; phan phoi ving nhd HMA qua
DOS

mov  di,-1 :

mov  bx,0200h; S¢ byte yéu cau

int  2fh : ES:DI chi dén ving nhd HMA néu
khong c6 16i

inc di ; di=ffffh néu khong c6 HMA hay
DOS<5.0

jz  failed ; Lot

dec di

mov  si,offset virii

mov  cXx,bx ; Chuan bi copy virus 1én ving nhé
HMA

cld

rep movs byte ptr es:[di],cs:[si1]

(-] '

jmp  short failed

M6t diém guan trong can chi y 1a, khong thé chin
mot s6 ngit nhu 024h trén HMA, mét s6 chifc nang doc
ghi file ca ngét 021h khong str dung duge vai HMA (dia
chi trong DS:SI). Mot giai phap 13 sit dung mot phan bo
nhG co ban dé chira phan phan virus va lam ving dém
tam thoi, phan viing nhg nay thudng sir dung mot phan
bang vector ngit... nhu da phan tich virus Boot.

Cing nhu cdc virus Boot, sau khi phan phoi duoc mot
viung nhd, cdn phai chuyén chuong trinh virus lén ving

75



nhé do, sau dé chan mot s6 ngat phuc vu cho viéc lay
nhiém.

Co6 the sir dung cic cong nghé chan ngat nhu da duoc
trinh bay & phan phan tich coéng nghé thudng trit cua
virus Boot. Virus file ciing c6 thé chan ngat dua vao cac
ham dich vu do DOS cung cap. nhu minh hoa dudi day:

push cs ;

pop ds ; DS=CS

mov ax,3521h . Ham lay
vector ngit

int 21h

mov word ptr [int21_off], bx ; Lwuu vector

mov word pir [int21_seg], es

mov ah, 25h v Ham  dat
veetor ngat

lea dx, offset int2 Thandler ; Offset thu tuc xu 1y
mai

int 21lh

[...]

oldint21 label dword

int21_off dw 0000h

int21_seg dw 0000h

Dé goi ngit ¢, c6 thé sir dung cdc phuong phap:
* Tao lénh ngat gia.

* Pat cd hiéu kiém tra.
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* Thay thém cdc ngat khong duge str dung, chi dén
céc th tue xir 1y cac ngét can chan.

Cong nghé cu thé hoan toan giéng nhu da dp dung vai
virus Boot.

Mot cong nghé thudng trd khic han véi nhimg cong
nghé trén la cong nghé thuong trd sau khi thi hanh
chuong trinh chu. Cong nghé nay cho phép chuong trinh
virus thudng trd & mdt MCB trung gian, giéng nhu cong
nghé thudng trd vung nhd thap.

Diém mau chét clia cong nghé nay la thi hanh chuong
trinh chi (trén dia) mot lan nira, sau khi da phan phéi lai
viing nhd can thiét cho chuong trinh virus. San khi thi
hanh xong, quyén diéu khién lai dugc trao cho virus vi
lic nay, virus mdi tién hanh thuong tri nhu mot chuong
trinh binh thudng bing ciach sir dung ham 031h ngat
021h. D¢ chuong trinh virus khéng bi Idp lai nhiéu lan
virus tién hanh kiém tra su tén tai trén vung nhé trude
khi got thi hanh chuong trinh cha.

5. Cong nghé kiém tra si tén tai.

Ciing nhv virus Boot, virus phdi kiém tra su tén tai
trén bo nhd va trén file. Cac cong nghé da duge virus
Boot sir dung van ducc dung, véi nhimg thay thé phu hop
v6t cdc thao tac trén file va moi truong DOS.

- Kiém tra trén bd nhé (chi dat ra véi nhimg virus
thuong tra).
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Cic virus it khi sir dung phuong phap do tim doan ma
nhu virus Boot ma thudng sir dung phuong phip tao thém
ham/ngat dich vu.

- Kiénr tra trén file.

Virus sir dung nhimg céng nghé sau dé kiém tra:

+ DO tim doan ma nhan dang trén file:

Virus s& ki#m tra doan mi nhan dang tai mot vi tr
xdc dinh trén file hodc trén toan bo file, néu khong thdy
doan ma, coi nhu file dé chua bi 1ay nhiém. Phuong phap
nay duoc sir dung kha phd bién.

+ Kiém tra theo kich thudc:

So sanh kich thudce file véi do léch gira kich thudc
file va diém vao (dot véi file .EXE) hoic offset sau lénh
nhay diu chuong trinh (file .COM). Néu khong bang
nhau, coi nhu file dé chua bi lay nhiém.

+ Kiém tra theo nhin thdi gian cua file: -

Virus kiém (ra nhiin thdi gian véi nhimg gid tri dac
bi¢t (vi du nhu thdng bang 13 hay giay bang 62) dugc dat
cho méi file sau khi lay nhiém. Néu khong diing, coi nhu
file d6 chua bi lay nhiém.

Nhimg phuong phdp khdc duge stir dung hau hét duge
stra d6i, cai tién tir ba phuong phép trén.

6. Cong nghé nguy trang.
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- Nguy trang wén bo nhd (v6i nhimg virus thudng
ra).

Nhitng virus thuong trd vang nhd trén dé bi phdt hién.
do do6 virus da phat tricn cdc cong nghé thuong trd ving
nh@ thap. thuong trd weén UMB hoic HMA dé khac phuc
diém yéu nay.

- Nguy trang trén file.

Khong nhu MB/BR it duge nguoi st dung quan tam.
cac file duge quan sat, kiém tra thudng xuyén, moi thay
doi vé kich thude. npay thing, noi dung dé bi nhan thay.
Vi vay nguy trang la mot cong nghé séng con doi voi
virus file. Mot virus ducc col 1a nguy trang tot néu dam
bao khi kiém tra, khéng phat hién thdy nhimg thay déi
trén file. Cac cong nghé cu thé duge st dung:

+ XU ly viec 1ang kich thude filc:

Chi str dung véi nhimg virus Jam tang kich thudce file
khi lay nhiém. Kich thude file ma cac chuong trinh cé
duge, dya wén cdc thong tin thu duge khi st dung cac
ham dich vu nhu:

* Cac ham dich vu tim ki€ém - ham 011h/012h (cac
ham FCB) via ham 04Eh, 04Fh (cdc ham Handle) ngz'il
021h.

* Cac ham dat con tr0 file 042h/043h ngat 02 1h.
Kich thudc file thudng 1a mot gid tri Longlnt (4 byte),

cong nghé chinh 1a chan ngat 021h cta DOS va giam gid
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tri nay mot khoang bing kich thudc virus khi thi hanh véi
mot file da bi lay nhiém.

+ Xir Iy viéc thay doi ngay thang/thuéc tinh.

Cong nghé nay chi don gian 1a bao luu nhan thoi gian
va thudc tinh cia file khi lay nhiém nhur di phén tich ¢
phan trén.

+ Xir 1y viéc thay déi néi dung file.

Virus c6 thé sir dung mot phuong phip, c6 tén
DisInfect On the Fly: moi khi ¢d yéu cdu md mot file da
bi lay nhiém dé doc, virus sé& t loai bo khoi file. Khi
déng file hay thi hanh file, virus sé tién hanh lay nhiém
lai 14n nifa. '

7. Cong nghé Anti-Buit.

L3a cong nghé twong d6i don gian va it duoc dung, chu
yéu dua trén tinh chat cia céc file dang Bait. Virus chon
loc file chu dua trén mot sé tiéu chi sau:

- Trong tén khéng ¢6 céc chir s6 (thuong ding dé
dénh s0 cdc file Bait).

- C6 kich thudc tuong d6i 16n.

- C6 ma lénh khong qud dac biét, chang han ¢6 cic
lenh NOP & ddu chuong trinh.

Nhimg file khong thoa man tiéu chi d6 khong bi lay
nhiém, do d6 tranh duoc nhiing file by ctia chuong trinh
antivirus.
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Virus ¢6 thé sir dung mét phuong phap, c6 tén
Dislnfect On the Fly: méi khi ¢6 yéu cau ma mot file da
bi lay nhiém dé doc, virus sé tu loai bd khot file. Khi
dong file hay thi hanh file, virus s€ tién hanh lay nhiém
lai lAn nira.

7. Coéng nghé Anti-Bait.

La cong nghé tuong d6i don gian va it duge dung, cha
yéu dua trén tinh chat clia cac file dang Bait. Virus chon
loc file cha dua trén mot s6 tiéu chi sau:

- Trong tn khong c6 céc chir s6 (thudng dung dé
danh s¢ céc file Bait).

- Co kich thudc tuong dos 16n.

- Cé ma lénh khéng qua dac biét, ching han c6 céc
1énh NOP & diu chuong trinh.

Nhimg file khong thoa man tiéu chi d6 khong bi lay
nhiém, do dé trinh dugc nhimg file biy caa chuong trinh
antivirus.

8. Cac cong nghé tao vé boc, md hod, da hinh, bién hinh,
chéng mé phong, cong nghé dwong ham, coéng nghé anti-
tunnel va ¢ong nghé 161 wu.

Sir dung cac phuong phédp tuong tu nhur virus Boot da
phan tich & phan trén.

3.3 Cac virus file trén mor trrong Windows.
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Phan nay s&€ phan tich cong nghé cla cic virus file
hoat dong trén moi trudng WIN32. bao gom Windows95,
Windows98. WindowsNT, Windows 3.x + Win32.

3.3.7. Dot heong lay nhiém va méi trieomg hoat déng.

Moi truong thay doi hau hét so vdi moi trudng DOS,
nhit [a d mot s6 thay thé co ban: cac API thay thé cho
cac ngit, xudt phét tir su thay thé cic thanh ghi 16 bit va
offset thanh 32 bit.

- Nhitng thay déi giita cong nghé lap trinh 16 bit va
32 bit:

Lam viéc voi cic tr kép (DWord) thay vi céc tir
(Word), ciing ¢6 thém hai thanh ghi doan FS va GS, b6
sung cho 4 thanh ghi doan CS, DS, ES, SS. Ching ta ciing
c6 thé sir dung cdc thanh ghi 32 bit méi: EAX, EBX,
ECX, EDX, ESI, EDI, EBP va ESP.

- Cac vong (Rings):

La mdt co ché bao vé Windows stf dung, & diy chi
néu nhimg diém chinh yéu. Bo vi xir Iy c6 4 muc dic
quyén Ring 0, Ring I, Ring 2 va Ring 3. Cic virus
thudng chi quan tam dén mitc 3 va mic 0.

+ Ring 3 con goi 12 mic ngusi sir dung, trong d6 ¢é
rat nhiéu han ché dgi vdi cac chuong trinh.

+ Ring 0 hoan toan khic véi Ring 3, trong 4o
Windows luu gilt phdn ma 1énh hat nhan cha n6. Nhimg
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chuong trinh tién hanh & muc nay khong bi han ché nhu
g mitc ngudi su dung.

Mot 6 thong tin cong nghé co ban:

+ Selector: La mot doan rat Ion, va 1a dang cla bod
nhd dudi Win32, con duge goi 1a viing nhd phing (Flat
Memory). Chuong trinh cé thé truy nhap truc tiép i 4
GB bo nhd, bing cach si dung dia chi offset 32 bit. So
dd don gidn cha o chirc bo nhdé:

+ Ciu triic cdc file thi hanh trén Windows:

Windows cé cdc dang file thi hanh riéng, c6 thé chi
ra mot s6 dang sau: NE (NewExeccutable). LE (Linear
Exccutable), PE (Portable Executable), VxD (Virtual
Driver). Chi tiét vé cdu tric cioa timg loai file, xem tai
liéu tham khao.

3.3.2 Phan tich cdac céng nghé cua virus file trén
Windows.

1. Céng nghé liv nhiém.

Str dung cdc cong nghé nhu virus file trén mai trudng
DOS da duoe phan tich O trén.

Co mot s6 cong nghé dic biét, d6i phd véi nhimg co
ché bio vé chia hé¢ diéu hanh méi. Vi du co ché bdo vé
clia Windows 2000:

Windows 2000 str dung mét co ché bao vé, ngin chan
su thay thé hay sira ddi cac file dugc bao vé goi la
SystemFileProtect (SFP). Néu mot virus file lay nhiém
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trén mot mady tinh st dung Windows 2000, mot hop thoai
s€ xuit hién va thong bio:

“A  file replacement was attempted on the
protected system file <file name>. To maintamn
systern  stability, the file has been restored -to the
correct Microsoft version. If problems occur with your
application. please contact the application vendor for
support.” .

Windows 2000 lwu gilt mét danh sach cac file he
thong duge bao vé va sé huy bo bat cif sy thay thay the
hay stra déi trong khi thong bdo trén duge hién thi.

Hé thang bao vé nay c6é thé bi loai bo, bang céach thay
thé mot khod trong registry ciia mdy tinh, luu gif cau
hinh coa hé thdng bao vé:

HKEY_LOCAL_MACHINE

\SOFTWAREMicrosoft\Windows
NT\CurrentVersion\Winlogon

StcBugcheck

SfcDisable

SfcQuota

SfcScan

Virus ¢6 thé stra gia tri khod SfcDisable thanh TRUE
(01), va & lan khoi déng sau, hé thdng bao. vé s€ bi vo
hiéu hod. Tuy nhién, hé diéu hanh lai thong bio vdi
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ngudi dung vé viéc SFP bi vo hiéu hod, va trong phién
fam viéc sau do, hé thong s& cho phép SFP hoat dong tro
lai. C6 thé sir dung mot gia tri khac (04) thay cho 01, khi
d6. Windows 2000 sé khong théng bdo vé su thay doi
ch¢ d¢ bao vé nhung van cho phép SFP hoat dong trd lai
trong phién lam viéc sau.

Mot giadi phdp tam thai c6 thé sir dung 13 khong lay
nhiém cac file duoc Windows 2000 bao vé. Sir dung ham
APl SfclsFileProtected, ta ¢6 thé xdc dinh mot file ¢é
dugc hé diéu hanh bao vé hay khong:

if ( SfclsFileProtected( NULL., szFileName) == 0)

1
printt’ ( "File khong duge bao vé\n") ;
}

clse

{

printf ( " File dugc bao vé\n") ;

)
2. Céng nghd kiém tra sit 16n tui.

- Kiém tra trén bd nhd (do1 véi nhilng virus thudng
tra):

Van sur dung cdc phuong phép nhu virus file tren moi
reong DOS, ngoai ra ¢ mot s6 virus sir dung cdc cong



ngh¢ dac biét khong thong dung. Vi du nhu CIH sir dung
thanh ghi g& réi Cr3 dé kiém tra su ton tai trén bd nhd.

Nhimg céng nghé dung lai ciing durge thiét ké dé 1am
viée v6i mo hinh té chifc boé nhd mdi.

- Kiém tra teén file:

Vin sit dung céc phiong phdp nhu virus file trén moi
truong DOS.

3. Cong nghé su dung Structured Exceprion Hundling
(SEH ).

Win32 chay trong ché dé bao vé (PM), trong d6 cic
trang boé nhd cd thudc tinh riéng, vi du nhu thude tinh
cho phép doc, cho phép ghi... vi méi khi mdt chuong
teinh thuc hién mét tdc vu vuot qua thudc tinh cua trang,
mot 16i Exception sé€ xudt hién va khung SEH cia hé
dicu hanh s& duoc sir dung. Thu tuc ndy s€ thong béo 16i
dd xay ra va cung cap moét s6 thong tin phuc vu cho viée
g3 61 chuong trinh nhu dia chi II? cia lénh gay ra 16i.

Con tr6 t6i SHE duoc luu tai dia chi FS:0000 méi khi
mot chuong trinh bat diu, va cdc chuong trinh cé thé
hudng con tro SEH chi dén tha tuc xUr 1y 16i riéng, vi du:

gay 161)

jmp restoreSEH

ExceptionHandler: ; Xt ly 161
mov csp, [esp+8] . Khoi phuc ESP
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restoreSEH:
pop fs:[0]

add esp. 4 LEA
PUSH

PUSH

MOV

. Khoi phuc SEH ci

EAX, MyHandler

EAX
FS:{0000]
FS:[0000], [ESP}

Ldc nay trong ngan xé&p:
ESP - 0004: Offset MyHandler
ESP - 0000: Offset OldHandler
Mot vi du sir dung SEH:

pushad ; Luu tar e cic thanh ghi

lea cax, ExceptionHandlcr : LAy dia chi thi 1wc
noi tai

push eax - Dat tho tuc SEH cta chuong trinh

push fs:[0] ; Liru dia chi tha tuc ci

mov fs:[0), esp
chuong trinh

(Cic 1énh c6 thé

popad

: Cho phép sir dung thit tuc cua

4. Cong nghé dinh vi.
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Vin str dung cac phuo ng phap nhu virus file trén moi
truong DOS, chuyén tir viéc sir dung céc thanh ghi va ché
do dia chi 16 bit sang 32 bit.

5. Céng nghé thuong vru.

Nhu di phan tich & trén, mot virus cé thé thi hanh &
muc ngudi str dung (Ring 3) hay muc hé thong (Ring 0),
cdc cong nghé thudng trid ciing chia thanh hai phén:
thudng trii 0 muc ngudi sir dung va thudng tni ¢ mic hé
thong.

- Thudng tri & mitc ngudi sir dung:

Ring 3 bi han ché va ngan cam ti€n hanh nhiéu tic
vy, tuy nhién thiét k& virus trén Ring 3 s& c6 kha nang
tuong thich véi nhiéu mai trudng Win32 nhu Windows
95/98, Windows NT.

Trudc hét dé c6 thé sir dung cidc API co s& ma hé diéu
hanh cung cédp, virus phai tim dugc dia chi co sd cta thu
vién KERNEL32.

+Cong nghé tim dia chi co s& cia KERNEL32.

Khi thi hanh mét ing dung, ma lénh chia chuong trinh
phai duge goi tir mot phan nao dé trong mia lénh cla
KERNEL32. Do d6, khi ténh CALL duoc goi, dia chi trd
vé (offsct cua lénh tiép theo), s& duoc ddy vao ngan xép,
dé 1dy dugc dia chi niy cé thé sir dung cong nghé don
gian nhu trong chuong trinh sau:

.586p
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.model flat

.data

db ?

.code

start:

mov  eax,lesp]; EAX chia diachi tr&d vé
(BFF8XXXXh vdi Win9x)

; - dia chi mot diém nao dé trong mi lénh chia
; API CreateProcess

ret : Tra vé

end start

Bay gid, tir dia chi thu dugc trong EAX, cé thé tién
hanh tim kiém PE.Header & dau cic trang, va khi tim
dugc PE Header cia KERNEL32, chiing ta biét dugc dia
chi cd s8 cia nd. Xem vi du dudi day:

586p

.model flat

extrn ExitProcess:PROC

.data
limit equ

db O
.code
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test:

call delta
delta:
pop ebp
sub cbp,offset delta
mov est,[esp]
and ¢s1,0FFFFO000h
call GetK32

push 0000000Ch

call ExitProcess
GetK32:

I:

cmp  byte ptr [ebp+K32_Limit],00h

jz WeFailed
cmp  word ptr [esi],"ZM" ; ExeHeader?
jz CheckPE

2:

sub  es1,10000h
dec  byte ptr [ebp+K32_Limit]
jmp __1
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CheckPL:

mov edi,[es1+3Ch]

add edi,esi

cmp dword ptr [edi],"EP": PE Header?

iz WeGotK32

jmp 2
WeFailed:

mov ¢s1,0BFF70000h
WeGotK32:

xchg eax,esi

ret
K32_Limit dw {tmit
end © test

Mot diém can chi y khi sir dung cong nghé nay: nén
str dung SEH d€ tranh 16i Page Faults c6 thé xay ra khi
truy nhap ving nhé hé théng.

+ Tim dia chi cia cdc API can thiét:

Néu sir dung nhimg dia chi API dinh trudc, c6 thé sé
gdy 181 d6i vai nhitng phién ban hé diéu hanh khic nhau,
khi dia chi niy thay déi. Giai phdp Jla sir dung mot ham
c6 tén GetProcAddress, ham nay tra lai dia chi offset clia
cédc ham API duge yéu cau.
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Ham GetProcAddress cling 1a mot API, vi vay frudc
hét phai fim duoc dia chi ciia API nay. C6 thé sir dung
cac phuong phap sau:

* Tim ham API GetProcAddress trong bang Exports.

* Khi lay nhiém mot file, tim ham API
GetProcAddress trong cac ham dugce nhap.

Phan nay chi phan tich phuong phap thir nhat:

Trude hét, tai offset 78 trong PE Header, 12 RVA cua
bang Exports. Can phai tim dia chi xuit cua KERNEL.
V3 Windows 95/98, dé la offset OBFF70000h, trong
Windows NT la 077F00000h va trong Windows 2000 la
077E00000h. Kiém tra cic tir tai cdc dia chi nay, so sanh
vél “MZ” hay “ZM”, boi vi KERNEL 1a moét thu vién
(.DLL) do dé né ciing c¢6 phan DOS Stub nham tuong
thich véi DOS. Néu dung, tiép tuc so sdnh tai offset 03Ch
vai “PENOND” dé kiém tra nhan dang file PE.

Néu cdc phép kiém tra déu ding, ta da cé dia chi co
s0 cha KERNEL. Nhu vay lay RVA cia bang Export
nam & offset 078h, cong véi dia chi co so cia KERNEL,
ta ¢6 dugc dia chi offset clia bang Export. Cau tric cua
bang Export nhu sau:

Export Flags 1 DWORD
Time/Date stamp ] WORD

92



Export Flags 1 DWORD
Time/Date stamp 1 WORD
Major Version 1 WORD
Minor Version 1 DWORD
I\iame RVA 1 DWORD N
Num of  Exported 1 DWORD
Functions
Num of Exported Name 1 DWORD
Export Adress Table 1 DWORD
RVA
Export Name Pointers 1 DWORD
Table RVA
Export O”r;i-i;als RVA I DWORD
Téng cong 024h byte

S4u trudng cudi ciing chita nhimg théng tin can thiét,
chd y 1a Adress Table RVA, Name Pointers Table RVA,
Export Ordinals RVA lién hé tuong d6i vdi dia chi co so

cua KERNEL.

Tiép tuc tim ki€ém qua dia chi Name Pointers Table
RVA, so0 siaph cdc chuéi ky tr véi tén APl ma ta cén, cu

thé 1a GetProcAddress. Sau mot s6 n an kiém tra, ta tim
duge chudi ky ty chidatén API, bay gid, 1dy n nhan véi 2
va cong vdi dia chi bat ddu cia bang Ordinals (do bang

93



nay {2 mdt mang cdc tr - WORD) va ta lay duge s6 tha
ty cua APIL. Cudi ciing ta ¢ duoc dia chi cia API tir bang
Address: nhan sg tha tu API véi 4 (bang dia chi 1a mot
mang cac tir kép - DWORD) va cong véi dia chi bat dau
cha Adress Table. Bay gid ta di c6 duge dia chi RVA
cta API can tim, cong thém vd&i dia chi co sO cia
KERNEL32 ta s& duoc dia chi ctia APIL

Vé&i cong nghé trén, virus 6 thé 1ay duce dia chi cla
cdc ham API cdn thiét, cdc API thuong str dung la:

Tén API Churc niang
o CrcateFileA MG file dé doc/ghi.

CreateFileMappi Tao viung 4dnh xa cha mot

ngA file da mo
MapViewOfFile anh xa mot file
CloseHandle bong mét file
UnMapViewOfFi Thoi 4nh xa mot file

le

- Thudng tri & muc hé théng:

Cé thé dua ra cac budc dé tién hanh thudng i &
Ring O nhu sau:

a. Kiém tra hé diéu hanh: Néu 12 Windows NT, dimg
lai va tra quyén diéu khién cho chuong trinh chi.
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b. Chuyén (6i Ring O (phan tich duéi day).
c. Thi hanh ngit, chita doan ma virus.
ca. Phan phéi viing nhé dé thudng tni. (phan phéi
cac trang trén Heap).
cb. Chuyén chuong trinh virus lén viing nhd méi.
cc. Chan FileSystem va luu thu tuc xir ly cd.

cca. Péu thi tuc xir 1y, I tat cd cdc thanh ghi va
di¢u chinh ESP.

ccb. Luu cic tham so.

ccc. Kiém tra xem c6 phai yéu cdu md file? Néu
khéng, chuyén dén ccc.

ccd. Néu ding, chuyén tén file sang dang
ASCIIZ.

cce. Kiém tra file cAn m& cé phai file .EXE
khong?

ccf. M file, kiém tra va tién hanh lay nhiém.
ccg. Goi thu tuc xtr 1y ci.
cch. Dé t4t ca cac tham s6 tra vé trong ESP.
cci. Tra vé
cd. Tra vé

d. Dat lai vector ngat cii.

e. Tra quyén diéu khién cho chuong trinh cht.

Sau day 14 phan tich cu thé cic budc:

95



+ Kiém tra hé diéu hanh:

Cong nghé thuong trd trén Ring O khong thé thuc
hién trén Windows NT, vi vy, phai tién hanh kiém tra hé
diév hanh dang chay va tra quyén diéu khién vé cho
chuong trinh chi néu hé diéu hanh khong phai Windows
9x, c6 hai phuong phip thudng duge ding:

* Cong nghé sir dung SEH:

* Cong nghé kiém tra gid tri cha thanh ghi doan lénh
CS:

Trén Windows NT, thanh ghi CS luén luén nhé hon
0100h, va trong Windows 95/98 luén luén 16n hon. Nhu
vay viéc kiém tra tuong d&i dé dang. Vi du:

mov ecx, cs
Xor cl, cl
jecxz returntohost
+ Chuyén tdi Ring 0:
Cong nghé nay duge mo ta & phan sau.
+ Tiép theo, hi¢n gid chuong trinh dang & Ring 0.

Tai Ring 0. céc dich vu VxD duoc sir dung, thay thé
cho céc API, chi tiét vé cdc ham VxD va sir dung chiing,
xem tai liéu tham khao.

+ Phan phéi bo nhé dé thuong tri:
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Sir dung dich vu IFSMgr_GetHeap dé¢ phan phai mot
vung nhd (cing c6 thé sir dung céc dich vu khic, nhung
dich vu nay thudong duge dung do don gian). Ct phidp
trong C:

PVOID [FSMgr_GetHeap(DWORD HeapSize):

Neéu sir dung Assembly:

VxDCall IFSMgr_GetHeap

Pau vao: TOS - Kich thudc can thiét.

bauvra:  EAX - Dia chi cia vung nhd (EAX=0 néu
161).

Vi du:

PUSHAD

PUSH VirusSize + 1024 1 Kich thudc virus
+ ving dém

VxDCall IFSMar_GetHeap

POP ECX

Can phai sit dung fenh POP ECX v cde dich vy
VxD khong diéu chinh ngan xep. Tiep tuc kiém tra:

OR ECX. ECX
JZ BackToRing3: LoL, trd vé Ring 3

Sau khi di phan phoi vi chuyén chuong trinh virus

len viung nhd, can chan chuoi tha we xu 1y FileSystem.

+ Chan FileSystem:

97



Chan cac dich va var he thong file, sa dung dich vu
TSN e _InstallFile Sy siemHook. Cd phap trong C:

pplESilel lookFune
TESNIcr InstaliTFile System A piliook(

plESticllookbune HookProc):

New s dung Assermbly:

Pav vier TOS - Dis chi coa thu tue xI YV madi.

i EAX - Chil 31 mot bién chira dia chi cuia
thu e xar ly ci.

Vi du

lea eexJedi+New Handler] : (Dia chi co sd +
Handler _Offs)

push ecx

@@2:

VxDCall 1I'SMgr_InstallFileSystemApiHook : Goi
dich vu

pop  ccx : Diéu chinh ngan xép

mov dword ptr {cdi+Old_Handlcr], cax

BackToRing3:

popad

iretd ; Tré vé Ring-3.

++ Tha tuc xur ly:

98



Puoc thi¢t ké€ nhu mot thu tue xur 1y FileSystem thong
thuong, khat bao ham trong C:

FileSystemApiHookFunction(
plI-SFunc FSDFnAddr.

int FunctionNum.

int Drive,

int ResourceFlags.

int CodePage.

ploreq pir

):

Chi tiét vé thiél k& tha tuc x ly. xem tai liéu tham
khao.

6. Cong nghé chuyén dén Ring 0.

Mot chuong trinh tng dung ¢6 thé sir dung cdc cong
ngh¢ sau dé chuyén (r Ring 3 dén Ring 0:

- Chuyén dén Ring 0 bang nhimg phuong phéap khong
hop 1é:

+ Thay ddéi bang mo6 ta ngat (IDT - Interrupt
Decniptor Table):

IDT khéng luvu émot vi tri xac dinh, vi vay phdi su
dung cdc 1énh SIDT/LIDT dé lay/dar IDT. Lénh SIDT
dest s& dit vao dest mot FWORD (WORD:DWORD)
offset chi'dén IDT. Khi biét dja chi IDT, c6 thé thay doi
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cac vector ngit, va dat ching huéng dén ma [énh coa
virus. Sau do, 1ién hanh goi ngat da bi chin. Doan ma sau
minh hoa cong nghé nay:

.586p
.model flat
extrn ExitProcess:PROC
extrn MessageBox A:PROC
Interrupt EQU Olh
.data
szTitle  db  "Ring-0 example”,0
szMessage db  "Hi! I’'m from Ring 0!",0
.code
start:
push edx
sidt  fesp-2] ; Cit dia chi IDT vao ngin xép
pop edx
add  edx.(Interrupt*8)+4 : Dia chi vector ngiit
mov  ehx,[edx]
mov  bx.word ptr [edx-4]
Jjea  ediInterruptHandler
mov  {edx-4].di
ror edi,16 ; Chuyén MSW tdi LSW
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mov  [edx+2].di

push ds : Luu DS, ES

push es

int  Interrupt : Chuyén dén Ring-0
pop es

pop ds

mov  [edx-4],bx ; Tra lai vector ngat ci
ror cbx,16
mov  [edx+2].bx
back2host:
push 00000000h ; Kiéu MessageBox
push offset szTitle ; Tiéu dé MessageBox
push offset szMessage  ; Thong diép
push  00000000h ; NULL
call  MessageBoxA ; Goi ham API
push  00000000h
call  ExitProcess
rel
InterruptHandler:
pushad
; Ma lénh virus
popad
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iretd

end start

+ Thay déi bang mo 14 cuc bd hoac bang mo ta toan
cuc (LDT - Local Descriptor Table hoic GDT - Global
Descriptor Table). Cong nghé twong tu nhu phuong phép
st dung IDT. dudt day [a mot vi du su dung LDT:

.386P

LOCALS

JUMPS

.MODEL FLAT, STDCALL

EXTRN ExitProcess : PROC

.data
GDTR daro ; Luu noéi dung thanh ghi
IDTR

CallPtr dd  00h : SU dung descriptor dau
tién(8) va
dw  OFh :dinh vi cha né tai LDT va mic dac
quyén
: 14 3. selector s& bang 000Fh.
: Bai vi hai bit low-order cuia
2 selector 1a mice dac quyén, va bit thit 3
: cfuqc dat néu selector nam d LDT.
OurGate dw 0 : Offset low-order word
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.code

Start:
nmov
Mov
shr
MoV
Xor
sadt

mon
Address

sldt

add
descriptor

mov
mov
shi

mos

add

028h
OLCO0h

o Seginent selector

0 2 Oftset high-order word

cax. offset RingOProc
[OurGate). ax - Dat offset word
cux. 16 Savdo deseripror
{OurGate+6]. un

cax. cax

fword ptr GDTR

chx. dword ptr [GIR2IR+2] 2 nap GD'T Base

ax

cbx. cax Dia chi ¢na 1.DT
: trong chx

al, febx+4]
ah, [ebx+7]

s Nap dia ¢chi co so
e LT vao
cax, 16 T CaX
ax. [ebx+2]

cax, 8 - Bo qua NULL Descriptor
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mov  edl. eax

mov  esi. offset OurGate

movsd : Chuyén céng goi
movsd :vao LDT

call  fword ptr (Callltr] ; Goi thu tuc tai Ring 0
XOr  eax. ¢ax : Xod LDT

sub  edi. 8

stosd

stosd

call  ExitProcess. LARGE -1

RingOProc PROC

mov  eax. CRO
retf

RingOProc ENDP

cnd Start

Chui y la cdc cong nghé nay khong thi hanh duoc trén
mon trudong Windows NT.

- Tao mot trinh diéu khién thiét bi VxD, ¢6 thé duoc
nap linh déng hoac duge nap moi khi Windows khai
dong. e VxD nay dude xay dumg binh thudng clng
nhu céc VD ma chuong trninh ung dung thiét ké. Chi nét
cong ngh¢ xem tat licu tham khao.
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- Néu khong muon sir dung mét VxD riéng, ¢ the sir
dung cdc VxD khac da duoc nap, qua ham APl VxDCall.
API nay cho phép khai thic rat nhiéu VxD cia hé thong
da duogc nap.

7. Cong nghé tim kiém file déi neomg.

Tuong tu nhu virus file trén moi truong DOS. ¢6 hat
cong ngheé tim kiém file doi tugng.

- Dai véi cac virus thudng tru:

Cong ngheé chiém ngat dudi DOS duge thay thé béi
mat loat cac cong nghé dé tién hanh kiém sodt cic tac vu
trén file. M6i khi phat hién cac tac vu nay. virus sé tién
hanh kiém tra dé lay nhiém. Céng nghé chi tiét, xem
phan phan tich cong nghé thudng trd virus file wén
Windows.

- Déi voi cac virus khong thudng tri:

Tién hanh cdc thao tic tim kiém trén thu muc dua
trén cac ham API (Ring 3) hay trén cac dich vu dugce cic
VxD cia hé théng cung cdp (Ring 0).

8. Cong nghé tuo do giap.

- Chéng dich ngitoc:

Ciing sir dung cac phuong phiap nhu da phan tich
virus file trén DOS, nhitmg thay déi phuc vu cho phl hop
vai dic diém clia moi trudng Windows: sir dung cic
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thanh ghi 32 bit vit thav 1hé cdc ngdt bing cdc API va
dich vu VxD.

- Chong @d roi:

Dudi day la mot <6 cong nghé nham bao vé chuong
trmh virus chong lai cic chuong trinh gd réi (bao gom ca
miuc chuong trinh tng dung va midc hé thong).

+ Phdc hién cdc chuong trinh gd roi bang ciach su
dung ham APl IsDcebuggerPresent (khong <6 trong
Windows 93).

[Tam API nay chi phat hién cdc chuong trinh go roi &
mifc chuong trinh tng dung vi du nhu TD32.

Cu phip: BOOI.IsDebuggerPresent(VOID)

Gia tri tra vé:

Néu tién trinh hién tai dang chay trong pham vi mét
chuong trinh gd roi. gid tri tra vé s€ khic 0, nguogc lai gia
tri nay sé bang 0.

+ Mot cong nah¢ khdc fa sir dung gid tri tai dia chi
FS:{020h| (pham vi g& ré6i - DebugContext) khi chuong
trinh duoc thi hanh d¢ kiém tra, néu gia tri ndy khic 0,
chuong trinh dang by a& ré1. Vi du:

MOV ECX. FS:[020h]

JECXYZ, NOT_BEING_DEBUGGER

[....] <- - Tién hanh cong nghé khi bi g8
o1 - ->
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+ Dimg céc chuong trinh g& r8i mdc ng dung bing
cach sir dung SEH.

+ Phat hi¢n SOFTICE (chuong trinh 98 160).

SOFTICE thudng duoc dung dé g& réi cac chuong
trinh trén Windows, cling nhu cac chuong trinh virus.

* Cong nghé th nhat: Sir dung khi virus dang & Ring

Cong nghé nay sur dung dich vu Get_DDB cia Virtual
Machine Manager, chi tiét vé dich vu:

MOV EAX, Device_ID
MOV EDI, Device_Name
INT 20h

DD 00010146h

MOV [DDB]. EAX

Device_ID cua SoftICE VxD da duge ding ky co
dinh v&i Microsoft va bang 00000202h, vi vay c6 thé viét
doan ma phat hién nhu sau:

MOV EAX. 00000202h
VxD_CALL VMM_Get_DDB
XCHG EAX, ECX

JECXZ NotSoftICE

IMP DetectedSoftICE

* Cong nghé thu hat:
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Sur dung ham dich vu 01684h, ngat 02Fh. nhua mo ta
dudi day:

Input: AX=01684h
BX=DevicelD
ES:DI = 0000:0000

Output:  ES:DI chi dén diém vao API ciia VxD,
hodc 0:0 néu VxD khong hd trg mot API nao.

* Cong nghé th ba:

Sur dung API CreateFile v6i:
Windows 9x: “\.SICE”
Windows NT: “\NTICE”

Neu API khong tra vé 161 -1
(INVALID_HANDLE_VALUE), thi SoftICE dang hoat
dong.

9. Cong nghé nguy trany.

Str dung cic cong nghé twong tu virus file trén DOS
vé ¥ tuong, nhung ¢ thay déi vé chi tiét cong nghé phir
hop v6i moi trudng Windows. Xem phan phan tich cong
nghé thudng tri dé c6 thém thong tin chi tiét.

10. Cong nghé chéng mo phong.

Cai 1ién cédc cong nghe da duge sir dung trong virus
file trén DOS cho phit hop véi moi truong mdéi. Ngoai ra
con st dung mot s6 cong nghé méi:
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- Str dung SEH dé gay 16i cho qua trinh m6 phong.

- Sir dung Thread dé che dau virus khong bt chuong
trinh mé phong theo doi.

11. Cong nghé dudng ham.

Cong nghé nay bao gém viéc tim dugc dia chi cua
API chuan (Ring 3) hay dia chi cba dich vu VxD chuan
(Ring 0). Cong nghé nay chu yéu dua trén thao tic tim
kiém trén chudi cac thu tuc xir 1y dich vu.

Dich vu [FSMgr_InstallFileSystemHook con tra vé
nhitng tham s& khong duge Microsoft cong bo. Sau khi
hoan thianh ham thong tin tra vé nhu sau:

EAX + 00h: Dia chi cta thd tuc xir 1y ruéce do.
EAX + 04h: Dia chi cua mot cau triic HooklInfo.

C4u triic HooklInfo dugc t6 chifc nhu sau:

00h: Pia chi clia thi tuc x@ 1y (cha cdu tric
nay).

O4h: Dia chi cta thl tuc xur [y (tr tha tuc trude).

08h: Pia chi ciia HookInfo (uir thi tuc trudc).

V6i nhitng thong tin nay, virus c¢6 thé 1dn nguge theo
chubi cdc thi tuc xir ly dé tim ra tha tuc dau tién. Dudi
day la doan ma minh hoa:

: EDI chi t6i dia chi virus trong Heap
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lea cex,[edi+New_Handler]) ; Install FileSystem

Hook
push

@@2:

VxDCall 1FSMgr_InstallFile SystemA piHook

pop
xchg
push
lodsd
esi,4
tunncl:
lodsd
xchg
add

Js tunnel

mov

pop
dau tién

[.-]
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ecx
est.eax
esl

Tuong duong add

eax,esi

es1,08h

; Néu ESI < 7FFFFFFF. da thay

; tho tic dau tién

dword ptr [edi+ptr_top_chain],eax

; Ghi lai dia chi HookInfo

eax : EAX = Pia chi thh tuc xir ly



12. Cic cong nghé mi hod, da hinh. bién hinh. anti-
heuristic. cong nghé anti-tunncl. cong nghé anti-buit.
cong nghé 61 uu duge st dung tuong ty nhu déi vén virus
file rrén DOS. v6i nhitng thay doi vé chi tiét cong nghe
cho phu hgp vét ma 1énh 32 bit.

3.4. Virus macro.

340 Dot migng lay nhiém va moi truong hoat dony.

Macro 1a mét chuong trinh duogce viét vér cac ngon
ngl nhu WordRasic, VBA (Visual Basic for Application)
dé tién hanh tr dong mot s6 thao tdc bén trong cic tng
dung Office nhu Word. Excel, PowerPoint. Project. Hicn
nay Micrisoft sir dung théng nhat VBA nhu mét ngon
nglr macro, cho tat ca cic tmg dung Oflice. Vi vay trong
doé dn nay 1ap trung phan tich céc cong nghe cua virus
macro dugce viél trén VBA.

Cic macro VBA duoc got la cic chuong trinh con
(procedurce), co hat loal chuong trinh con:

- Ham (Function procedure).

Ham tra [ai mot gid tri, ¢6 thé sir dung nhu mot tham
$s6 cho moét chuong trinh con khac. Cau trdc cta mot
ham:

Function FunctionName(Arguments)

Céc cau lénh VBA ‘ Chi thich

End Function
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Vi du:

Function MulAB(A As Long . B As Long) As Long
MulAB = A*B

End Function

- Thu tuc (Sub procedure).

o

Mot thi tue ¢6 the duge goi truc tiép hoic duge goi t
mét chuong trinh con khac. Ciu tric ciia mot tha tuc:

Sub MacroName()

Cic cau lénh VBA Chu thich

End Sub

Vi du:

Sub Hello()

MsgBox “Hello World!™
EndSub
VBA c6 thé [am viéc véi cac déi tugng, ¢6 thé tham

chiéu dén cic document, workbook, worksheel... hay doi
tugng Application...

Cic lénh thao tic véi méi trudng tng dung cé the
duoc thay bang cic macro cung tén, kht ngudi sir dung
thi hanh {¢nh. macro s& duoc thi hanh. Ciing c¢é mat so
macro dugc tu dong thi hinh mai khi xay ra mot su kién.
bao gom:
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AutoExec: duge tht hanh moi khi chuong trinh dng
dung duoc khai dong.

AutoNew: duoc thi hanh moi khi tao mot tat lieu (van
ban mai).

AutoOpen: duoc thi hanh méi khi md mot tai héu da
co.

AutoClose: duge thi hinh moi khidong mot tai liéu
dang ma.

AutoExit: duge thi hinh mai khi thoit khoi ting dung.

Nhu viy, néu thiét k& nhimg macro ¢é kha nang tu
sao chép chung sang cic tai liéu khdc, thi nhimg macro
nay ¢6 thé tién hanh Jay nhiém 1én céc file tai liéu (van
ban).

Cic macro duge luu urt trong file van ban va duge
tham chiéu qua d6i tugng Document. Moé1 d6i tugng
Document ¢6 mot dai tuong VBProject, trong déi tuong
nay cd mot dot tuong chita (Container Object) 1a
VBComponents, chita cic doi tugng VBComponent, uu
gtir cic thanh phan VBA cua vin ban.

3.4.2 Phan tich ¢éng nghé virus macro.
1. Coéng nghé lday nhiém.

Rat da dang vi phong phi. chu yéu dua trén céc tinh
nang sao chép cdc macro W van ban nay sang van ban
khdc ma tng dung hé trg.
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- Su dung tinh nang Import/Export:

Ber twong VBComponeats ¢ mét phuong thire la
Import. ¢ho phép nhiap thém cédc thinh phan VBA
CPanmnin\ Todole /Class) tir mot file. Mai thanh phan VBA
VRBComponent cting ¢o mot phuong thie Ja Export cho
Shdp wuat i 10 ra thanh mot file (FRM. BAS.
CLLANG.

Mot khi muon sao chdp cde chuong trinh virns sang
inot van ban mdi. trude het st dung 1énh Export dé auit
chuone uinh ra moét file, sau d6 st dung 1énh Import de
thap chuong trinh virus vio van ban mai.

- St dung doi wgng CodeModule.

Mar do1 wiong VBComponent ¢ mot dé tuong con
- CodeModule, cho phép thao tde wrén cdc module
cliome tinh ¢6 trong van ban. Virus ¢6 thé sir dung ciic
thuoe unh. phuong thite dé thao tic trge iép trén céc
module nay.

- Su dung phuong thie OrganizerCopy cua do1 tuong
\pnlicition dé sao chép chuong trinh virus sang mot van
San Kb,

2. Cong nghe kionr tra s ton rai.

Do nguyen tac hoat dong trén cic tng dung Office va
phuang phép ldy quvén diéu khién. Virus macro khong
ciut didt ra yeu cau kiém tra ton tai trén ving nhd, mac dii
¢ Lthe coi ching thudc loai virus thudng tri.
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Dé tien hanh kiém tra trén file, virus thudong kiem tra
mot doan ma lénh (dang rext) trong cac module chuong
trinh cua van ban. Néu khong tim thay, col nhu van ban
dé chua bi lay nhiém.

Maét phuong phap khac thusng duge sir dung 1a kiém
tra tén cdc module cla van ban, néu Khong tim thay 1én
module ma virus str dung, cot nhu van ban d6 chua bi lay
nhiém.

Mot s6 loai virus c6 cong nghé lay nhiém dac biet. ¢é
thé sir dung nhimg cong nghé nhan dang khac.

3. Cong nghé nguy rang.

C6 thé sir dung cac cong nghé sau dé tién hanh nguv
trang trén file van ban.

Chan thém mot so Iénh thao tic vé1 cdc module
chuong trinh cua tng dung nhu cac 1énh ToolsMacro.

C6 thé che hoan toan 1énh nav - khi chon lénh. virus
khong lam ¢i ca va thoat khoi macro ngay.

Tuy nhién dicu dé ¢é thé 2ay nghi ngd cho nguoi su
dung. \i vay ¢6 thé sir dung phtong phip Disinfect on
the Fly nhu virus file. Klu ngudt st dung dung cac [énh
dé, virus tam thdi xod bo ra khoi van ban, hay thay thé
tén cic macro va tién hanh lay nhiém, st lai san.

4. Cong nghé tuo dao gidap.
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bav I mot cong nghé don gian. nhung khad hicu qua
trone vice chong quan sit chuong trinh virus.

Chuong trinh virus duge viél biang cic lénh VBAL
dudi dang text nén rit dé bi kiém tra. phan tich. Dé khac
phuc diem véu nay, mot 3 virus s dung tinh nang
ProtectProject dé bao vé ma chuong trinh bang mat khau.
Néu khong ¢6 mat khan diing. ngusi diing s& khong thé
doc/sua chuong trinh virus.

Tuy nhién mat khau nay khong thuce su an toan, bai vi
¢ the st dung hodc thiét k& mot s6 chuong trinh dé tim
duoge mat khau ctta mot van ban Office.

3. Cong nghé mda hoa.

Cic cong nghé ma hod cua virus macro tuong déi don
eian. chu y&u dé che diu cac chudi ky tr dugc sir dung
trong chuong trinh virus. Virus thudng s dung cédc lénh
thao tac trépn kY tu/chudi Ky tur dé tién hanh ma hoa.

Cing ¢6 thé ma hod chuong trinh virus bang cdch
thuo tdc truc tép voi doi tuong CodeModule.

6. Cong nghé 1ay nhiém chéo.

P tang cuong kha ning lay lan. virus macro thugng
duoc thiét k& dé c6 thé lay nhiéu loai vin ban khac nhau,
vi du lay chéo gita cdc van ban Word, cdc bang tinh
Excel, cde trang PowerPotint, cac du dn trong MS Project,
tham chi lay sang cac file chuong trinh Access.
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Dic¢ny mau chot clia cong nghd nay L str dung cac do
tuong COM  tuong  ung  nhu Word Aprplicauon.
Excel.Apphcation... két hop véi su thong nhat ;i V'RA
trong cacmg dung.

3.5 Virus Script.

3.5.1 Béi twgng liv nhiént va méi truong hoat dong.

Ngon nglr Script con gol la ngdn ngir nhidng. dudge su
dung dé nang cao tinh linh hoat cla ciic ting dung, ching
han hai san pham VB Script va JavaScript ctia Microsoft
su dung vdi cic trang Web, hay cdc file kich ban cua
MIRC...

Mic dir da duoc thiét k& dé bao dam do bao mat. an
toan, song cic ngon ngl nay \an ton tai nhimg khiém
khuy¢t nhat dinh, tao k& ha d¢ thiét ké cac chuong trinh
virus.

Mot diem thi€u an toan rdt quan trong duwrac cic virus
Script khat thac 1a kha nang sit dung cic doi tugng
ActiveX 1r trong doan ma Script. Virus ¢d thé sie dung
cac déi tuong ActiveX nay dé tién hanh cdac hoat dong
lav nhiém. phd hoai trén mdy tinh khi nguor si dung
duyét Web. Cic trinh duyét Web déu ¢6 tuy chon cho
phép/cam su dung cdc dor tugng ActiveX, tuy nhién
khong phai ngudi diing ndo ciing du trinh do d¢ thict lap
cac tuy chon do. Mat khdc. rat nhic¢u trang Web ciing su
dung céng nghé nay, nén cling khé han ché.
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3.5.2 Phan tich céng nghé virus Script.

Phan nay phan tich vé mot s6 cong nghé lay nhiém
cua virus Seript.

Cic virus Script thuong st dung mot dér tugng ¢6 tén
FileSystemObject. cho phép tién hanh cdc thao tic doc
ghi file. Néu nguoi ding cho phép trinh duyét Web sty
dung cic dai tuong ActiveX. déi tuong nay ¢ thé duoc
tao va st dung vdi muc dich lay nhiém virus hay cdc muc
dich xdu khac.

Dé tao mot  dér tuong, st dung  1énh:
CreateObject(class). Lénh niy tao va tra vé mot doi
tvong ¢ dong (Automation Object). Trong dé class la
mot chudi ky tu gém hai phan: tén chuong trinh chu (tén
clia tmg dung cung cap déi tong) va tén kiéu d6i tugng
ngan cach boi mét dau chim.

Vi du sau tao mot bang tinh Excel va mét doi tuong
FileSystemObject:

Dim  ExcelObj, FSO

Set  ExcelOby - =
CreateObject(“Excel. Workbook™)
Set  FSO =
CreateObject(“Scripting.FileSystemObject’™)
Doi wugng FileSystemObject cho phép tien hanh mot
s6 thao tic vé1 dia. thu muc va file nhu copy, déi tén,
xo0d_..va md file dé doc/ghi.
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Virus ¢d thé tién hanh mo cac e HTML hay LVBS,
JS de uén hanh fav phicm. Sau dav L doan mé narh hor,
cong nghé lay nhiem cea virus Seript:
4. Phan tich cong nghé¢ virus trén mang
4.1 Cac virus file.

400 Ldy nlidiém trén mang i ho (LAN.

Cong nghé lay nhicm trén mang LAN dua ién mot ¢
trong chinh: ste dung sue ticn lon trong lién b aitta cdc
may tinh dé lay nhiém cdc chuong uinh tr xa. Sau day 1a
mat s6 cong nghé:

1. S& dung ham Gel.ogicalDriveStrings. hiom nay
dien vio vang dém mot chuoi ki w e dinh cdc o dia
hop ¢ trong hé thong. Ci phap (trong €) cua him nay
nhu sau:

DWORD Getl.ogicalDriveStrines(

DWORD nBufferLength. /I kich  thude
cua ving dém

LPTSTR lpBuffer // con tro dén
viing dém cho cac chudi 6 dia

);

Néu ngudi sir dung da anh xa mot s6 6 dla i Xa thanh
ciic tén dia cuc bo. cic 6 dia ndy s& xuat hicn trong chudi
tra vé tir ham GetLogicalDriveStrings. Sav dé. virus su
dung ham GetDriveType dé xac dinh loai ¢ dia s& tién
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hanh lay nhiém (Removable, Fixed, CD-ROM, RAM
Disk hay 6 dia mang). CG phap:

UINT GetDrive Type(

LPCTSTR IpRootPathName  // con tro t& thu muc
goc

):

2. Lict ké cac 6 dia ma ngudi sir dung da két noi, mac
dll ngudi dung chua dnh xa ching thanh cdc ky tr 6 dia
cuc bo. Dé tién hanh cong nghé nay, phai sir dung mot so
ham API trong thu viéen MPR.DLL: WNetOpenEnums,

WNetEnumResource va WNetCloseEnum. Chi tiét sir
dung ctia cdc ham nay nhu sau:

Ham WNetOpenEnum bat dau moét qud trinh liét ké
céc tal nguyén mang hoic cac két ndi dang (4n tai:

DWORD WNetOpenEnum(

DWORD dwScope, // pham vi liét ké

DWORD dwType, // kiéu tai nguyén can liet ké

DWORD dwUsage.  //tai nguyén can liét ké

LPNETRESOURCE IpNetResource, // con tro tai
cau tric liét ké

LPHANDLE IphEnum // con tro téi handle liét ké

IR
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Ham NetEnumResource tiép tuc sy liét kéu mot tai
nguyén mang bat daw véi ham WNetOpenEnum
function.

DWORD WNetEnumResource(

HANDLE hEnum. // handle liét ké

LPDWORD lIpcCount, // con tro t6i diém vao danh
sach liét ké

LPVOID IpBuffer, // con tro té vang dém kél
qua

LPDWORD IpBufferSize// kich thudc cia ving dém

)i

Ham WNetCloseEnum k&t thic mot su liét ké tai
nguyén mang bt dau béi ham WNetOpenEnum:

DWORD WNetCloseEnum(

HANDLE hEnum // handle liét ké

);

C6 thé thdy rat nhiéu kha ning tan dung méi lién hé
gitfa cdc mdy tinh trong mang cuc bo:

- Quét mot khoang IP nao dé dé tim ki€m mot s6 dich
vu nhu NetBIOS, FTP hay bit cu dich vu nao cho phép
truy nhap may tinh tr xa.

- Lién hé v&i cdc virns trén cdc hé théng khdc nhau.
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- Danh cidp cdc mat khau cling nhur cac thong tin khic
trén cdc may tinh o xa.
4.1.2 Internet.

Doi véi céc virus, co thé coi Internet nhrr mét mang
ILAN 16n. trong dé c6 mot diem thudn loi: cdc mdy tinh
c6 thé & rat xa nhau vé mat dia ly. Piém dé cho phép cic
virus ¢é thé lan truyén khip thé gidi.

1. Str dung su phd bién cla thu dién tir (E-mail).

Pé virus ¢6 thé ty sao chép va phan phai khip noi qua
thu dién tlr, ¢6 thé ticn hanh theo cdc budce sau:

- Cong nghé d¢ rao mot thong diép thu dién 1l va gii
nd t6i may chu.

- Tim dia chi dé gl virus dén.

- Lam cho théng di¢p giong nhu that, khong giong
nhu durge sinh ra.

Dé tao mot thong diép thur dién tir, cé thé:

a. Dua trén mot hé théng thu dién tir dé sinh ra va gin
thong diép: str dung cdc ham MAPIL.

Cong ngh¢ nay dua trén viéce sir dung cac ham MAPI
trong thu vién MAPI32.DLL, nhu MAPILogon.
MAPISendMail, MAPISendDocuments. ..

b. Bo sung ma dé€ tién hanh sinh ra va phan phéi cac
thong diép. bao gém viét ma dé xay dung cic giao thifc
SMTP. MIME va BASE64.
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Cong nghé nay khong don gian nhu sur dung MAPI.
dé dp dung cong ngh¢ nay, phai viét ma xay dung SMTP
dé ma hod va kiém soat céc file gan kém (Attachcs).

Néu sir dung Telnet d¢ gii thu dién tir, ¢6 thé tién
hanh nhu sau:

telnet smtp.server.com 25

Trong dé6 str dung mot SMTP server nao dé, khi két
néi thanh cong, ta ¢6 thé nhan dugc tra 101 ¢6 dang sau:

Connectting smtp.server.com. ..

Trying x.x.x.X ... connected.

220 smtp.server.com Sendmail 6.66 ready at Sun, 4
April 2000.

Sau moi lénh, ta xdc nhan bang cich nhan phim
ENTER. Chd cho dén khi két néi xong va dugc tra 16, vi
du:

Hello servemame.com
Sau d6 ta s€ nhan duoc tra 161 nhu sau:

250 smtp.server.com Hello our.host.com pleased to
meet you.

Ta go:

MAIL FROM: <myname@servername.com>
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DS 1a noi ma thong diép duoc gui di. Ta ¢6 thé su
dung tén ngudi diing/mdy chii ma ta mudn, chang han tir
Microsoft. Chd tra 1osi va ta sé nhan duoc:

250 <servername.com> ... Sender OK
Tiép tuc g6:

RCPT TO <someone@someserver.com>... Recipicnt
OK

Go:

DATA

Mdy chu sé tra 15i:

354 Enter matl, end with "." on a line by itself

Bay gid ta ¢6 thé nhap phan chinh cua bic thu, g
tiép phan sau:

FROM: myname <myname@servername.com>

TO: someonc <someonc@ someonc.com>

SUBJECT: Mot chtt dé nao dé.

Hello...

Thu dién tr da duoc tzo. 1a gd: QUIT, nhu vay viéc
alri thu di tién hinh xong. Dé tu xay dung mot co cau
SMTP, virus phai tién hanh day di cic budc trén., cu thé:

- Kiém tra k&t ndi mang: néu virus goi cac haim API
hd trg mang mi chua ¢d mot nd két thue su, mot hop
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thoai thong bdo & xuat hién, lam cho ngudi str dung nghi
ngd. Chang han khi sir dung NotePad. ¢6 thé xuit hién
mot hop thoai két noi quay $6... C6 thé sir dung mot s6
ham APl  dé kiém tra didu  nay:  ham
InternctCheckConnection trong thu vién WININET.DLL,
ct phdp cua ham nay nhu sau:

BOOL InternetCheckConnection(

IN LPCSTR IpszUrl.  // con tro t6t chudi URL

IN DWORD dwFlags, // cd chi thi

IN DWORD dwRescrved // danh riéng (=0)

).

Ham nay cho phép kiém tra xem di c6é su két noi dén
Internet hay chua. Clng c¢6 thé su dung ham
GetSystemMetrics trong thu vién USER32.DLL, ci
phap:

int GetSystemMetrics( int nlndex),

Trong d6 tham s$6 nlndex duge dat  bang
SM_NETWORK.

- Két néi tét mdy chii SMTP, ¢6 the luu dia chi IP cla
mot $6 mdy cha trong virus, tuy nhién cdc mdy chu nay
khong cho phép chuyén tiép thu. Mot phuong phap 16t
hon 1a tim dia chi IP trong Registry, tai khoa:
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HKEY_CURRENT_USER
\Software\Microsoft\Internct Account
Manage\Account\OOO00001.

Thong tin nay 20m mdy chi SMTP (khod “SMTP
Server™), cong két néi (khod “SMTP Port”) hay tham chi
ca dia chi thu dién tr cla ngudi ding (khod “SMTP Mail
Address™). Nhitng thong tin pay chi xuét hién khi ¢é cai
dit Outlook Express. tuy nhién hau hét cic may tinh su
dung Windows déu duoc cai dat phdn mém nay.

Sau khi ti¢n hanh cac bude trén, virus ¢o thé tién hanh
gt thu nhu da duge mo ta o trén. Tuy nhién van con mot
cong viéc can phai 1am: tién hanh ma hod cic file gan
k¢m (céc file thi hanh) theo cdc chuidn MIME hay
BASE64. Dudi day 13 mot vi du clia mot thong diep
MIME nhiéu phan:

MIME-Version: 1.0

Content-Type: multipart/mixed;

boundary="----
=_NcxtPart_000_0005_01BDE2FC.8B286C00"

X-Priority: 3

X-MSMail-Priority: Normal

X-Unsent: 1

X-MimeOLE: Produced By Microsoft MimeOLE
V4.72.3110.3
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This is a multi-part message in MIME format.

—————— =_NextPart_000_0005_01BDE2EC.8B286C00

Content-Type: text/plain: charset=150-8859-1

Content-Transfer-Encoding: quoted-printable

This 1s the text message.

—————— =_NextPart_000_0005_01BDE2EC.8B286C00

Content-Type: application/octet-stream;
name=filename.exc

Content-Transfer-Encoding: base64 .0Ah

Content-Disposition:  attachment:
[ticname="filename.exe”

TVQQAAMAAAAEAAAA//. .day la file dd ma hod
BASE64..

- St dung cde ham WINSOCK: Sir dung cic ham APl
nhu  socket, conneet.  recv... trong thu  vién
WSOCK32.DLL (khang cin st dung WINSOCK néu st
dung MAPL vi thong di¢p s¢ duge phan phoi qua MAPL.
Sau day 1a doan ma C++, minh hoa cong nghé dé két noi
(61 MOt may chu IRC, trén cong 6667:

// Tao IRC SERVER socket

m_AsyncSocket = new CAsyncSocket ;

(¢ Im_AsyncSocket->Create( 0,

SOCK_STREAM.
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FD_READIFD_CONNECTIFD_CLOSE.

NULL)) return -1 :
m_ AsyncSocket->m_RichEditCurl = m_RichEditCul;
// Két non 101 IRC SERVER

struct sockaddr _in Server ;
struct hostent *hp :
unsigned int addr :

char servername([J]="aire.irc-hispano.org" :

// Kiém tra tén mdy chi dang than thién hay dang dia
chi IP

if ( isalpha ( servername[ 0])) hp = gethostbyname (
scrvername)

clse

{

// dia chi 1P

addr = inet_addr( servername) ;

hp = gethostbyaddr( ( char *) &addr, 4, AF_INET) ;

} _

if (hp==NULL)

{

m_AsyncSocket->Close();

return FALSE ;
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}

memsct ( &scrver, 0, sizeof ( server)) ;

memepy ( &( scrver.sin_addr). hp->h_addr. hp-
>h_length) ;

server.sin_family = hp->h_addrtype ;

server.sin_port = htons ( 6667) : /l céng
IRC
1f( 'm_AsyncSocket->Connect( ( struct sockaddr™)
&server,
s1zeof( sockaddr_in)))
{

if ( WSAGetLastError() '= WSAEWOULDBLOCK)
{

m_AsyncSockct—>él()sc() ;

return -1 :

}

)

Mot s6 cong nghe khic sir dung WINSOCK Ha:

+ Tao céc céng nghe dai sdn (listen port), cdc 1énh ¢6
thé chi thi cho virus tién hianh cdc hoat dong pha hoai
hay do thdm: giri cdc file ndo dé, 1dy trom cdc mat khau,
khéi dong lai hay tham chi phd huy hé thong.

129



+ Téan cong theo phuong phiap ngin chin dich vu
(DOS - Denial of Service): mat virus tao cac két ndi t6i
mot may chit HTTP/FTP nao dé va dé ching md. Néu cé
nhidu ngudii sir dung bi lay nhiém virus. so két néi ¢6 thé
ot qua s6 lugng 81 da ma mdy chit cung cap. Virus
cling ¢6 thé lién tiép giri cic thong diép dén may cha dé
gay qud tai hoat dong, gay ra nhimg hau qui nghié¢m
trong cho cic giao dich trén mang va d li¢u trén may
chu.

+ Lay nhiém bing cdch két néi dén nhimg cang diic
biét trén cic mdy chi va sir dung giao thic Internet
Relay Chat Protocol.

+ Cho phép cic két néi irén mot cong nao dé, sau doé
dinh huéng lai dén mot may/cong khac.

+ Tién hanh cdc hoat dong khdc wrén mang, str dung
dia chi clia ngudi khdc. thay vi str dung dia chi cia nguoi
VIEt virus.

2. Cong nghé chan cdc ham APl ho tro mang.

Cong nghé¢ nay cho phép chan cdc ham API hé trg
mang. vi du nhu ham connect trong thu vién
WSOCK32.DLL. Khi nhan duoc quyén diéu khién, virus
kiém tra cdng két noi, néu i cong 25 (SMTP) thi c6 thé
t1én hanh phan phoi thu dién tor qua may cha dé. Mot vi
du 1a sau Happy99: Happy99 sita doi file thu vién



WSOCK32.DLL, mdi khi cdc ham connect va send ducc
gol, $¢ tién hanh phat tan thu dién tr gan kem chinh no.

Mot phuong phip khic dé 4p dung cong nghé nay la
chian cic ham Winsock API trong file bi lay nhiém.
Diém khé khan khi thuc hién cong nghé nay 1a hau heét
ciac ham nay dugc import theo chi muc thay vi theo én
hodc duge import trong mat file thu vién DIL da duoc
nap boi chuong trinh chinh. Cé mot grai phap khéc la
chan hai ham APl LoadLibrary va GetProcAdress, dé
chin cdac ham API duge import bai file thu vién DLL.

Ngoii cong 25. cling ¢6 thé sir dung cic cdng khac.
Vidu: véi cong 21 (FTP), virus ¢6 thé tién hanh gii mot
file da bi lay nhiém lén thu muc not dén tai may chit ma
ngudi sir dung két néi tai. Cong 80 (HTTP) ciing ¢4 thé
duge su dung wrong .

3. Cong nghé diéu khién tir xa (Remote Control).

Mot cong nghé cao cap, c6 thé thiet k&€ vai mot virus
Ja di¢u khién tr xa. Dudi day la doan ma minh hoa duge
viét bang Visual C++.

Chuong trinb thd nhat - SERVER.CPP - hoat dong
nhu mot tng dung chi, vi d6 1a phan sé dat rong virus.
phan nay s¢ chd ménh lénh tir chuong trinh thi hai.

Chuong trinh thit hai - CLIENT.CPP - hoat déng nhur
mot dng dung khéch, 12 chuong trinh ma ta sir dung de
lién lac vai virus.
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Chuong trinh chu s€ tao mot socket va chd doi chi thi
cta ta, khi nhan dutge mot a6i tin, né s€ hicn thi néi dung
201 tin teén mét hop thong bao.

1l

/| SERVER.CPP

/

#include "stdafx.h"

#include <wind0\‘vs.h>
#include <winsock2.h>
#define LISTEN_PORT 16384
int main(int arge, char® argv(])
{

char Buffer| 128] :

int retval, fromlen;

struct sockaddr_in local, from ;
WSADATA wsaData ;
SOCKET listen_socket :

i ( WSAStanup(  0x202, &wsaData) ==
SOCKET_ERROR)

{
WSACleanup() ;

return -1 ;
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}

Jocal.sin_family = AF_INET ;
local.sin_addr.s_addr = INADDR_ANY :
local.sin_port = htons( LISTEN_PORT) :

if  ( ( lhsten_socket = socket( AF_INET.
SOCK_DGRAM. 0)) == INVALID_SOCKET)

{

WSACleanup() ;

retun -1 ;

!

if ¢ bind( listen_sockel,

( struct sockaddr*) &local.

sizeof( local)) == SOCKET. ERROR)
{

WSACleanup() ;

recturn -J ;

i

fromlen = sizeof( from) ;

printf ( "Waiting for incomming messages..\n\n") :
do

{

retval = recvirom( listen_socket,
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Buffer,
stzeof ( Buffer).
0.
( struct sockaddr *) & from,
&tromlen) ;
if ( retval '= SOCKET_ERROR)
{
Buffer[ retval} = NULL ;
MessageBox( NULL,
Bufter,
inet_ntoa( from.sin_addr),
MB_ICONINFORMATION | MB_OK) ;
!
} while (1)
closesocket( listen_socket) ;
WSACleanup() :
return O :
!
//
// CLIENT.CPP
I
#include "stdafx.h"
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#include <windows.h>

#include <winsock2.h>

#define LISFEN_PORT 16384

int main(int arge, char *argv[])

{

struct sockaddr_in server .

struct hostent *hp .

unsiened int addr ;

WSADATA wsaData :

SOCKET conn_socket ;

if (arge '=3)

{

printf ( "Usage\n\n%s <targer> <\"message\">\n\n".
argv[ O] :

rcturn -' ;

t

if ( WSAStartup ( 0x0202. &wsaData) ==
SOCKET_ERROR)

{
printf ( "Error: WSAStartup(\n\n") ;
WSACleanup () :

return -1 :
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}
if ( 1salpha ( *argv| 1])) hp = gethostbyname ( argv|

I

else

{

addr = inet_addr( argv|[ 1]) ;

hp = gethostbyaddr( ( char *) &addr. 4, AF_INET) ;
)

if (hp==NULL)

|

printf { "Error: Target not found\n\n") ;
WSACleanup () ;

return -1 ;

)

memscet ( &server, 0, sizeof ( server)) ;

memepy ( &( server.sin_addr), hp->h_addr. hp-

>h_length) ;

server.sin_family = hp->h_addrtype :
server.sin_port = htons ( LISTEN_PORT) ;
conn_socket = socket ( AF_INET, SOCK_DGRAM,

0):

if ( conn_socket < 0)
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{

print{ ( "Error: socketO\m\n") ;
WSACleanup () -

return -1 ;

}

iIf ( connect( conn_socket. ( struct sockaddr*)
&server, sizeof ( server)) == SOCKET_ERROR)

{

printf ( "Error: connect()\n\n") ;
closesocket( conn_socket) :
WSACleanup () -

return -1 ;

I

if ( send( conn_socket, argv| 2], strlen ( argv| 2]), 0)
== SOCKET _ERROR)

{

printf ( "Error: sendO)\n\n") ;
closesocket( conn_socket) ;
WSACleanup () ;

return -1 :

)

return O :

}
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4.2 Cac virus macro.

Cac virus macro ¢6 thé tién hanh lay nhiém qua
mang. st dung cdc phuong phip lan truyén qua cic 6 dra
mang hay qua sir pho bién e-mail. Cong ngh¢ lay nhiém
qua cdc 6 dia mang wuong doéi don gian. cling st dung cic
céng nah¢ tvong tu nhy virus file. Phian nay phan tich cac
cong nghé 1ay nhiém qua e-mail.

Hau hét cic ing dung ho trg tam viée véi thu dién tr
déu cho phép str dung cdc file gan kém (Attach files). D6
la mot diém thuan loi dé cic virus macro tién hanh lay
nhiém qua mang. bang cich gin k&m mot van ban bi lay
nhiém vao thong diép thu dicn tir d¢€ ati t6i nguoi nhan.

Nhv da phan tich & trén. moét virus muon lay lan qua
e-mail, phai tién hanh theo céc bude sau:

- Coéng ngh¢ d€ 1ao mot thong diép thu dién tir va gl
nd ti may chu.

- Tim dia chi d¢ gini virus dén.

- L.am cho théng di¢p gidng nhu that. khong giéng
nhur duoc sinh ra.

421 Tao mot thong diép the dién ne va gut né toi mdy
chit.

Trong cic ung dung Office, viéc tao va gui mot thong
di¢p thu dién tr 1a tuong déi don gian.
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+ Phuong phdp don gian nhat la sir dung ngay nhitng
tinh nang hd trg e-mail ma chuong trinh tng dung cung
cap.

Cic ing dung Office. cung cap sidn cdc tinh nang cho
phép atri thu dién 1. Virus macro ¢6 thé sir dung ngay
nhimg tinh nang nay dé ti¢én hanh gl file nhiém (6
nhimg nguoi st dung khdc. Méi déi tugng Document
trong Word (hay WorkBook trong Excel) c6 mét do
tuong con RoutingSlip, cho phép gui mdt van ban qua
mot hé thong thu dién . Cic phuong thic, thudc tinh
cua dai tugng RoutingSlip xem trong (4 liéu tham khao.
Dudéi day la doan ma vi du:

ActiveDocument.HasRoutingSlip = True
With ActiveDocument.RoutingSlip

Subject = “Important Message Trom " &
UserName

AddRecipient "Don Funk”
.AddRecipient "Dave Edson”
.Delivery = wdOncAfterAnother
End With
ActiveDocument.Route

+ Phuong phap thd hai 14 sit dung cac chuong trinh
chuyén dung nhu Outlook. Qutlook Express... dé tién
hinh soan va gui thu.



Virus tién hinh tao mot doi tuogng tng dung
(Apphcation) cia tmg dung ho trg e-mail. sau dé s dung
cic phuong thite. thude tinh cha doi tugng dé tien hanh
tao v gt e-mail lén may chi. DE tao ddi tuong (ng
dung, sirdung [énh VBA CreateObject, vi du:

Set
OE_App=CreatcObject(“Qutlook. Application™)

Sau khi tao duoc doi tuong OE_App, virus ¢é thé tién
hanh cédc thao tac soan thu. gui thu binh thuong.

D¢ tim dia chi glii virus dén, cdc virus macro thuan
loi hon rdt nhiéu so vdi cidc virus file. Cac chuong trinh
nhu Microsoft Outlook, Outlook Express hay moét so
chuong trinh hé trg thu dién t&r cho phép tao lap cdc s0
dia chi, nhiim muc dich gtdp ngudi st dung khong phai
nhd hét cdc dia chi e-mail, cling nhu cho phép ¢6 thé
cung lic gui thu dén cho rat nhiéu ngudi. ..

Nhu vay moi khi can cdce dia chi c-mail dé gl virus
dén, mot cong nghé hiru hiéu 13 st dung s6 dia chi cua
ngudi sir dung. Cac virus macro lan truyén qua mang nhu
Mellisa déu stir dung cong nghé nay.

Viée lam cho thong diép thu dién tir gidng nhu dugc
aui thue s (i ngudi su dung, khong phat duoc sinh ra.
chinh la ¢ong nghé nguy trang cua virus. Bén canh cdc
cong nghé nguy trang da phan tich & chuong Il. virus
macro st dung mot s6 phuong phap sau dé nguy trang:
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+ E-mail duge gui truc tiép tor mdy tinh cla ngudi sir
dung, ding tai khoan (Account) ¢c-mail cua ngudi sur
dung. Khi xudt hién trong hop thu cla nguot nhan. dia
chi thu dén la dia chi cia ngudi sir dung. nén ngudi nhan
dé bi lam tudng chuong trinh virus [a moét van ban ma
déng nghiép, ban bt gin t6i. Mot phuong phap bo sung la
ldy 1én nguoi ngudi st dung khai bdo trong Windows dé
str dung trong thong diép.

+ Sir dung e-mail v6i mot may chit SMTP dé che dau
noi xuit phét nhu da phan tich vé6i virus file. Chang han
cdc dia chi ¢-mail cla Microsoft thudng duge sir dung
vdt muc dich nay.

+ St dung céac thong diép than thién, ¢é dang nhu mot
burc thu trd 161 hay cam on clta ngudi str dung. chang han:
“Chao ban! Rit vui di nhan duge thu cia ban. Hiy md
file dinh kém theo.”....

Thuc té, trir mot $6 c-mail ¢é muc dich quang cdo. ..
dé nhan thay, hiau hét cdc e-mail nhan duge déu duge
ngudi sir dung doc (do yéu cau nghé nghiép va do tinh 10
mo cha con ngudi). Do d6 kha ning lay nhiém la rat I6n.
4.2.2 Cény nghé gin van ban chita virus vao thu dién ni.

Cong nghé nay thuc chat 1a sir dung tinh ning gan
kém file vao thu dién tir khi st dung cdc chuong trinh
nhu Outlook dé tao va gifi thu.
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4.3 Cuac virus khac.

Java von dugc thi€t k&€ cho muc dich xay dung mot
ngon ngit hd trg mang, vi vay khi nang s dung mang dé
ti¢n hitnh lay nhiém la hodn todn c6 thé. Tuy nhién, cho
dén pay. chua xudt hién virus Java iy nhiém qua mang
(mic db mot s6 loal virus Java. lay nhiém cic file
.CLASS di ra don). Mot dang virus ¢6 kha nang lay lan
trén mang rat manh la cdc virus Script.

1.4 Cong nghé taolqiri thie dién ur.

Nhu da phan tich & chuong trudce, cdc virus Script ¢d
kha nang sir dung cic d6i twong ActiveX. Dé co thé
tao/eui thu dién tr virus Script sir dung ngay kha nang dé
bang cich tao mot doi tugng ing dung Outlook (Qutiook
Express hay cic ing dung khic) va sir dung dot tuong
nay d€ tién hanh tao va giri e-mail chifa virus di khip noi.
Chi tiét ¢ong nghé wong e nhu da phan tich & phan virus
macro.

4.5 Cong nghé tao e-mail chitu virus.

+ Sir dung Script ngay trong ndi dung thu dién tir:

Cic tmg dung hd tro thu dién tl thuong hé trg hai
dang e-mail: HTML va PlainText. Trong dé dang thyg
nhat cho phép stt dung dang file . HTML, bao gdm ca tinh
ning Script. Nhu vay virus Script ¢6 thé tao cac théng
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diép chiu virus ma khong can file dinh kem. Cong nghé
nay con cé diém thuan loi 14 ma Script ¢é thé thi hanh
ngay khi ngudt ding xem thu (néu khong dat ché do
canh bdo véi cac ActiveX).

+ Sir dung Script nhu mot file dinh kém:

Céc file Script ¢6 dang .VBS, IS ¢6 thé dugc gan kém
c-mail. Néu ngudi sur dung thi hanh file (giéng nhu cac
ftle chuong trinh khac) ma Script s€é dugc thuce hién va
tiep e lay nhiém. Vi du nhu virus Love (@ mot virus su
dung cong nghé nay.
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CHUGNG IV
PHONG CHONG VIRUS MAY TINH

1. Han qua cua virus va su ra doi cin thiét cua cac
chuong trinh phong chong

Hau hét cac virus khi duge viét ra cht nhim muc dich
pha hoai cic hé théng mdy tinh. Hau qua cia cac virus
sau khi ching dugc phat tan doi khi rat nghiém trong. Hé
thong may tinh ctia cong ty phan mém I6n nhat nudc My
va the gid Microsoft cling da timg chao dao véi su pha
hoai ciia Nimda, Klez. Ngay ca noi tudng chimg nhu bat
kha xam pham nhit 14 co quan an ninh quéc gia My. vér
nhimg chuyén gia hang dau thé giét vé an toan mdy tinh
cling da timg duogc virus viéng thim. Hoat dong phd hoai
doi khi con gidn tiép gay tén that tdi nhitng doi tic coa
nhitng muc tiéu pha hoai vi du nhu khi tham nhap vio co
$O dir licu cla cde ngan hang, cac hé théng thanh 104n
tryc tuyén. Chiing ta hdy giad sir rang chiéc cap diéu khién
hé théng vii khi hat nhan ca Téng théng My hay Téng
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théng Nga, néu duge két ndi toi cdce trung tam phong tén
lra mang dau dan hat nhan mo6t khi dugc két ndi qua
mang ma bi nhiém virus. Thé gisi ¢6 1@ ciing phai sup d6
mot khi virus tan cong va diéu khién duge cdc hé théng
ndy. Virus khong day (Lay lan qua cic mang k&t néi
khong day, vi du nhu mang dién hoai Vinaphone cla
ching ta) ciing di khong con la diéu xa la. Hau qua coa
chiing d¢€ lai tuy khéng 16n nhung phai thay rang virus da
khong con chi nhim vao cdc hé théng mdy tinh ma la
moi thiét bi diéu khién s6 cd két néi mang.

Céc virus lay lan qua mang c6 thé 1ién hanh c4c hoat
dong lay nhiém, phi hoai. trép mang, giy anh huong téi
hiéu suat 1am viéc (rén mang. lam gidn doan viéc cung
cap cac dich vu trén mang tham chi 1am té liét cic may
chu. Mot s virus mang con ¢6 kha nang theo déi, lay
trdm nhimg di 1iéu quan trong cta ngudi dung.

Do d6, viéc phong chong sur 1ay lan cia virus la rat
can thit va quan trong. dac biét 1a déi voi cdc hé thong
mang, su ra doi cla cdc chuong trinh phong chong virus
1A khong thé thi¢u. N6 gép phan nang cao do 6n dinh va
tinh bao mat cba hé thong, dam bao hiéu suat lam viéc
vé1 miy tinh va mang.

2. Cich thidc phong, chong Virus.

Virus mdy tinh duoc sinh ra timg ngay, tham chi ting
gl tir khap noi trén thé gidi va ngay nay, hau hét moi
ngudi ding miy tinh déu c6 lién hé véi nhimg ngudi
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khac hodc doi tdic qua mang bang thu dién tir hoac truy
cap cac Website. Lién lac qua mang la hdu nhu khong
thé thiéu doi voi moi co quan hay ca nhan. Nhung "1én
mang" cling dong nghia véi viéc nhu ta di qua mét canh
dong hoa nhung bén dudi c6 [im min ma khong biéi
chiing né bat cif lic ndo. Nhung chéng I lai cuc doan
khong chip nhan két noi mdy tinh cita ban (hay co quan
ban) véi Internet, hay khong bao gio ding dia cia nguoi
khac? Ma du c6 vay thi cdi may tinh cta ban ciing khong
thé thodt khoi viéc bude phai sir dung cic chuong trinh
ing dung. vi du nhu t3i thiéu trong mdi mdy tinh déu co
bd Macrosoft Office. Ai ddm dam bao la bo cai dat
Office khong ¢6 virus? Ban ciing ¢6 thé chi sir dung cac
phin mém c6 ban quyén dé han ché virus. nhung nhu vay
dong nghia vdi viée ban phai trd thém rit nhiéu tién cho
mot cdi may tinh ciing v4i chuong trinh cua nd, trong khi
ngay viéc mua sim phédn cimg khong thoi ciing da bal
ban phai ¢6 rit nhiéu can nhic. Khéng cé cach nao khdc
[ phdi s6ng chung v&i Virus. Ban chang viéc gi phai
kinh hoang vi virus mdy tinh. Hiy canh gidc, hiéu rd vé
ching va chuin bi sin sing cic bién phap tr vé. Dé tu
ctu minh trude hiém hoa virus, chiing t6i cho ring khong
th€ chi trong chd vao cac chuyén gia diét virus ma méi
ngudt st dung mdy tinh can tu trang bi cho minh nhitng
kién thirc so ding vé an toan mdy tinh. Chiing t61 cho
rang khong phai qua khé dé ban cé thé nhing kién thifc
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ndy. Hiy chiu khé bo thoi gian ban dau dé cé dugc cai
loi an toan vé sau, va diy la nhimg viéc ban cin phai
lam:

- Hay canh gidc vdi virus mdy tinh trude khi ching
nhiém lén hé théng clia ban.

- Hay mua. copy hay biing bat cif cach gi ban c6 thé
cdc chuong trinh phong chéng virus dé cai dat lén he
théng ctia minh va ndm bét duge cac cich sir dung cla
“céc chuong trinh nay.

Mot chuong trinh chéng virus duge cai 1én mdy tinh
khong bao i duoc cot la di. Phai ¢6 téi hai, ba. hay
tham chi bon chuong trinh phong chong duge cai ién
mdy. Nhung phai lua ¥ ring dé cdc chuong trinh nay
khong ddm chan l1én nhau thi khong nén dé thudng tri
mot lic nhiéu chuong trinh. Taj mét thai diém nhat dinh
chi nén dé thuong trii mot chuong trinh, nhung thinh
thoang can thiét phai sir dung t6i 3, 4 chuong trinh khac
dé quét. Hay cap nhat thudng xuyén cdc chuong trinh
phong chéng nay, lap lich quét dinh k¥ cho chiing (néu
6 thé). Trong qu4 trinh cii dat va thiet l4p, hiy can nhic
cho k§ ban can nhitng tuy chon nao. Chi it, ban cing
phai chi dinh quét virus tur dong 24/24 ti€ng (full-time
automated scanning) va phai bdo dam ring doéi tugng
kiém dich bao gém ca cic file zip va nhilng loai filc nén
khdc. Hang tudn, cdc hing phan mém chéng virus déu
cap nhat cdc "dinh nghia virus” (virus definition), tifc cac
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file ho dling d€ nhan dién virus. Muén an toan t&i da, ban
cling nén cap nhat thuong xuyén nhu thé. Mot s6 tién ich
6 thé ty dong bo sung ngay nhitng dinh nghta virus méi
nhat.

- Can than véi macro: Hiy bao vé may tinh bang cich
khoi hoat cac tuy chon macro protection trong cac go
phan mém cia ban. Chang han, trong céc tng dung
Office 2000 nhir Word hay Outlook, ban hay chon
Tools.Macro.Security, trong hop thoai Security, chi chon
High hay Medium chit dimg chon Low.

- Cap nhat phan mém Internet: Pa s4 virus ngay nay
phét tidn thong qua e-mail, cho nén ban phai bao dam
chuong trinh e-mail cia minh luén ludn cap nhat
Microsoft Outlook 142 manh dat tung hoanh caa hau hét
virus str dung e-mail, nén Microsoft thuong xuyén dua ra
cac trinh cai ti€n bao mat (security patch) mdi. Dong
thai, ban chd quén trinh duyét Internet. Cédc trinh céi tién
bao mat mdi nhat c6 thé tranh nhimg 156 thing bao mat
lién quan dén ActiveX va Java.

- Hay canh gidc véi Virus an cdp mat khau Internet:
C6 chuong trinh ¢-mail mién phi ¢6 tén 1a PROMAIL, do
mot s6 Web site phan mém nhu shareware.com phan
phoi, thue chat 1a mot Trojan horse. NG thu thap tén, mat
khau clia nguti ding da dugec ma hod réi gilri dén account
cia nha cung cip e-mail mién phi NetAddress. Nhung
bén canh d6, PROMAIL la mdt trinh e-mail khich dich
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thuc, va cdn manh nifa 12 khdc, theo |31 nhan xét clia mot
chuyén gia bao mat.

Dung phan mém tién ich hop phip dé sir dung e-mail
trén Internet, rdi sau dé dinh cip mat khau cha ngudi
diing 13 mot bién tdu mdi clia Trojan horse. Diéu trG tréu
la dudng nhu né qua mat dugc hau hét cédc siéu site vé
phan mém dung chung nhu shareware.com ctia CNet,
Simtel.Net, vad cho dén chiéu ngay 22/3/1999,
filelibrary.com vén con chao moi nguoi ding tai xudng!

Né&u ban tai xuéng va chay chuong trinh. né s€ thu
thap day dua ho tén, password, tén server SMTP va POP3,
va nhi€u thi khac nifa cla ban réi gui dén mot account
tai NetAddress.

Cong ty Aeon Labs chuyén nghién cuu cong nghé
truc tuyén trén mang di canh bdo céc site cé lién quan
dén PROMAIL hoi tir ddu thang Tu nay. Dai dién coa
Aeon Labs da chu thich trong mot thong bdo 1a tir khi
cong ty bé khoa account néi trén cho dén nay, ho da tim
thay tén ctia 80 nan nhén, va hién nay con s6 d6 da ién ca
tram.

MSNBC da tho tdi PROMAIL xuoéng tU
freeware.com. Ghi chii trong readme cho biét chuong
trinh nay do cong ty Smartware Inc. viét, nhung Hemal
C. Mehtalia, chi tich Smartware khang dinh cong ty 6ng
khong Jam viéc nay. Con cong ty bao mat Data Fellows
ndéi theo phan w gidi thiéu "About” thi PROMAIL duoc
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Viét dua trén ma nguon cta Michael Haller, nhung Haller
thi chang dinh liu gi dén Trojan Horse. Haller c6 phat
trién mot phan mém e-mail mién phi 1a Phoenix Mail, va
ma nguén da duoc pho bién trén mang.

Thong tin du tién lién quan dén phan mém nay
xuat hién vao ngay 24/2/1999, khi ghi chi trén mot
nhdm tin gidi thiéu chuong trinh e-mail mién phi
PROMAIL, phién ban 1.21, 43 duoc tai lén dia chi
ftp.simtel.net. N6 duge chao mé1 nhu mot chuong trinh
e-mail khach tién ti€n, dé dung. khong gidi han kich
thudce file dinh kem, b6 loc tuy bién duoc, va ho tro ca
trinh diét virus phu trg v.v...

Nhung trong lic ngudh diung dang tin hudng cac tinh
nang mién phi nay, thi bén trong hau trudng, PROMAIL
di thu thap cdc thong tin 1&€n quan dén ngudt dung, va
ngay khi giao thitc g nhan thu SMTP dugc thiét 1ap, né
lién giri ¢-mail chita cdc thong tin trén dén mot account,
dugc du dodn 1a account cuia tac gia. Tat ca e-mail déu ¢6
cung dong chu dé “kirio". Shareware.com khong loc
kiém tra cdc phdn mém nd tai 1én mang ma chi tr dong
chuyén dén mét sé site quen thudc ¢é kho lhu trir cdc
phan mém ¢6 thé tai xuéng & trong khi dé CNet.com lai
khong giam sat cac file cua cd nhan cé tir
shareware.com!

Con nhitng yéu cdu gui dén Simtel thi khong dugc hoi
bdo ma n6 chuyén tiép dén 93 site luu tril phdn mém
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khac, khién viée muon loai bo hoan toan PROMAIL la
vo cung khé khan.

Ken Williams, ngudi phu trach site lién quan dén 16
chite bao mat trén Internet ¢6 tén Packet Storm Security,
nhan duoc mot e-mail ma ngudi gt cho 1a tic gia cua
PROMAIL. Thu duge gt dén tir mot tram trung chuyén
an danh, nén kho xac dinh nguon goc. Trong thu tic gia
cho biét minh thuoc I&p thi€u nién. viet Promail chi véi
muc dich kiem ching mot vai diéu ma th(’)li."Day khong
phai 1& tdc pham goc. 161 chi stra do1 moOt domain da ¢é
va thém ma "Trojan horse™ vao mdt bd ma nguon cong
khai". Cau thicu nién xung tén la David nay viét: "Toi
xin bao dam i a1 khong luu ot s dyng, bdan hay lam
hat cir diéu gi véi password va nhime thong tin kKhédc cla
cdc ban. Vi o1 cing khong hé tai xuong cic c-mail... To
chi muén gitp ngudi diing canh gidc hon nita v¢ bao mat
trén Internet".

Thé day. néu chuong trinh do mot ciau bé choai choai
Viét ra €6 the lan truyén mot cach dé ding trén mang va
khong kiém soit duoc thi chic chan da ¢6 diéu khong 6n
rol...

- Luon luon canh gide: Dung md file dinh kém nhiing
¢-mail tr nhitng ké khong quen bict; ngay ca khi ngudi
ot 1a chd ban be, ban van phai dé chimg. Pac biét canh
¢idc trude nhimg file ¢ dudt .vbs. Cho di ban nghi mét
file nao d6 la "dang hoang ding dan". ché nén md né
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bang chuong trinh e-mail. Hiy luu né vao dia réi quét
bang phan mém chéng virus trudc da.

\ . Bio vé mang: Néu fa ngudi chiu trach nhiém vé cdc
may tinh n6i mang, ban cé thé can phai ngin khéng cho
ngudt dung trong mang nhan mot soloai file gini kem cu
thé nio d6, chang han céc file .exe hay .vbs. Chi cac
chuong trinh chéng virus chay trén mdy chi méi hé trg
nhitng tinh nang bao vé nang cao nay, con Outlook ciing
c6 nhung chi 1a "qua loa dai khai" théi. Phai can nhic k§
su bu trir gira bao mat va t3¢ do lam viéc: phong toa tat
cé cac file gl kem ¢6 dudi .doc thi s& loai (rir triét dé cc
virus macro, nhung bu lai, hiéu suit lam viéc cia ban sé
b1 giam.

- Sao lvu thuong xuyén: D ban dang dung may tai
nha hay mdy tinh mang & cong ty. hiy thudng xuyén sao
lvu hé théng phong khi moi bién phap kiém dich déu
khong ngan dugec mét virus nao dé chui vao.

- Chi ¢6 thé truy cap Read Only tir xa: Moi tai
nguyén trén may ban, ké ca 6 caing, 3 mém, néu han ché
duoc viéc dung chung (Share) trén mang la t6t nhat. Néu
budc phai share, hiy dé ché do Read Only dé dé phong
viéc ghi, copy virus (ifr mang.

- N&u miy ctia ban khong thé thi¢u viéc sir dung
Email (Thur dién tir) thi hiy nim ngay ldy mot meo nhd
nay trong khi thiét lap cac chuong trinh Mail. Day [a mot
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meo vat nhung khoéng vat chit nio vi nd gidp tranh lay
virus qua email khi mdy cva ban 13 bi nhiém virus. Nhu
ban da biét, nhitng con sau bo virus (Worm) mot khi da
nhiém vao mady cia ban, nd s¢ ngang nhién chui vao
nhimg dia chi cmail trong address book clia ban, tu nhan
ban. r6i theo nhimg cinh thu bay vio mdy cda ngudi
khac. Ménh sau day khong gitip cho mdy ban tranh bi
nhiém worm nhimg né gitp ngan chiin viéc sir dung s6
dia chi email d¢é lay ticp dong thdi nd ciing ho Ién cho,
ban biét la may ban dang chira chdp "vi khi tin hoc”.
Pay 1a nhitng diéu ban can lam:

Piau tién, mo Address book ra va click vao "new
contact” nhu 1a ban mudn thém mot tén mdi vio vay.

Trong clra 58, thay vi danh tén ctia ban be, ban danh
dong chit nay vao: '000 (dau cham than va 3 s6 khong).

O cira s6 bén dudi. noi ma ban thay vi g& email
address clia ban b, ban 26 vio dong chir sau:
WormAlert.

Sau ciing, hoan tat cong viéc bing cich click add,
enter, ok...

Tai sao vay? " Tén" 000 s¢ duoc dat dau tién trong
address book va no duge danh s6 1. Day ¢ la "ngudi”
méa con Worm bat ddu lay. Nhung ngudi nay lai ¢6 dia
chi email 1a "WormAlert". khong diing quy cdch lam sao



ma g&i ? Va nhu vay né khong thé goi cho ngudi (i€p
theo trong address book.

Chura hét, néu nhu email khong duoc g di. ban ¢
nhan lat mét thong bdo ngay lap tic trong Inbox. Nhu
vy, néu ban nhan dugc mot mail ndi ring “email
addressed to WormAlert could not be delivercd”, ban
biet ngay la "bon khing b&" dang nam ngay trong mav
ban.

3. Xu hudng phit trién clia cic chuong trinh phong
chéng virus

Cang vai su ra doi cia virus mdy tinh, cde phan mém
phong chéng virus ciing dugc phat trién timg ngly. Cac
chuong trinh phong chdng virus cho phép phit hién va
loai bo virus ra khoi déi twong chi, khoi phuc chuong
trinh ban dau. Mot s6 chuong trinh cho phép gidm sit
ki€ém tra hoat dong cia hé théng, phat hien kip thai cic
hoat dong clia virus dé ngudi dung ¢ bién phap déi phd
thich hop.

Cung véi su phat trién cia hé diéu hanh va cic
chuong trinh Ung dung, cdc loar virus cung lién tuc phat
trién vé ching loai va cang nghé, nhiéu céng nghé md:
duoc dua ra, thich hgp vat méi trudng mdéi dong thai
chong lai nhitng cong nghé ma céc chuong trinh phong
chéng virus sir dung dé phat hién vi tiéu diét virus.
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C6 mot cudce chién tranh, khong ram ro, khong cong
khai nhung khong kém phan quyét liét va dai dang. D6 1a
cudc doi dau gitra virus tin hoc va cdc chuong trinh
phong chong, hay néi cdch khdac, gilta nhimg ngudi thiét
k€& virus va nhimg ngut viét chuong trinh phong chong
virus. Trong cudc chién tranh ay, ca hai bén déu ra sitc
chay dua, nghién ctu nhimg vii khi mdi. nham gianh
dugc loi thé cho minh.

Do d6, cic chuong trinh phong chéng virus ludn fuén
dugc phat trién, vé cong nghé ciing nhu vé phuong thic
tién hanh, dam bao dip ing dugc yéu cau nhiém vu. Tuy
nhién, tuy theo tinh chuyén nghiép cua cic cong ty phan
mém, cdc chuong trinh virus ciia cic coéng ty khac nhau
c6 nhimg mat han ché khac nhau nhét dinh. Cho dén thai
diém nay, chiing t6i tam dua ra mot s& nhan xét nhu sau:

- Céc chuong trinh virus da dugc trang bi nhimg vi
khi - cong nghé fdt manh dé phét hién va tiéu diét cic
loai virus da biét.

- Kha nang dit nghi van cho nhimg hoat dong ding
ngd, nhung chua thé két luan d6 la virus ciing da duoc
cac hang chuyén nghiép c6 uy tin quan tam nhu
Symantec, Network Associate Inc, Tren Micro...

- Viéc tién hanh cap nhat, phat trién va phan phéi cac
chuong trinh phong chéng virus cling duge ti€n hanh
nhanh chéng. thuan tién. Ngoai viéc cap nhat chinh fac
(Cap nhat theo cau hinh clia chuong trinh), hau hét ciac
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hang chuyén viét phian mém phong chong cing da cho
phép ngudi ding cé thé tai xudng cac thong tin cap nhat
bang cac hinh thitc nhu FTP d ywnload, web download dé
ngudi dung qua mang c6 thé cap nhat kip thdi bang cdc
hinh thic khiac nhau.

- Han ché cia cac c6ng nghe dang dp dung hién nay
la: Cac cong nghé ma chuong trinh phong chéng virus
phat trién chira thé ngan chin hoan toin su lay lan cia
virus, nhat la cac virus mai.

- Vé phia ngudi dung may tinh. ndi chung trinh do
cba nguoi st dung vé phong chéng virus con véu, rit
nhiéu nguoi con y lai cho cic chuong trinh diét virus, col
dé 1a thudc bach bénh cho cdi mdy tinh cia minh dan
dén viéc sir dung chuong trinh phong chéng virus ciing
chua dat hiéu qua.

Xuat phat tir thue t€ nay, ching 161 manh dan dua ra
gidi thiéu hudng dan sir dung mét s6 chuong trinh dict
virus néi tiéng clia cic tic gia Viet Nam ciing nhu nuéce
ngoai dé ban doc tuy theo tinh hinh thuc t¢ cda minh co
thé ap dung.
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PHU CHUONG
GIG3Y THIEU CAC CHUONG TRINH
DIET VIRUS NOI TIENG

Trong phan nay, ching 161 s€ gidi thiéu rat k§ vé cic
chuong tinh Norton Antivirus 2001 Profession, Norton
Antivirus 2002 Version 8.0, McAfee Virus scan 6.02,
Kaspersky Antivirus 4.0, BKAV, D2. Mét s6 chuong
trinh khdc chi gidi thicu mang tinh tham khao.

1. Norton Antivirus 2001 profession
a. Cai dat.

Chuong trinh Norton Antivirus ¢6 kich thude khoang
27MB cho cé¢ ban NT, 2000 va khoang 20MB cho céc
ban 9x va thudng duge dong trén dia CDROM. Néu ban
c& fia CD nguén mua cla chinh hing Symantec thi do la
{oai dia Autorun (Nhét dia vao la chay) va gan nhur ban
khong phai Jam gi, ban chi viec OK va OK theo cac chi
dan trén man hinh. Néu chuong trinh cai dat khong phai
mua cta chinh hdng maduge copy tir mét ngudn nao doé
khic (Cdi nay mdi la chu yéu) thi khi md folder ¢6 chita
chuong trinh ra ban sé thay mot clra sé nhu sau:
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AT onls P [t Ma-I=kE

Sap SoiBEhack,

Ban khéng can quan 1tam dén bt ci thu muc nao trén
dd ma chi don thudn la kich chudt vio bic¢u tuong Start
(Bicu tugng ¢o hinh dia CDROM). Khi d6 cia $6 chuong
trinh cai dat s€ hién ra nhu sau:

’ symantec.
Nurtn_n X )
AntiVirus2001

Professional Edition

Inarall Narfon AntiVires 2007 Professional Edition

Y=

Biowse CD

Exlt

-0
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Trong cita 86 nity, ban quan sdt vi thay chuong trinh
Norton Antivirus duoc viét cho har hé diéu hanh la Palm
0S vi Windows (Dong trén cung). Tir day ban cd the v
voduvét qua noi dung chuong trinh ¢ Browse CD - Theo
chiing 161 1a khong can thiét), hoac loai bo viéc cai dat
(Tixin) hodc ticp tue viée cai dat bang viéc nhdn chuot vao
ot trong 2 dong trén cung tuy theo ban ¢é hé dic¢u hanh
nan. Vi phan 16n cdc may tinh @ Vict nam 1a l1a ding
Windows nén ching té1 khong co v dinh dan ban sa vao
inot hé diéu hanh khac, khong phai muc dich cia cuén
sach nay. Hay nhdn ti€p vao muc Install Norton
vntivirus 2001 Professional Edition va clra s6 sau day sé

st heén:

9 symantec.

Norton

‘ﬂ. wadal Fise
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Sau bude Kigm tra hoian tat 100% 1a cua 6 uép theo
yéu can ban xic nhan viée ticp tue hay huy bo. Nhan ticp
vito nat chon Next dé tép tue. Xuat hién cira s6 nhu hinh
dudi. Trong cira $6 nay. véu cau cha vice cai dat la ban
phai theat khon tat ca ciac dng dung dang chay trude khi
tien hanh vice cai dat thue su. Viée nay anh huong 15 10c
do can dian cung nhu tinh chinh xdc khi chuong trinh thue
hién viee copy d licu tr cac file nén vao thue muc cai
dat:

Nio, hily thodat khor Word, Exel.. v nhan Next dé
ticp tuc. Mat cira 50 hoi ddp vé tinh phip IV cla chuong
trinh & hi¢n ra (Trang sau):
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Hiy chon Yes dé xuat hién cira s6 tiép theo:

Noiton AnliVirus Prolsssional Edition
B e et
i

Theo mac dinh chuong rinh s€ 1ao ra thu muc riéng
la Norton Antivirus va dat rrong C\Program Files. Ban
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ciing ¢6 theé iy v dat chung ¢ mér thu imuc khéce bang
vice nhin vio ndt Browse. Néu khong muén thay doi g
thérn, sau khi nhin vio Next. cira s sau € hién ra;

Tiép tue vai viée nhan vao Next, viée copy duoc thuc

liién:
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Rat cin than vdi chudt lac nay dé phong ban sé nhin
vao nut Cancel va vice cii dat s¢ bi huy bd ngay lap tue.

Sau khi copy xong toan bo chuong trinh tr dia CD
viio may, chuong trinh s& hoi ban mot o thong sé ve
ding ky st dung. cdc chi 1iét lién hé... nhu hinh dudi dayv:

Hav nhin vao Skip dé bo qua viée dang ky (Vi chiing
ta phan 1dn sir dung han End user).




Chuong trinh s€ hoi lai ban mat lan nita yéu cau ban
sie thue vice bo qua cic thong tin dang ky. Hay nhan
Yes. Man hinh sau s¢ hicn ra:

Ching toi chac chan ring ban dang sir dung Email
(Thu di¢n tir), hoac chi it ra thi cling s€ sur dung. Hay
Jiinh dau chon lua vio Enable Email Protection va nhan
Next. Viee nay khong hé dnh hudng gi néu may cua ban
khong b thiet [ap chuong trinh Email.  Sau khi nhan
Next. cita <0 yéu cdu xdce nhan cich thie Update c6
thong bio hay khong ¢6 thong Tvio cho ngudi st dung
Biet hién ra nhu hinh dudi. Chon Noufy me when update
are available dé dé quan 1y cong viée cap nhat sau nay.
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Ban cé thé chon. hoac bo ca 2 muc vio trong clta ¢d
nily dé cé (hoac khong) biéu tuong chucng trinh trén
Deskiop va mot file text hudng ddn viec st dung. Chon
Nexl ep dé xudt hién cla s Ucp theo:

Vigée cip nhat ¢é the dude lua chon ngay sau khi cai
dat hoac khong 1uy thuoce vio viée ban dianh dau chon
cho dong Run LiveUpdate after installation. 1ay chon
muc Create a Rescue Disk set dé tao bo dia khoi phuc hé
théng (8 dia). Ba dia nay rit dic dung cho viée khoi phuc
he thong sau nay néu chang may hé thong cua ban bi sup
do vi mot 1y do bat can niao dé. Cudér cung la Scan for
Virus after Restart ching 101 cling khuyén ban nén chon
d¢ quét virus ngay sau khi cai dat xong hé théng. Hiy
nhin Next d& xuat hién ctra so cudi cung nhur hinh dudi:
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Viée cai dat da hoim 14t Bin <6 thé cho hiéu lue
chuong trinh ngay bang vice nhan Finish hoac chon No, |
will rétert my computer Later vicsian Tiosh néa v 1Y
do nio do Khiome cho phép ban it man ngay Lip nic.

b. Thi¢t dat hé thong sau khi cui dat,
# (Cac chue nang téng quan

Sau khi vi¢e car dat hodn (. néu ban chon du e
option. chuung trinh s& o cho ban 3 phan tal (shovteon
tr Startbar, Desktop vit menubar phia dudi min hunh.
Trong Startbar. d¢ v dong lénh Norton Antivirus 2001
Professional Editon 1a shortcut tuong utng van cic bicu
trong (icon) rén Desktop va menubar phia dudi mén
hinh. Kich hoat imét trong 3 phim tat nav d¢ xuwit leen
cua so giao dién chinh. Mic dinh, cua so Svsten status
cua h¢ thong s¢ thang bio cho ban cic thong so tong
quan hién tat dang duge thiet lap cua chuong trinh .
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Trong trudng hop cu thé nay, hé thong thong bio nhu
sau:
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Norton A rrtiVirus 2001
I _ — Froleasionel B itiee

7. Svstem Statuy

Your system 1% protected: He thong dang duoe bao vé
bai chuong trinh.

Virus definitton: He thong da ¢ap nhat duge cic loai
virus xuil hién tai ngay 26/06/2002

Full system virus scan: Hé thong da duoc quét toan
hO bot chuong trinh cich day 1 ngay

Quarrantine contents: Ket qua lan quét cudi cung gin
day nhat xdc dinh: Khong ¢ uép uintfiles) nao phat hién
co virus ma khéng dict duoc

Automatic LiveUpdate: Che dd cap nhat théng tin
virus mon da duoc kich hoat.

Last Virus Found: Lan phdt hién Virus nhiém vio hé
thong gan day nhat cach nayv 10 ngay,

Number of virus definition: $o luong da biét va ¢6 the
diét dén thon diém hién tai la 61470 loai virus.
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Update Service for virus protection: Thot han cho
phép chuong trinh tiép we dive cap nhat thong tin virus
con lm 1a 301 ngay. Co nehia 14, tinh tie théi diém hicn
tai, 301 ngay sau ban phai tra uén thém dé Svmantec ticp
tue gia han s dung chuong trinh ¢ho ban. 11éu nay
khong ¢6 nghia la ¢huomg trinh khong ¢ kha nang
phong va dict cic loai virus dii dwcic cap nhat ma chi li
khong cho ban cap nhat thone tin mdi vé virus néu ban
khong chiu chi tra théem ma thén. Ban khong phdi ban
kKhoan lo ling vé di¢u nav. Va ngudi Viét Nam, khii
ni¢ém ban quyén cua cic chuong trinh. nhat 1a cdc chuong
trinh do ngudi Tay viér thi hau nhu khéng ¢o6. Ban cir
viée vo g bo chuong trinh va cai lai dé cé mot thoi
han sir dung tiép the 1a 367 ngav.

2 Emeni Status

Trang that bao vé cic tiai khoan thu dién tr xuat hién

nhu trong hinh duai:
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-
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Trong hé thdng cla ban cd thiet 1ap cidc tai khoan thu
dién tir ciia 3 ngudi dung khac nhau va déu dugc bao vé
bai chuong trinh chéng virus. Cu thé:

Email accounts are protected: Tat ca c4c tai khoan thu
da dugc xac lap ché do bao vé chéng virus

Manualy configured accounts: Tat ca cdc tai khoan
thu di dugce thiét dat ché do bao vé bdi ngudi quan tri hé
théng, khong phai thiét dat wr dong boi chuong trinh.

Microsoft Qutlook Express:

cuongnt@supportl.van.vn: Cdc thu cua nguot dung
cd user name la cuongnt st dung bdai chuong trinh
Microsoft Outlook Express sé duge bao vé chong virus.

Tuong tr doéi véi cde tai khoan thu cua
dkien@vnn.vn; thangnh@support! .vin.vn.

3. Scan for virus

Pay la cira s6 thong bdo céc tai nguyeén trén hé théng
ma chuong trinh cé thé quét, bao gom:

Scan my computer: Quét tat ca cic thiét bi luu trlr
trén may tinh, bao gédm 6 citng, 6 mém, RAM...

Scan all removable drivers: Quét 14t ca céc 6 dia cd
thé di chuyén dugc nhu cic 6 mém, 6 kéo dai, ké ca
CDROM.

Scan a flopy disk: Quét dia mém.

Scan driver: Tty chon quét mot hoac nhiéu 6 dia.
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Scan folders: Chi quét cdac thur mue nghi vdn ¢6 virus.

Scan individual files: Quét mat file chi dinh cu thé

Chi L€l nhu trong hinh trang bén:
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Fiarsuional Edaian

4. Reparts.

La cua so giao dién hién th tat ci cic hoat déng trudc
d6 chuong trinh anti virus di thue hién, cu thé nhu hinh
dudi day:

b Sorton Anbiviras Brole- wonal Sdibon
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View and manage the items in quarantine: Xem va xur
Iv (n¢u thay can thiét) cic file hoac folder ma chuong
trinh quét di phdt hicn ra nhung khong the diét duoc
virus ma chi cich ly ching khong cho phép cdc chuong
trinh khic ¢6 the truy xudt.

View the log of Norton Antivirus activities: Xem.,
kiem tra cic hoat dong da dude thue hién boi chuong
trinh Norton Antivirus.

View the list of wviruses that Norton Antivirus s
protecting you against: Kiem tra danh sach cic loai virus
hi¢n thow churong trinh dad nhén biét ducsc.

5 Scheduling.

La cua s6, ma tir do cho phép ban thiet dat mot so
hoat dong thuong I¢ caa chuang trinh. Cdc hoat dong nay
s¢ wr dong chay vio dang gio, ngay nao dé do ban xac
dinh truse. Trong vi du nav ban s& thay nhu hinh dudi
day:

- et om At 1P Prode svionst F s . [ 1 =
LR TR e - Hen
Huvten Ansitine R Sehethihng

Norton AntiVirus 2007
Frobd e 11 @n
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Trong cot Event name ban s€ thay 2 dong chitc nang
do ngudi sir dung thiét dat. Cu thé trong trudng hop nay
nhu sau:

Quet virus: La hoat dong quét tit ca ciac bo phan luu
tr trén mdy tinh duge tu dong thuc hién hang ngay
(Daily) vao lic 12 gio trua hang ngay.

Cap nhat virus: La hoat déng két not t61 trang Update
cha hang Symantec théng qua mang Internet dé cap nhat
cac loat virus méi duge hang phat hién cung cac théng so
ctia ching dé chuong trinh c6 thé phat hién va diét khi hé
théng clia ban ¢d nguy co bi nhiém.

Céc hoat dong khic (events) ban c6 thé tiy y thiét dat
thém nhu chay mot chuong trinh nao dé vao mot thoat
diém nhat dinh thong qua chuong trinh chéng virus nay.

6. Advanced Tool

Khi cai dat chuong trinh Norton Anti virus, chuong
trinh sau khi cai dat sé tr ddng thay déi thing rac ctia hé
thong v6i mot sé chiic niang nhat dinh nhu chi dinh
chong xda cic file trong thung rac, khoi phuc cic file da
bi x6a. Cic chic nang niy cé thé thay déi khi ban vio
muc chon nay. Hinh minh hoa duéi day sé chi 1o chi tiét
cac chuc nang dé:
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Norton AntiVirus 2001

UnErase Wizard: Khéi phuc lai cac file da xda trong
thung rdc.

Wipe infor: (Gia tri mace dinh (Fast wipe) la cho phép
ban x6a cdc file hay folder bang tr1 zero, thay vi chi Joai
chung khoi bang cap phat file hay thu muc cta hé théng.
Ban c6 thé xéa sach hon bing viéc chon phuong thitc xéa
3 lan (Government wipe):

Lan 1: G de tri 00 [én 14t ca cac file can x6a

Lan 2: Ghi dé tri FF 1én c4 file da x6a mét 1dn nira

Lan 3: Ghi de tiép tri AA 1én cdc file da xoa.

S& d1 phuong phap nay ¢6 1én Government la do xudt
phit tir phuang phdp bao vé bi mat trong tiéu huy tai liéu
cua chinh pht My. Viéc ghi dé nhieu ldn nhu vay sé
khong co cdch gi khoi phuc lai duce cac dir iéu ban dau.
Tién fch nay rat co 1oi khi ban khong muén cic ké 16 mo
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nhom ngd vao cdce tai liéu ma ban da tiéu huy trén may
cla ban

« Xac lap cau hinh cho Norton Anti Virus

Hé thang ma ching ta vira xem xét la da ¢ kha nang
bao v¢ tuong déi tét vai cac thiét dat wong doi hop 1V
Nhung dé ¢6 duoc nhimg thiét dat nhu vay. sau khi cai
chuong trinh, bude long ban phai v thi¢t dit bang tay.
Be lam duge viée nay, ban vao muc Option dé xuat hi¢n
clra 50 thiet dat hé thang nhu sau:

Opkioas for Norton Antivinus 2]
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Hiy lan luot chon timg muc trong clfa sO niy dé thiét
dat tuy theo ¥ coa ban, cu the:
[ Svstem

- Auto-Protect:



Options for Morron ANEVees
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Vai khia nang tin phd nhu hién nay cta virus. ban nén
chon ché do tu bao vé duoce kich hoat ngay khi vira kha
dong hé théng. quél bat ké file hoac folder nao khi ching
duoe ma, tr stra chira [6i(néu ¢6) va nén dé ché do nhin
thay biéu turong cla ché do bao vé dugc hién thi o phia
dudi man hinh dé¢ ban dé kiém sodt nhu ching 161 da

chon Iua o hinh trén.

- Senipt Blocking

Ask me what to do: Ngédn chan co kiém sodt

Stop all suspicious activities automatically and do not
prompt me: Ngin chian d ca moi ma lénh Scrip ma

khong cin thong bao cho ngudi sir dung
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Trong moi truong hop, ching 161 Khuyén ban nén
danh dau muc chon niy d¢ phisrg ranh su tan cong 1
(rén mang bt vice cho di hanh cde down md eénh Scrip
uen he thong cua ban phan lon klidng phar do ban tao ra
ma dich thue chiing Y ohimg con sau Internet. Ching 1o
khuven ban phdng xa bane ciach cho Tucu hye kha nang
ngan chan viée 1thi hanh cic ma lonb nay. com tiy thude
viio ViEe ban oo Kiem soat divie 1t ea cac Scrip hay
khong mi ¢chon chire nang ngan chin tat hoac ngan chin
cé kigm sodt phu trén man hinh.

- Manual Scan.

Khi thue hién vige yuét bing tay. 10t nhil ching o1
nen khuyén han chon nhie man b ben:
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Vai lya chon nay, ban s quét duac cac viing ma ché
do tu bao vé khong thuc hién nhu MBR (Master Boot
Record), DBR (Disk Boot Record), quér 1at ca céc file
(K¢ ca file nén) va ciing nén dé ché do wong tac (Ask
me what to do) dé dé phong viéc ban x6a mét cdc marcro
do chinh ban tao ra.

- Exclusions: Loai trir

Mat sé loai file véi phidn mo rong (dudi) dac biét
trude day Symantec cho rang khong cd kha nang lay
nhiém, ching han cic files ¢é phdn ma rong 1a DBX, nén
dé 1ang toc cho qua trih quét Symantec da dat sdn viéc
loat trir khong quét cdc file loai nay nhu hinh trang sau:
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Nhu ching 161 da ndi. phong hon 1a tranh tot nhat hay
chon Exclusion list 1a tring (Chon remove tt ca cdc duoi
da dugc liet ke rong Exclusion list) dé cho chuong trinh
quét tal ca cac files trong may.

2. Internet

- Email Protection

Mat trai ciia mang Internet, nhu ching toi da néi. la
ngudn gbe cla hiau nhu moi su phd hoat bai virus th o
qua phuong tién Email. Hay xem xét hinh minh b
day dé thiét dat cho phi hop vdi hé théng cur
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Mot trrdmg hop. néu rén may cua han thiét dat bhao
nlucu prolile (Tuy chon ritng cha ngu ding trong cling
met oy duneieta newii dong thy biy nhiéu su bao vé
can duoe thict dat. Trong Action. nén Jd¢ chon mue Ask
me what 1o do.

- Wel Proweting: Bao vé trinh duyét

Nem hinh minh hoa (trang bén), chung ta khong thiy
trinh dovér Internet Bxplorer trong muce het ké cde trinh
duvét can duoe ban vé, con chite niang bao vé cho
Netscape Communicator tht by méy di, v do la vén céde
phi¢n ban hé diéu himh cha Microsott, Symantec da thict
dat ch¢ & bao ve neim dinh cho T(lnternet Explorer)
cho nén ban khong pha: chon mue nay néu nhuo may coa

" khong cat mot amg dung duyét web thd hai la
SMmuUnIcALr,
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- LiveUpdate: Cap nhat hé thong.

Hai lua chon can thi€t dar trone eue vee e cip nhat
khong can thong bao(Apply update wilhovn terrupling
me) va thone hio vide ¢dp nhat the o Ll 48 dinh trude
(Nouty me when update avarlable: Sea oo od i clion
mem déo mot trong hat. Hay lua chon o cap nhin
khone cdn thong bio khr hé théng cua ba dooe bt noi
true tiép vai mang Internet va kht ban khdng pia quan
tAm dén viéc phai tra cude phi truy nhap mang. con néu
viee lén mang dong nghia véi vide ol i tdn truy cap
theo timg phit thi 161 nhat nén lua chon vice update ¢6
thong bido vi kha ndng cdp nhat cdc vims mdi cua
Symantec khong phai 1& ludn luon duge thay doi lien e
hiang ngay. Ban hiy vao trang web o ho de kidm tra

151



trude, néu thdy co thay déi hiay update dé tranh ling phi
tién truy cap mang. Xem hinh minh hoa dudi day:

Optians for Nartan Ankiirus

System
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el it
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3. Cde hea chon khde
- Alerts: Canh bao

Ca hal muc lua chon Sound an audible alert (Phét ra
tiéng bip khi kiém tra thay c6 virus) va Alert me on start
up if my virusdefinition are out of date (canh bao chuong
trinh da hét thoi han st dung, can phai tra tién thém) déu
nén danh ddu dé dé theo dai va quan 1Y moi hoat dong
cua chuong trinh. Nhu ching téi di noi, théng thudng
mot khi chuong trinh cua ban hét thoi han si dung. don
gian ban chi cdan g& bo chuong trinh va cai dat lai, Lam



nhu vay 1a bat hgp phiap, nhung dov var phian maem end
user (Cho ngudi ding cudi cing) cuia nude ngoil, wong
di¢u ki¢én cua Viét Nam 1a, ching 161 hoan nghenh nhimg
vice copy nhu vay.
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- Activity Log: Tao cdc file nhat ky

Hay xem hinh minh hoa (Trang sau). Trong hinh
minh hoa nay, chiing 161 da lua chon hiu hét 11 ¢a cdc
muc. bao gdém Virus detection (Nhan biet virus):
Quanrantine acuvity (Cic qua nnh ngan cach cic files
hay folder sau khi diét trir virus khong thanh céngy:
Virus-like activity (Cac hoat dong khde cua mdt <0 g
dung chuong trinh nhan biet khong phar Lo «irus nhung
¢6 nhimg biéa hién giong virus): Completion of manual
and scheduled scans (Liét K¢ ciac hoat dong quét virus
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thutmg kv vi khone thuong ky da hoan thanh): Boot
record inoculation activities (Cac thong bdo vé qud trinh
khoi dong hé thong): Limit size of the log file to 50 KB
(Xdc lap kich thuoe 2idi han caa file log khéng vuot qui
50 KB). Phdn Access denied errors (Cic 161 khong cho
truy cdp cac files hodc folder) khong duoe chon do cac
file log chdng ta chi gidi han kich ¢& & SOKB, con néu
dat file log ¢6 kich ¢@ lém hon nita thi s¢ rdl khé ki¢m
sodl, Tat ca cic muc log nhu vay duoc dat trong mat file
c6 dang text vai €n file 1h Activity.log. Ban ¢d thé wy ¥
d6i tén file nay thanh virus, hay quetvirus cho dé nhd. dé

Luu v: Cic logliles nay ban o thé xem ching bing
cac chuemg tinh soan thao vin ban nhu Notepad,
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Winword.... Thong thuong dung Notepad v chuong trinh
niy tho gon hon Woid nhicu.

- Advanced Tools: Cdc cong cu tién ich khdc

Xem hinh minh hoa dudi day:

Nhu ching 180 da ndi. sau khi cai dar Norton
Antivirus, ban than chuong trinh s& wr dong cau trac lai
thing rac cua hé théng. trong dé quan trong nhat o viéce
tao ra mot ¢ "kho" cua ricng Norton. Kho nay nham luu
gilt, bao vé cic files di bi xod mot cich nguyén bin. Ban
cO thé tuy ¥ lra chon hoac loai bo cdi kho nay bing cach
viao Modify Recycele Bin Properties. o day, Norton tao ra
2 nuirt tat, ching 101 cho ring hoi thira vi ban than moi niit
déu di co da cdce sheet cha nit kia.

- Inoculation: Phong bi truoc



Xem hinh durdi:
ul‘!iﬂl ot Norton AntiViews
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Trong moi trudng hop lwa chon phong by can phai
duge kich hoat bing viée danh ddu muc chon Inoculable
boot record. Vi virus dugce sinh ra hing ngay. hiang gid via
khong mét chuong trinh update nio cé thé ngay l4p nic
cap nhat du ngay cho ban, chinh vi thé Norton dua ra cho
ban canh bdo nay dé co thé xtr 1y khi chuong trinh nghi
n2d hé thong cua ban nhiém virus nhung khong xdc dinh
duge do la loai virus gi. Khi nhan duoc théng hio nay.
ban ¢in ¢d bién phdp khan triong lién hé véi cdc chuyén
gia dé ¢o loi khuyén hdiu dung nhat.

- Scheduling: Lich lam viéc.

Xem hinh vé dudn day:
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Phin nay chuong trinh cho phép ban dat cac lich cho
cac cong viee khic nhau. bao gém: Start Norton Program
Schedules when windows startup (Khoi dong cic cong
viée theo lich dinh trude); Show the Norton Program
Schedules tray dicon(Hicn thi shortcut lich lap trude phia
dudi man hinh): Run miss events ar startup (Chay tat ca
ciac ing dung theo hich ma vi mét ly do nao do lan khoi
dong trude chua chay hoac bi ngat): Confirm before
closing Norton Program Schedules (Xic nhan moi thict
lap ¢ hiéu lue ngay sau khi déng cira 56 chuong trinh
Norton Antivirus). ¢ man hinh vi du trén, chung 101 c¢hi
chon 2 muc cuor. Hai muc dau khong duoe chon vi ly do
lam giam nhe ganb nang cua hé¢ thong khi khoi dong
may.
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- General: Cac thiet dat chung khic

Xem hinh minh hoa dudi:

Senpt Faschag
E M Sees
Elaal g S,
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dgwanced Tool
P udatron
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Phan nay bao gom cdc muc ¢

Back up a file in quarantine before altemping a repare
(Sao Iuu tar ca cdic files ¢ nhidm virus trude khi tién
hanh sira chita ching): Enable password protection (Thiét
dit mat khiau coa chuong trinh Norton Anti virus):
Display the logo screen when starting the Norton
Antivirus (Hién thi logo cta ban hang khi khdi dong
Norton Antivirus) vi cuoi ciing 1a Enable plug in (Pam
hio cho cic tng dung cia Microsoft Office Khong co
xung dot var chuong trinh phong chong virus). Trong
hinh vi du minh hoa, ching toi chi chon lua cde muc | va
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401 1y do vide tao mat khiu cho chuong trinh o8 giy kho
Khan cho nhicu ngusi ding chung mot mdy tinh va viée
hien thi logo ciia bidn hding wrén man hinh thue su khong
dem lar loi fch gi cho pguoi ding méa chi mang tinh
guang cdo cho chinh ban hing ma thor.

¢. Quét virus

Viée quét virus rit don gian. Chuong trinh hau hét la
lu déng chay vio cde gio nhat dinh sau khi ban xac lap
phian Schedule. Tuy nhién, doi khi ban van phai thuc hi¢n
quét bing tay (Vi mét 1y do nghi ngd nao dé). Ban chon
muc Scan for viruses trong cira s6 giao dién chinh, iy
chon c¢ac 6 dia hay folder ma ban ¢d ¥ dinh quét. vi du
bun dinh quét & C cla hé théng nhu man hinh minh hoa
duan day:

Scan Drives

®

& 3% Fappy |A.)
Car= N
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Nhin vio Scan d¢ ra lénh quét win bo 6 cung. Min
hinh trang thdr sau Khi nhiin Scan s¢ cé dang nhu hinh
rang sau:

Qua 1rinh quét ¢d the dién ra nhanh hay cham wy
thude vao so luong files ¢6 trong 6 C. Thong thudng, néu
khong cd van dé gi thi qua trinh quét kéo dai khoang 15-
20 phit cho khoang 30.000 files. Néu trong qua trinh
quét chuong trinh phit hién mdt s6 files nao dé bi nhiém
virus thi mdy s€ dua ra cdc man hinh trang thdi yéu cdu
ban xtr ly, néu ban dat gid tri Ask me what to do trong
tham s& Action cta hé thong. Kél qua mbi lian quét sé
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duge dua ra boi mot man hinh trang thi, vi du nlhiu hinh
dudi day:

Min hinh trén biéu 16 két qua qua trinh quét nhu sau:

Summary (Téng két): Khong lim thay virus.

[tems Scaned (Déi tuong quét): o C.

Memory (B6 nhd): Da quét xong.

Files type (Kicu file da dugc quét): Tat ca cic
dang file.

Other setting (Cic xac lap kiéu file khdc): Tat ca
cac file nén déu da duoc quét.

Scan time (Thdn gian quér): ! giay (Pay la chuong
trinh vi du nén chang t6i chi dua ra viéc quét minh hoa,
Than gian quét thue t€ s€ lau hon).
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Cic thao tac chuong trinh da thuc hién (Action):

Da quét MBR (Master Boot Record); DBR (Disk
Boot Record), khong phat hién c6 161 gi. Khong sua
chita, cdch ly hay xod mot file nao. Ban c6 thé yén tam
déng chuong trinh

2. Norton Antivirus 2002 V8.0
a. Cai dat Norton Antivirus 2002.

Vé cin ban, viéc cai dat ban 2002 khong khac gi s6
vGi ban 2001. Tuy nhién vi Ia version (ddi) sau nén ban
2002 ¢6 mot s§ cai tién kha tét, chay nhanh hon va nhat
la khéng thay ddi cic théng s6 Email lam nhiéu ngudi
trong qué trinh s dung rat khé chiu. Ching t6i cho ring
viéc gidi thieu lai cdch cai dat ban 2002 1a khong can
thiét, ban c6 thé tr dong 1am duoc sau khi di biét cach
cai dat ban 2001, vi vay chung toi s& khdng gidi thicu &
day ma taap trung vao viéc xac lap hé théng sau khi ban
da cai dat thanh cong ban 2002.

b. Xac lap cac thong s6 hé thong

Gia str rang, ban da cai dat thanh céng chuong trinh
Norton Antivirus 2002 Version 8.0. Dudi day la giao
dién chinh cua chuong trinh:
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NAV 2002 wong thich vai Windows 9x/ SE/ ME/
NT/ 2000/ XP vit d¢ str dune dii vin o neudai. Chuong
minh khi thudng trid €6 the (v dong ngan chan moi loai
Virus (macro viruses. bool  sector viruscs. memory
viruses, Trojan horses. worms, code pha hoal...) ¢o trong
o cimg, © mém hay cic ung dung/file khi ban truy xudt.
Kicm tra it ca thu, file attach. tai vé 1 Internet, ké ca
Java Applets va cic diéu khicén ActiveX. B¢ chi dinh cée
thong ~0 hoat dong miic dinh cho NAV, ban bim nit
Opnions. Trong hop thoai Opnton ban chd v xidce 1ap cdc

IMUe sau:

1 Auto-Froredr
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- Xem ctra s6 trang thédi hinh bén ta thay phan How ta
stay protected ¢o tiat ¢ cde danh mue déu duge cho hiéu
lue boi ddu chon lua, bao gom:

* Enable Auto-Protect: Cho hiéu luc viéc bao ve
Virus tu dong.

* Start Auto-Protect when Windows startup: Tu dong
chay chuang trinh bao vé mai khi khoi dong Windows.

* Show the Auto-Protec icon in the tray: Hién thi biéu
trong ché do thutng tri & gée phat bép dudi man hinh.

I¥ Enable sulo-Frotect (recarmmended)
~ Stan Auto-Prolectwhen Windows starls up (recommendead)
¥ Show the 2uto Pratect icon i tha tray

e Wetertn MIrUs 1s Tounds-s -

i~ 5L|mr‘nat|-:ally repair tha infected file (rec ommenda d)
€7 Tryto repair then guarantine (Tunsuccessful
¢ Ceny access to the infeclad file

¢ Carnprehenswe file scanning (fecamrmended)
& Zcapfiles using Smanscan Custarnize.,

- Phin How to respond when a virus is found duoc
dianh diu chon muc Automatically repair the infected
file: Tu dong téu diet Virus néu phat hién ra. Néu
chuong trinh khong thé tiéu diét duvc Virus nd s& wr
dong thong bdo va cach ly (di chuyén file vao folder
Quarantines) cac file bi nhiém. Néu file khong thé cach
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ly. chuong trinh s¢ "khoa™ file khéng cho ban truy xuit.
Cac file bi nhicm Virus 58 duoc sao luu vao 1 thu muc
dac bi¢l va cdc ban co thé kiém tra bang chic nang
Quarantine trong Folder NAV nhu hinh trang bén:

£ Marton Arti¥irus Quarantine - Backup lterm {2}

Fir fcton few Help

P B £ 8 x A ¥

dodPem  Prgertes Foow 8- Sagoellen Desiebas capee ce o

g e e ramt Cregalshn  Quasnited Stmeres Gs Y Neme
| B i et e
| 3 Backup Ren ()
| R N TR B

O iosians L, L0 ein. . vl kbmte  Bour  WI Mapl D

* Try to repair then quarantine if unsuccessful: Ban
chi dinh muc nidy néu ban khong mudn cho NAV diét
Virus 1 dong ma ¢lu ¢dn cach ly chiing.

* Deny access to the infected file: Khong diét Virus,
khong "cich Iv" nhung "khod" file khéng cho bt cu
chuong trinh nao truy xuat.

Phan Which file types 10 scan for viruses bao gom:

* Comprchensive: Kiém tra tit ca céc file khi quét
Virus nhu man hinh trang bén. Trong cdc ki€u file da
duoce ligt ké ¢6 thé khong ¢ mot kiéu file nhat dinh nao
dé. Ban ¢d thé tuy ¢ thém kidu file quét nay vao trong
danh muc bang cdch nhin viio New.

* Scan files using SmariScan: Kiém tra cic loai file
cd phian md& dong do ban chi dinh trong danh sach dé
tang téc do quét. Ban thay doi danh sdch ndy bang cdch
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bam it Customize. Co mot s6 mav tinh do muc do quan
hé va trong tic van cac hé théng khac nhat dinh nao do
nen hine nhu chi nliém mot vai loai virus nhat dinh. Lua
chon fiéily giip cho ban giam thiu thdi gian ngdi quét
virns. mot s chds doi hét siie budn té va nham chdn.
& MNarton AntiVirus 2]
» boln

=1

= [T N
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2 Scriprblocking.

Xem man hinh dusi day:

~ How to Stay protected from malicious scripts
F Enable Scrpi Bioc

ng (recommended)

How to respond when a malicious script is found

< Askrmewhatio do (recommended)

¢ Slop all suspiciaus activities and do not prompt me

196



* Enable Script Blocking: Cho hicu lve chiue nang
"nudn chan” ma 1¢énh seript pha hoat trong file. Trong vi
du nay chixe nav duge chon vi 1y do cic con sau Internet
v cde cong cu Senp dang 1a moi nguy hicin lop dop vin
mor L thong midy tinh.

“ Ask me what to do: Canh bado Ko phat hién thav
cac ma senpl "ac tinh" trong file. Cho shep ban aatme.
chiy thur, cideh by hay "cap thong haeh™ chio 0 de ki saw
chuome trinh khor canh bio.

# Stop all suspicious acuvities ! o ol pronpt mg
Cho phép chung, tinh wdn guass neae clae . cac e
seript md khong can "hor han™ gica
3o Mol Scan

Nem cian hnnh rang thal duaen s

What items 1o sce‘t_\’l!‘l addition to liles
F BHootieg args
¥ Master bootrecords

How to respond when a wvirus is Tound

& 2otomal cally repalr the infacteo Ule (e o :.-,._-n_j.---:_- .
 Askrmewhatlo do

O Tryl repatr then guarantie © -

_~WWhich fle lypes to scan Tor viruses

+ CamprebhEnsive flle scarming (o eore e s e
1

[ _
| I L S

7 Aranfiles gsng Smartscan

¥ Scanwittnn compressad files

* Cho phép tg dong quét Memory (¢l hiea hire doi
v6i Windows 9x/ME), Master Boot Records ctia & cimy
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v Boot Records cua ¢ cimg/o mém méi khi chay chuong
trimh.

¥ Cho phép tr dong diét Virus néu phdt hén
(Automatically repair the infected file), hor ban cdch xu
Iv (Ask me what to do), hay cich 1y hodc xoa file nhiem
virus(Try to repair then quarantine if unsuccessful).

* quét tat ca file hay cdc loai file theo danh sich dinh
trudic {Scun files using SmartScan). Va cho phép quét ca
file nén (danh dau chon) hav khong (Scan within
compressed files).

d/ Exclusions:

* Lap danh sach 6 dia/ thu muc/ nhém file/ file can
loai trir khi quét virus,

4. Email:

Xem man hinh trang thai bén dudi day:

I Scan mncorming Ernal (recommended)

™ Scan gutgoing Email (recommended)

:How to respond when avirus is Tound

@ Bulurmatically repair Ihe aeclea file (recommendad)
" Ask me whatta do

 Trytoreparr then guarantine il unsuccessiul

What to do when $canning Email

I Protectagamst ireouts when scanning Emall (recammeancard)

[# Cisplayfray icor when procassing Email



NAV ¢ thé kiém tra Virus trong cac phian mém guin
ly mail: Microsoft Outlook. Outlook Express, Netscape
Messenger, Netscape Mail hay Eudora Light/Pro.

* Scan incoming Email: Tu donz qudét tat ca thu nhan
Vvé.

* Scan outgoing Email: Tir dong quét tdt ca thu goi
di. Chi dinh ndy nhim ngan chan cic virus dang nhiém
tun mdy ban bi mat goi thu cho ngudn khidcana ban khong
kiém sodt duoc. Néu mdy an i thi kheng nén chon
muc nay dé vice gii thu duroe nhanb hon,

* Protect against tumeouts...: Clo phep guet tro L khi
viéc truyén thu bi gian doan.

* Display tray icon when procewsing il Hien thi
bicu tugng qua trinh quét Email tronye khay he thong,
¢. Quét Virus:

Xem hinh dudi day:

= HNorton AmVin

e - . -
Mortas Antivine ] Scan for Viiuses = .
] Tewn oo - Tash Scirede |
Scanforiuses)q4 | B Sranarinnibe
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Rasaar | G Bean m fop deks !
B socomer P
) fear tiners
N Scar mas |
B i nghaemn |
R ) SN, . A
RGIOAA. L . 1 iaeemr ., Greede tea |
vEvan r e Ll e leiels Vo |
T . Norton AntiVirus2002
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Trong man hinh chinh cta chuong trinh ban chon
lénh Scan for Viruses. sau dé chi dinh 6 dia/thu muc/file
can kiém tra biang cdch bam kép chudt vo cac muc tuong
tng (hay bam niit Scan) dé ma cira 6 chon lya. Cich
nhanh nhit 1a vio Windows Explorer bdm phim phai
chuét vao 6 dia/thu muc/file réi chon lénh Scan for NAV.
Chuong trinh ciing ¢ tao 1 biéu tugng trong Toolbar
Link cua internet Explorer.

Wizard

NAV cung cdp 1 chiic nang dac biét goi | Wizard dé
gidp nhimg ngudi thudng xuyén phai kiém tra virus cho 1
s6 6 dia/thu muc/file nao dé, né cho phép tao nhiéu "mau
quét" d¢ sau niy khodi mat thoi gian chon lua lai.

Ban muon chay Wizard, bam chuot vao nit New,
Wizard s¢ dhudng din ban qua timg budc trong viéc
chon lira va dat 1&n cho "mau quét”. Ban c6 thé sia chita,
hay xod bd "mau quét” biang nit Edit va Delete. Sau ndy
ban chi can chon t1én miu réi bam nut Scan dé tién hnh
kiém tra virus.

d. Cap nhat hang tuan

Viéc cap nhat Norton Antivirus 2002 V8.0 khong
khdc gi so véi ban 2001. Thuc ra. néu chi cap nhat cic
thong tin virus khong thoi (Virus Definition only) thi ban
c6 thé vio thang trang web ctia Symantec dé download
cac file date va dung chung. Tuy nhién. néu muén cép
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nhat cac thong tin chinh stra doi vai chuong trinh thi ban
van phai xdc lap ching nhie cach da lam va ban 2001,
Sau khi di xdc lap xong roi. bt o lie nio ban ¢é the
nhan nut LiveUpdate trén cda 50 giao dién chinh dé cip
nhat cac thong tin bo sune cho chuong trinh.

3. Mcafee Virus Scan
a. (Cai dat:

Meceafee Virus Scan co hieh thuoe kha 1on (353MDB).
diing chung cho 1at e cic han 9X0 NT, 2000, XP. nhung
bl L chav kha on dinh. khong gav 161 hé théng. Ba cai
dat duge dong gon  thanh mat file cod 6o la
vscenub.02.exe, qui trinh ¢ dat lvong doi nhanh, K¢ ca
dTa dang Autorun lan cic o copy déu sie dung chung
mot file nay. Kich dip vio biéu wong file cii dat, xuar
hién clra s6 nhu hinh dudi:

& McAlee VirusScan - InstallShield Wirard BT =]/

ILoyabon o “yave Fies
Wlere vreskd s ke o Sa== onn fies ’

eane moeer the frlder b sonsanr these Tles waeed 18 e Tnides soes o
maitr, roeall nn crmnend Lo ates Vocarres kel fie

S Ve s Foapme

L L R G WL S AR B

I T




Ban ¢6 thé thy v thay doi thu muc lam viéc cua
chuong trinh, hodc de mac dinh ching nhu goi v trong
Program Files. Nhan Next dé xuat hi¢n cua so 1iép theo
nhur hinh trang bén:

M_McAfee VirusScan - InstaliShield Wirard - + =|

Lalioctory Medas
R R T e o -t O B PR |

[

FRA A0 el b CFun [P 0l Faesh] W @] & el oty D D Cemeded Do owisd o B e
AR SL B G pTAN COrngedts TR s Takat B e Moty

Rnading rartends nf oackags |

Y [—

Sau khi kiém tra cac thanh phin cai dat khong c6 161
gi, chuong trinh thuc hién giil nén cic file ra thu muce da
chon nhu hinh dudi:

¥ Mcader Wwusscan - TnstaltShisk] Wisard e S =l

Extracting Files

Tha conterts of B Dackage are trey iy =xtsmled ,_:‘_.I"_}

Fitarie wail while [Me el al%hield ‘Wiad extrart s the Fles nesded bn mshall Medfas
Wi ST a0 On powr Compoler Thee may Tk e Fee rwments

Eslrotwwy LICTENSE. TT

et il st webed

b Fest =~ Camel I




Quda trinh gial nén cac file khd nhanh (Khodng |
phar). Sau khi giar nén vao Program File\Mcafee
Viruscan 6.02, chuong trinh cii dat s& ma cua so Liép
theo chiao mime ban chudn bj str dung chuong trinh:

PMEAls YirusCan will o be nstalled on yow comisger. 1o
cortrnme, Choh Mext.

AR RIRG TR [EOOE S i [ oF SET RS by Coemegrd L ared
warernananal teates

MCAFEE

[iseaag

Nhan Next dé tiép tuc. Mot clra so thong bdo vé cam
két ban quven st dung chuong trinh s€ hién ra. Ty theo
cam K€t cta ban vai don vi ban (Provider) ma thoi han ¢6
thé khidc nhau, nhung thong thudng 1a 1 nam. giéng nhu
cic san pham cla Symantec. Trong vi du niay, ban sé
thavthon han su dung la 30 ngay, 1y do 1a & day ching 16i
chi sir dung bin demo (Ban mién phi). N6 khong khic gi
tat ca cac ban licence (Ban mua nghiém chinh), ngoai tri
thoi han st dung chi duge ¢é 30 ngay ma thoi. Cic théng
tin nay déi vai hau hét moi ngwowif dung 1a khong quan
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trong. ban ¢o the tiv v tham khao hoac khong nhu hinh
dudi:

Lirense Aacgament

Uit e hasr eadime smpdame st ¢ o=te actepl o
D b

LG TR R | I FON S TTPC TSR TR N g

THS = al Bl 1A TINE, (O TE THIS SNF TwWAlE  “oumay Uees e
Ut e ek, b U b sy L AP wct b e d i rengst mthar busy the

A, e 10 Tl e e el A G et e 0 B Sy Connputiae S
sl Wyt

IOTE T A asee AR LY B A0 THE T ILLCAWINIG LE GAL
SLEEFAFMT ( "AARTF P rIT=1 FoOr T LICER.SE OF SPECIFIFD

TR RED D P hsadl LoD WENDy RETWIRE ASSOCATES
Fldi, (00 Shone™c BLy T et THe s R T R Tl TR NS TALLIRG THE
=TT kL Lok THE =k it A, O A TaGLE EMNTITN L]

[rechme J Acvep I

Hai ndt Decline v Aceept hén dudi yéu cau ban xic
nhin mat trong hai dicu kién: Hay bo hoac tiép tuc su
dung chuong trinh Mcale VirusScan. Hay nhan Accept
de tiép tue. xuat hien eira $6 hinh trang sau. Trong cita so
niy. ban phai lga chon 1 trong 2 kiéu cai dat:

- Typical Insstallation: Cian dat wan bd cac thanh
phiin clia Mcafee, bao gém khong ¢ chuong trinh
phong di¢t Virus mi con ca moét so tinh nang Khac nhur
firewall (Bue tuong loay, mot vai lua chon secunies
khic. Lua chon kicu ¢iu dat nay danh cho nhimg ngudi it
kinh nghiém. No s€ ta toan bo chuong trinh. s€ nang cho
hé thang vir hot thira vi chie chan ¢ motl so Gng dung ma
ban s& khong bao gits dung. Thira con hon thiéu. ching
101 khuyén ban st dung lua chon nay.
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Custom Insstallation: Ban s& nhin thiy mat loat céc o
can ddnh dau trong lya chon niy chi rang ban phi xac
nhin cac thanh phan ma Meafee <@ ¢ len he thone cla
han. Kicu nay <l dianh cho cic ban da co kinh nghiem
khong chr trong vice sir dung cae chuong trinh chong
Virus mi con phat [ ¢d kign thite teong doi kha ve he
thong vind dor hon ban phdi xéde nhan mot s0 van (¢ lién
quan 151 hé thongmay tinh cba ban. Tuy nen dai lai. hé
thong cua ban s€ rat nhe nhang vi chi s dung nhimg ¢
21 can co, Xem hinh dudi:

i Mcales Yirusscan - =171 =]

L Chbtise 1he srrup Pope 2 b b b ooy eoud reset

£ Uppieal trat altat on

B L - I "I e e e
et ey W e e o S e )

O Lokt eon Trstallal i

Speedy the Fe o e A1 e o il e s
ot allad Uar st

__v;‘_'i ] . ]

Kicu Typical la kiéu cai dat. trong dé chuang tinh s¢
cai dat tat cd cdc thanh phdn cha Mceafee. Vdi kicu
Customn. ban ¢6 thé twy chon dé cho chuong trinh car dat
ciie thanh phdn khic nhau (1lodc tat ca) tuy theo v cla
naudhi s dung. Trong vi du niy, chdng 6 chon kicu
Custom. Hay nhan Next dé xuat hién clra s6 tiép theo:
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tustornt Selup

Cusbormize the Me Alee i o st allaron

TEL TR 8l BLOE O et e

P MG A Fles\ Mo slee M A e e vr s foand

el Ewk L <Bawk | Hen | cannd |

Tai day. chuong tiinh yéu ciu ban mot 1an naa xac

dinh thu muc cai dat va lam viéc cua Mcafee VirusScan.
Dén day chic ban s khong cén c6 thay déi gi vi moi lua
chon di dugc ¢an nhic trude d6. Hay nhan Next dé Liép
tuc. Xuat hién cira sso nhur hinh dudi:

M Afre frewall Inst allarion
Lrsr sl e Al ma Eir g sh r

MCAFEE

Frodect coursell whebe (onres teo o Ehe neermes wath the rock sole sscurity o Medfen Firesall
Eairelon s, y# Feghiy sov e, MARer Fire—all saleguerth your PO connes ion to Uhe Interiet
e Ty DR wil LT, L b trcedern pale, oo Chaloal . MCATEw Fv sl Gresd o b
o Pl 1owols ypcas Pamel £ LOAE o] TR e e SO0 8D ared Cot Of woas S Feaedh The
Iodkineang rheckbox foonsr ad He AFae F e sl

I Dimtal MoAl=s Foewall

Set MuAl oo Frewalls destinat oy die e oy

e [ oo an Faes AT eeliacAl == Frewrall,
e - =
Luse hiace J < geck et sl
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Trong clra 56 nay, lua chon Insstall Mcafee Firewall
khong duoe danh dau i 1V do sau day: Firwall 1a dé ngian
cam cdac hanh vi sao chép, phd hoar doi véi phan lon cic
may da duoc xde dinh 1¢n mién, vi du cdc may cha cia
cac nha cung cdp dich vu true wvén. cac ngan hang do
licu cd da véu ¢au bao mat cao, nhung dia chi dé cho cac
hanh dong dianh cap tip trung. Chiing &1 cho ring, néu
cin bao v¢ nhimg may chuo nhu vay thi Mcafee 6.02 chi
la mét chuong trinh her sire nghiép du, khong du site, con
néu ban chi li mol End user binh thudng thi diéu dé lai
khong cdn thiet. Hay nhan Next dé 1ép tue:

|',:'— HMcafes virusScan Configuration

eales ViusSoan Pusl il allat i O o,

el arbions bo ead £ W1 the Pl Alme vie s3can ingtallation 28
Frumties

Pb, bt alie b e wd e e Dt ble chat Ligges &

b o pmg than reeo@ lar et bl

¥ Ruwn Coed it ooy afte il sllabion
Atonrate Aty wans (he deres <ond serulig i cpe sbrg Spuom Anen oAl se VihoosScan
st ailabion ¢ amplera |

7 mreate Lowygmn y Tob
Croaara®s o us-dies Dootalde deoe s paer o TR et allabon prodsss Yo CAN CreaE an
Ermat garcy v after Bstadancn d pog pradar  An emrgere s disk s oseful for B200ng rio &
wn oy e e v o

| e ] s )

Gidng nhu chuong trinh Norton Antivirus, chic nang
Run Default Scan After Installation (Thue hién quét virus
ngay sau khi viéc cii dat hoan tat) s¢ duge chon, du ring
¢o v¢ hai thita va mat thén gian, nhung thue sur cling nén

~J
<
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i mot khi hé thong cta ban khong chac chan la khong
O VITUs.

- Chite nang Create Emergency sk (Tao dia phuc
hoi hé thong) ciing duge chon, dé phong u sup do hé
thong vimat 1y do bil can niho do sau nay

Nhin Next d€ 10ép tue. Xudt hién cua so nha hinh
duon davy.

Feady Lo Install the Progroem

ok 1t 1 Beegn

IF s vt Do+ dvisdews G ChaNGE Bty OF s et slat o
srttngs b} Fack Tk Tarcel toom o The vn-ad

- Lk I st all ] el

Vice cin dar da hoan toan san sang (Ready 1o Install
the Program). Hav ki¢m tra Lu mot kin cudr cang dé thue
hién vi¢e thiét lap cac file da copy vio hé thong. Néu con
chua chac viin dé gi, ban ¢é the quay tra lai bang vice
nhan plhum Back hoac hay bo (phim cancel). Néu khong
¢ van de ai, va ban chac rang tat ca deéu ding thi hav
nhian phim Install dé thue én tép. Man hinh tran tha
tiép sau & xuat hién nhur sau:
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i@ McAlee VirusScan e =1zl =
? st allong f Afe e Wirnsse an
Thear g = .- '

atee 2o worahe 1 Tron o rabe am e
v meralhageiiee ey
| s | | cwunm |

Mot lowt man hinh trang thit khde s¢ xudl lien s
nan hinh nay Ban Khonge can phat quan tam lam dén vin
dé ndy viodd el Bt mnh sdp xép hé théng cua
chuong inhe Thay vi bat ban phat dot lau, cac trang thid
cudl hien thay dor hién tue s& cho ban cam gidc riv _
chuong trinh duoe cai dat rat nhanh. B6 cang la tha the.
cua nhimg ngudt viel chuong trinh chuyén nghiép. H-.
dot khodng chimg do 3 phut cho sy xuit hién cha m?..
hinh ticp theo (Trang sau). Mot céu hoi duge dua i
Check for an available VirusScan Update (Kiém tra }'
nang update cua hé thong) duge dua ra. Ddnh dau ch:
lya chie nang nay dé cap nhat kip thai ngay sau khi b
cai dat xong chuong trinh, Viéc nay ¢d ¥ nghia lién qu.
dén thiet lap inede do vi ban d3 chon chue nang quo
virus ngay sau Khi viee ¢ dil xong hodn tit o,
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== %)

Ligalal m = aloe Yirusie an i a2
: H

oy At i P A e U S e e B e s, pucceaef Ul . MCAFEE :
T g L : | |

Voompmare i wow are oz rred PuBll e t0 ddate - spakan af Hedliee MieusSoan.

IF 0 barh 1on o e AlSEae DN BRI = L TS e

Nhin Next dé tiép tue. Xodt hién cla 6 tiép theo nho
hinh durai:

Product Aegistration

Imatant Updete i B mecharem used to ieprter pouw product wih
Molfen Inonder to oblan prochct upgrades, you must regites you
product wrih Moies.

T Fields mariced vaith, an ateizk ane recuned
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Nhin Nest de tep e, Mot cia so giao dién veé aile

thong tn dang ky s¢ ien ra nhu hinh duan:

Giong nhu chuong  trinh Norton - Antivinus cla
Svmuantee, day 14 cra s0 nhap thong tin cho nhimg ngudi
e v odinh "chung thav" lau ddl vol hing Netshield
Associate. Khonge ¢in nhap thong tin gi & day. 1 rimg
chiing ta i va dang sirdung hin Copy. Hav nhan Cancel
dé hoin 140 qua trinh cii dar. Clta s6 ket thie gua trinh
thi¢t lap Mcafee vao hé thong hién ra thong bio viée cii

dat Ja@ thanh cong nhu hinh hén.



v Mcafee YwusScan Completed Successhidly = 2 —fd =

CA T Virus G an s now redaddy Ty e Hvated!

Al e ViU an e ben s uccessfullty rel alle d

Ty ds g agrees {4 ae miurtanl el prmaten sboudt Moaled
S g soan. T e et minue s doCun-Snt athn charges,
T skt dn o, A Vlesen o moegs Chch R s

peadme | < ane I Farush I vaes |

Pinh dau mwue chon Start Mcafee VirusScan va nhan
Finish d¢ ket thiic viée ciu dat.

Viee cai dat chuong trinh co ban da hoan tat. Tuy
nhi¢n, dé phong xa, vi mét 1y do nio dé ma hé thong cla
ban bi 160 ma ¢ the khor phue duge, Netshiel danh viee
tao ba diz khor phue hé thong dau kb ban d3d car di
xong. Bé diac nay, giong nhu cua Norton antivirus, iat
Jie dung. No oo thé khoi phuc Jai toan bo nhimg g1 tren
miy tinh ban ¢o vao lae bat dau cai dat chuong 1rinh
chong virus, Su thay doi hé thong la thuong xuyeén. vi

vity chung 101 khuyén ban nén sir dung lua cho nay.
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Man lnnh duogr day s¢ xuvat hien sau kb ban nhan
Finish:

=171
Disk Wizard ] o ]

Wnlcama 1o ne BMoATve | mrargeny sk
Crpatiun Wisard

Ta 1rata) . -0 L - BTTE 1NAl
P a S -t Pe et an
R T T I, P TR v

[ o | e |

Nhan Next d¢ tep e, Man hinh trang ben s¢é hién ra.
bicm dac bict hay cha dia Emergency nay la no tuo 1a
b khot dong von hé thong cua Network Associate ding
rieng, khong phu thuoe vao viee he thong cua ban trude
day dung WinNT hay 9X vai cu han dang hen format dia
la FATIL6, 32 hay NTES.

Emergency Disk Wizerd gt >
Ve w b wall ba sons @R Sine the
P Lt i T el g e b garnatas fines
o bl Les b vgses o MY S and F AT

EEOAMIN . a= w | ac Dile S anrorng Coprab bl g
FAT T prartitisr

Ak l Fomil l 1 areed

ra
=
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Nhan Next de tiép tue var man hinh duoi:

Ennergency Disk Wizard - iR =]

Ereane oeaert bl bgroalted 0 30H fuppg ek
voan it Bopdrea

Et BRI Et (Y BT B R L | B ST EER (R Tt 1
Saegl twomt tg gy s

Hiy chudn bi mot dia mém wang that sach de chuan
bi tac dia bao vEé. Néu khong ¢d dia trang thi chon mot
dia mém khic, copy dir licu ¢G cha ching sang mat may
khic v cho dia mém niy vao trong & A, Moi dir hiéu trén
do s¢ bi xda sach d¢ thay the bing chuong trinh 1ao da
ctru hé. Nao | hdy nhan Next mon lan nir. Min hinh kha
tao dia s¢ hién ra. Qui trinh Khot tao dia ~¢ ton khoing |
den 2 phat, thy thuoc vio hé thong ciaa ban chay nhanh
hay cham. Luu y Ja vi ban dang tho dia cdu hd nén can
chon mét dia mém that tor. Vai dia chiat luong kém. qui
irinh 1ao dia ¢d thé s¢ khong bao 101 g1 nhung khi doc L
bang dia nay ¢6 the van sinh 61, Khi do thi ban khong
the nio khiac phue Lai dwge, Cira saciia qui trinh iy

trong nhe hinh trang sau.



Rl thue qua tehs Kbor e dig ol man hioh trang,

ey s iy~ hign ra;

An Emergency Disk has been cieared,
s Labelm “MeAfoe Eoercenc, fuwe ok

. W pUTECT TE wr 1@ pudles g | ok 7 e T
aytile- 2enlecl nolob v ile gppeee s cner gt R

o Toteslyour Emergengy Livsk o
v pater wath b disk on itk
g & promet, wre oot

TR T Ay Hare
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= Sl R ihise s sale ety
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Nhan Finish. rdr dia ra v nhd lam cic viée sau day:

Tao mot nhin dia vai 1én Ll Mcafee Emergency
Boot Disk vi didn 1én dia mém vira tao cho dé nhd

Kéo clra so chong gl (Cla s6 nho & goe dia
me) ra dé phong vice ghy nhiam dir héu khic hodc virus
dinh [&n dia nay.

Kicm tra vice khat dong tir dia niay bang vice nhét
chiing trdf lai @ mém v khot dong lai he thong. Sau khi
diu nhiac A> hién ra. néu ban ¢o the truy Xual o cimg
binh thudng o6 nghia la dia khot dong 1oL

Cit gitr, hao quan can than dia khai dong vita tao.,

Sau khi cai dat xong. ban s¢ thay bhicu wong (Logo)
i Network Asscociate hién ra nhu hinh duaon:

Copunght B 195 - 2007 Melveouk o

szeciales Teck v lee Al Highes
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Khang can nhan thier phail gquan tim den breu weong
nay. Hiv sle v chiiomg triinh Mealee dang chay nhu hinh
duron.

He thong viay dimg nliem vius.Vinus W9S/CIH.
remnants did duos phat hicn. Hiy vhan Clean dé nhé
chivong Irinh foai b virus niav. He thong dang quét cac
[older Khae co trong may va Jime sot ruot Khi phat mat
mot Vil phat cho vige cha dot, Cé the <€ xudl hien mot so
con virus khiae rong gud winh quét. Luon trude het nhan
Clean de Lean bo, New Rhong clean (dicts duoe thi co the
chone Delete hode Quarrantine tiy theo kha nang cho
phép cua he thong Sau khi Scan sd bo toin a ciing trén
mav. ba hay sy bo g dhién chinh cua chuong trinh de

thue hién vice xac 1ap thong s cho he thong.
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h. Xdc lap cau hinh:

Sau khi quid trinh cai dat hodn tit. Mcafee ¢ tao céc
shorteut tren Menu Taskbar va gée phia dudi cua
Desktop. véi bicu twong hinh chit V mau tim. Nhan dap
vao bicu tueme nay hoac chon Stan->Program ->Mcafee-
>VirusScan d¢ md cia 6 giao dién chinh cha chuong
winh. Clra so6 gia dicn chink hicu thi mdt so théng tin co
ban nhu:

- Lan quét virus wan Jav nhéi: Ngay | thing 7 nam
2002 (Ngay cin dat chuong tnnh).

- Thong un virus dugce cap nhat 161 ngay 26/6/2002

- Viéc quét hé thong (System Virus Scan), Bao vé cic
hop thu, Internct (Email virus scan: HAWK for Outlook)
dang hiéu luc.

- Cic xdc lip khic nhur Firewall (Tuong Ira ngan
chany: PDA Scanner déu chua hiéu luc.

Ban cin xdc {ap mot s thong 6. DE lam viée nay,
nhan vio nit Pick a task d¢ vao muc setup (Hinh trang

sau).
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Chon Chanee mv Virus Scan Sething nhe hinh dudn
duv:

Yo byct Dbt g e ol o aysl e an LSOO
Vit delenitions verson 10 4TR =
Vinu cirlrdors sraabed 25060000 (S daps 8
% A vdale b Mchime Viuiosn « svalatle -
Coaurinad B ViriaScan urslale rme

Dcmaricunct and EMlal Scan
Lot Fltem

HAWY. low Oullank

POA Soannee .

Froma

= Fursting nan ba bohee inscive, o Dinstind

bay chinh L trang Home ciwe ehuong winh vi nho

chung ta thay 6t ci aic cong viee chinh déu duoe liét ke
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ruoof din e toer e he thenge ban chon Change oy

VirusSein settig. wudt hidn eua so nlir hinle duot:

T Lorturs Vshimit sk ground strreg

1 Nae lap cau hinh quét virus (Confligure Vishield
Background Scunning)

Ciw xac Lap ong phan nay bao gom:

Enalide Syeicm Scanning: Cho hicu hue vige quét
tonn bo heé thong,

- Fnable Microsolt Email Scanning: Cho hicu lue viée
Gquét cide qui ol gui va nhan thue su dung bang
Microsolt Outlook va Ouilook Expres.

- Enable Download and Email Scanning: Cho hicu luc
VICC quét tal e ede qui uanh g nhan thu bang cdc
chuony 1rinh khie nhir Netscape, Eudora. AOL ...

Lnable [nternet Filler: Cha hicu Jue vice loc cie

tung Webo Viee nian gan gin vy cac firewall hon Ia

12“|



bay chimh I trang Home cua chuong innh vt nhue
chung ta thav tat ¢a cic cony vice chinh déeu duoe Liét ke
ra o dav. B¢ tuet lap hé thong, ban chon Change my
virusScan settong, xual hien cua <o ol hinh duor:

Mehlse VirScen

';. Eok e bepre ol seTerge Lo hamgee

b Jumg
G
R PR,
el

1T Xie Tap cau hanh guet vizus (Confiewe Vshield
Backeground Scanning)

Ciic xdc lap trong phun niy bao gons:

- Tinable Svstermy Scannmg: Cho e Jue vice quét
toin bo he thonyg.

- Enable Microsoft Enuul Scanning: Cho hicn fue vige
quét cic qua trinh etn vi nhan thu siodung bang

Microsoft Outlook va Qutlook Expres.



- Enable Download and Email Scanning: Cho hiéu luc
Viéc quét tal ca cac qua trinh gui nhan thu bang céc
chuong trinh khac nhu Netscape, Eudora, AOL...

- LEnable Internet Filter: Cho hiéu Iuc viée loc cdc
trang Web. Viée niay gan glit véi cic firewall hon 12
ngudi dung diu cubi. Néu ban dang phai cal chuomng
trinh chong virus nay cho mdy chia Proxy o co quan cho
nhiéu ngudi sir dung chung mot tai khoan truy nhap va
két n6i Internet thi day la mét lga chon rdt dic dung
trong viéc han ch¢ cdc nhan vién trong co quan truy cap
cic trang web bi co quan cam.

- Enable HWAK for Outlook (Hostile Activity Watch
Kemel): Cho hiéu luc viéc kiém sodt cac hoat dong nghi
van  thit dich d6i v6i hé théng gui nhan thu bing
Outlook, bao gom:

Hanh dong gii thu cho rat nhiéu cidc dia chi khic
nhau trong Address Book cua Qutlook.

Gui hang loat thu di cdc dia chi khdc nhau lién tuc véi
tan suat rat [dn.

Cic lile gui kém la nhimg file chuong trinh cé thé
chay ngay (Mot trong céc dang sau Internet).
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Chon 1at ca nhu hinh dudi day .

B Cratie B S

B e Mormeoi Dl © e voarverg.

I ot it b E e sty
Frufmies Frorom u\—t-_l—lm_m

Nhin Apply setiing d¢ sac nhan cau hinh quét virus.

1.2 Confligure Instants Update: (Xace Tap ciu hinh cip
nhat Virus)

Sau khi xdc Iip xong cau lnnh quét virus chung cho
hé thong, nhian phim Back trén menubBar de o Tai cua so
aiao dién setup. Nhan nép Configure Instants Update de
xde ldp cdch thuae cap nhat vivus, xudt hién o so nhu
hinh dudi:

:-nﬂnllm—l Uty

] Congas mammts: wxdmes
] Conbpes advarced sstrgs
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Chon Conlteure Automatic Updates. Xudal huén man

hinh trange than van 3 e chon:
Manual Update (Cap nhar Khong wr dong)h: Sur dung

[t chon niy klu may tinh cia ban khong két ndl Internet
van e da cao va chi cap nhat thong tin vé virus tho.
khong cap nhat cdce stra doi khac cha chung 1minl.

- Sur dung lua chon nay khi ban mudn xac lap che do
i dong kiem tra cde thimh phan cba gqua trinh Updane.
Khi duoc wic Lip. moi khy chuong trink update lién lue
ban co the dong v hay huy bo mot so muce nao do ma ban
cho T Khong cinoihien Vide: Qua tinh Update e the
cap nhat Khong nhimg cic thong Un virns ma con cap
nhitl ca cde thay dor el chicomg trinh, Néu nhu ban chi
cane cde thong tn virus Khong thai, khong can cap nhit
cac thay doi Khae cta chuonye tiinh thi trong qua trinh
cap nhat ban ¢d thé loai ho dé eidm thicu gdanh nang phai
tal nhimge thone tn doi véi ban 1a thia wén mdy. Hay
quan sat hunh dudn:

Charoa e B avhi b urdabe eeeshod
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Trong vi du nay chung tor di chon ciu hinh tha 3, 1y
do vi miy duoe két nor vol Internet duomg (6c do cao
2MBps. bat I¢:

Auto Updale (Ciap nhat tr dong hoan toan): Néu
mady tinh cua ban duge ket non véi mot duong Internet toc
do cao thi ching 161 khoven ban nén sir dung lua chon
nay. Vot lura chon nav moi thong tin thay déi vé chuong
irinh déu duoe ban hiang cap nhat ddy da. Biéu nay rit ¢o
lai vi nhimg thay doi v¢ sau cua chuong trinh bao gid
cimg demn dén nhime san phiam chat luong cao hon. thin
thién va dé diang hom san phiam did duge ban hanh trudc
do.

3. Xac lap hich th hanh cdc cong viée.

Tir cira 0 min hinh configure nhan View and Edn
Sheheduled Scan, xuathién cira so nhu hinhdwis:
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Giong nhu viéce thiet lap lich cho Norton Antivirus
Scan, ban co thiét lap toy y cac céng viéc ma chuong -
trinh ¢6 thé thi hanh viio mét g1y nhat dinh nio dé, vi du
nhu quét virus, cap nhat thong tin virus, mot s6 cong viée
khic.. . Trong mo trudng hop hay thiét lap Vshield ¢ che
do StartUp dé thutmg trid chuong trinhbo vé moi kht hé
thong duge bat 1en. Cac thiét dat khac iy theo cong viéc
ciua ban ma c¢o the xac lap khdc nhau, vi du ban dat viéc
quét toan bo & C vao & gid sang hang ngay. ching ta co
the lam nhur sau:

Tir clra s0 Manage a Scheduled Task nhan dap vao
dong Scan Driver 'C ', xuflt hién cira s6 nhu hinh dudi:

Task Propesties - 2l

Frogram | Schedule | Statu |

@ Scan Doee T

Bzamnphon “.’:mn Dpve T

Chek “Corfigae’ 1o pot properhes lor this Task To peoter
your properhes seftings with a paspword

1 Chok, “Conbgue’
2 Lelect "Secanly’ Tab
1 Chck. "Pacsvweid”

~Inledace Typga ————————
Upon Commpletnon !
 Apays Exl
[Nomai Scan Mode 1o I RPN
™ Aur Minimized  DoNotExt
LConhgure




Trong ¢ 5O niy, ban co the chon cic che do Scan
khie nhao nhie Normal Scan Mode (Ché do quét chudn:
ITiden Mode (Qudét khéng hién thi gui trinh quét)... va
chon Auto exit d¢ he thang ty thodt khoi phién lam vice
sau Khr oin thanh qua tanh quét. Nhan Shedule Sheet
Page (Trang miam inh Schedule rong Task Properties)

de Lun suit hien cita o6 hinh dudis

Task Praperties E = 21=
IR e T I watg |
@ ") an g pmil ) pree ol e o bumchale lus Lash I
- atatwm g e
IZ Lnatd= afearnced i
T L - . i
e O A g O o
L S € werl iy C ok
LETAE
|
1 Voo e Moy b Fimgey |
(= F Sntmds, ;
7 weanerday B owurda |
¥ Thueidey
[T Fratie sl i [HE] R R EL N LT R
|
[ || coni |

Danh diu mdt chon Enable dé ¢d thé xae 1ap ché do
quét hing nziy (Danly). Trong khuodng Start at, chon gy
thue hién lieh winh 1a 8:00, heh quét co hiéu lue trong it
ca ciac ngay trong tuin. Muc Enable Randomization
(Quét ngdu nhién trong mot thén diém nhat dinh nao do)
khong duge chon dé xdc dinh lich gquét 1a 8 gio diing.
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4. Cap nhat va quét virus hang ngay:
a. Cap nhdat

Rat tice la phin cap nhat khong the dua vao trong
Shedule. Bay la mot trong nhimg han c¢hé cua Network
Associate voi mot 161 thicu sot nhd con nhu vav., Tuy
nhien dav khong phai i van de lém va ban ¢d thé cap
nhat true HEp 1 clra 5O giao dien chinh cua chuong trinh.
Tir cla 50 chinh nay, nhan vao Check for a VirusScan
Update. Néu may cta ban chua duac két noi véi mang
Internet thi mot cira 56 véu ciu két ndi s& duwc hién ra
yeu cau ban nhap account, Password (Nhimg thong tn
dang Ky vdr nha cung capdich vu Internet). Sau khi kél
nol di duoe thiet lap. chuong trinh tr déng két noi 181
website update cha Network Associate dé cap nhat nhur
hinh dudi:

wons procuct. To st the
ware o dowwnioad and apply to
2|, chck on Updsis'




Tay theo may cua ban di duoc cap nhat nhimg gi so
vin "Kho' cua Network Associate mi man hinh trang thai
¢o the hien thi Khic nhau. Trong vi du nav. cic thong tin
virus da duge cap nhat rrude da. chi ¢ ban than chuong
trinh 14 chua dugc cap nhat. vi vav trong clra so trana thdi
ban chi thiv duy nhiat mor danh muc 12 Mcafee
VirusScan nhu hinh dudi:

Hetn 2t B clrell uilais i wlabie for pous pioduct. To et e
WO DR, SR P LCcdatn 1] o it 16 chesarkand s aoply to
poun prwchact et gy e e sedecioris] cack. on Update'

Déanh dau lua chon niy va nhan vio Update deé tien
hanh cap nhat chuong trinh. Quad 1rinh cap nhat hoan tat
sau khi man hinh trang thai wo v¢ giao dién chinh
(TTome).

b Quer virus

PPhan quét virus rat don gian neu rude do ban da thiét

dal dang trong phin «ic lap cdu hinh. T cira 0 giao
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Jieén chinh cua chuong trinh. nhin vao dong link irén
man hinh trang thdi: Scan for virus now dé xuat hién cua
s trang thidn quét virug nhu hinh dudi:

e TEr—
Dy e e
S ] | ocal Dish [C |

- My et L e

4 Iruerwm | ghoses

P deu oot omabor b B ol g My Dt s

e Abgs

A ar bt onihe Wit

W Teere gt

Tai day. ban c¢o thé ra lénh cho chuong trinh thuc
lién quét ngay bang viéc chon 6 dia dinh quét (Trong vi
du niy 13 6 dia ciing C). nhan vio nut Scan phia dudi de
thue hién viée quét toan b 6 C. Ban cling ¢ the Kiém tra
Jai cac thong so da duoc thiét dat wrude do bang viéc
nhin vao Scan Setting. Gia sUf rang viéc nay can thiét
phai lam thi cla s0 trang thai sau day s€ xudt hien yéu
cau ban nhip cac thong so cho qua trinh quet (Hinh trang
Sau):



T S —————— Y
Sareiraon | Acann, | T biene |
T Pmb il el rere el fa 4w o ] el A D el
! bk e
ke
- T

Vo S e ¥k = Lonumesymd Tisy |

7 G e s gecbiwe

F flef el e

[ e P |

i S R iy e e Pl :

1 ™ | et | ik |

Trong cac sheet table. phian Detection la dé1 tuong
duac quét nén dit cac file duoe quét la All (Quét 1 ca
cac file): cho hiéu e viée quét bo nha (Scan memory ),
hicu luc quét hé thong Kkl dong(Scan Boot Secter) va
cic file nén dudi dang zip (Compressed files) dé khong
loal urr bat ke dang virus nao. Sheet Table tiép theo
(Action) duoc chon la Prompt user for action nhu hinh
dudi:

Scan Scttings — e o I

Lirteciam  Acevon [ krchmes |

Spaeuy R VS e an wall respond sdven il
el fed

when A ywon i foured

| Fosmble actiom

B Camanr, il F L ynierm s ae H
I Lizteie b= | T | |
| L s TRE TR

L.I;i __jl. o I i I
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Sheel Table cudi cung nén bo trong (Khong loai trir
cai gi) nhur hinh dud:
Scon settings P01 ol 21
Doty fupnn | =g Laf hesacn I

CTE b deazhoan of all b 15 Tuc &0 Nise Dalde s ard
U0 st sl il be Eucbudad o smee dele tion

It name bl bty Lt

Qe J | J Lk I

Ban da hoan thanh viéc kiém tra va xac lap lai trudc
khi quét. Phdn viée con lal Ja udy vé man hinh giao dién
chinh d¢ thue hién viée quét Virus.

4. Kaspertsky Antivirus Version 4.0
a. Cai dat:

Kaspersky Antivirus |a bo chuong trinh phong chong
virus do cong ty Kaspersky Lab Lid (Matxcova - Nga)
xay dung. Cho dén nay Kaspersky Antivirus  di phat
tricn 131 version 4.03. Bo phan mém nayv ¢6 kich thudc
rwong dor gon (Khodang 12MB), thai gian cin dat mat

[
e
[



chimg 10 phit. Bo can dat Kaspersky Antivirus chi hao
eom 1 file duv nhat va gdn nhu trong gua tnnh can dat
ban khong phar lam gio Sau kh nhin ddip vio file
kavpersprodOeng.exe. man hinh sau day se hién ra:

. wasoersky Anti-¥irus Personal Pro - InstoliShickd Wiesed - i =!
| e iyng §ae
e e el WO R A R S A i
S S o TP SN (R G PSP S e
Ve s Gt eu bansl BT R g s T E R TR Ay Tase m bee mwomenis

(Qua 1rinh kiém tra cdc thanh phin sédugc cai dat lén
mady dien ra rat nhanh. Néu khéng cé van dé gi, chuong
trinh ¢ dat s& cho'nd”’ cde file nén d¢ copy vao he
théng nhu hinh duai:

v aspesshy Ant)-¥wus Persenal Pra - Instalishichl wizomsd = 5 =
Fountaecvang ¢ nas
R A A Y .
B L o PP P (TSP T P 1 et Sl e
VM b A e B e Aadh e prad 6 Gwgaar Ires may 1ale 8 Fewe momenes
B orrgeasesaothens b b
e
o | | B |

b
e
V]



Qui trinh gai nén duge cor 1a hoan tat va khong co 1o

khu e s hinh dudn day két thae o 100%:

ﬁ Fazperae o antus Fesonal Fro Selup iz prepaing the
{0 natallanels® Wicad wech el guide s cu though the rest of the

setup process. Flease wal

Sau khi giai nén song. nhu thuomg ¢, mot clta 50
chic mimng ~¢ hi¢n ra chic mimg ban quan am va si

dung chuong trinh:

wWalcome to the Raspersky]T M) &nn-Vious
Paisenal e 4 05 elup Wirasd

v U aimrihs e ol akabion, of tha

" g enr s ol Tewte
Peviomual #1047 punaouer

1 oangweirban b dare vy,

Pacnntres cwch fiemt




Hiy nhin Next dé Lép tue. Xudt hién cua so hinh
duai:

Sekup Wizard - Kaspersky( TM) Anti-Virus Persenal Pre 4.0 | =08

lLicente Agicement

P e v thue (lomom oy b g dugp st el

Trace e FALE DR Fay ti ses ine &01 ol e R as )

Forandad Erd Uzer Jicencs Bgreemand

HOTIZE 10 ALL J EF: LAFEFLLLY SEAD "RE FOL_TRANG JF o5
SMEMT ] FOS THE LICERCE T ‘ FECIFIED SCETwekE |
LCED B‘.".:.fﬁfF‘.'E,' ¢ LAE [ PEFS) ' L2k
F0L HAVE PURCHASE T THIS S0 Twidd i WA 1T HHE " by 0L LG THE
SLCEPT BLATUM UL ITHER A2 INOrAGLGe, NF & SIHGLE FRT T |Irl'i'd SEMT
T EE SELND B AND BECTIME & FAR™ I"IL [ L;-_EMENI .3
WGRIE TOALL OF THE TERMS O THIZ 2ERIEMENT
MO CRTES ThaT rOU DO ROT SLCEFT T'i' “ERMT 37 THIS =0

Ak

SO AAT
ZEMEHT £ND) ¥

Doyedac oz ob e tenie o the teegedeng Lo sres &ogeeme d 2 Itguo hoose M e cefip
val gloe Toend ol Carper b TH &reefore | ettt P 4 0 sna o 1 w0 o o000t

F e

T B ——

N1 chung cdc thong tin trong cura $O niy ban kKhong
can quan tam, vi <hi 1 cice thoa ude sa dung chuong
trinh.ban Khong thé khong dong v néu muon sir dung
chuomg winh. Hay nhan Yes d¢ tiép e, Cua so trang thai
tLigp theo nhu bén:

F-d
Lad
fn



Cutlimmen [nd nemalinn

A PR R e ¥

Flogy v b s vaanes s the reanie o) Hhe comparg 1o wedion mo weinh

= — |

Terg e s

it

o [ ] e |

Thang thuong chuong trinh s& tim trong hé thong cua
ban cic thong tin Jia nhip trude do trong lic car dat he
thong (Window) v¢ user name, Company name. Cic
thdng tin nav khong quan trong.ban ¢6 the wy ¥ thier dar
the nao cang ducc hai nd chi la morn ¢di nhan don thuan,
khéng lien quan den cde chi tét ban quven chuong trinh.
Hay nhan Next d¢ tep tue. Xuat hién cla 50 trang thdi
1ép theo nhu sau:
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Thu mue mae dinh cua Kaspersky luon dat trong
CA\Program File. Ban ¢o the tiy v thay doi thue mue lam

vide clu chueag trinh bang viée nhin vao Brows Neéu

Khong ¢ thay dor gi. hav nhan Next. Xuat hién cua so

hinh dudn:

Selup Wirard - Escpershy{TM) Anti-Yieus Perssnal Pre 40 3 |

Select Frogiam | olde r
Ieqip st 3 Cova ey kO {:.
D -

? e sl g TP e £ ot vr e R Viloes vrred recks o) mon Lope 4 riee ol
A o sl omie B e e mig Lomde ml e Biest 1 e
Foampain Fostes

K. acpmrshoy Ankeying

[T e BT

et nadiva A | de -]
etden

o bl

ek Pz J

o il Pimor | Lance !

Clra s nay duvet lar cau trae cay thy muc va én

chuong trinh trong TaskBar. Bun ¢o thé thay doi

1cn iy

v. Nhan Next dé Giép tue. Xudl hign cira s0 hinh dudn:

Setug Wizerd - Easgersky{ THM) Anti-Virus Personal Sre 4.0 y =]

Seluu | yure

T omcs Mo wdig P W R ol pfh yaim s o mbomds

Liick e pme o etun s e
o caguien

b rovgnen waill b vy aliee] b Boe
L AR
=L, o s S e bl o

coend et

e [ neas | Cancal |
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Cé 3 Kicu ¢ai ban ¢o thé chon lua la Custom: Easy v
Typical. Kicu Typcal luén 1a ban cii day di nhat. vi vay
chung 161 khuyén ban hav sir dung lua chon nav. Nhan
Next de tiép tue:

Setup Wizard - Kaspersky( TH) Anti-Virus Persoasl Pre 4.0 - 5

Shan Uoppng ke
b e sltmegn temlure Copyng Las )

TS T ST Ty S T T Py Fy PR S U g e VTR TR R .
Busrgm sty @G cam bk Pl e &e ogp e o the et e Wb Tl e m
ol

ja =t St

I T st

Lo H 0 '

1 omggen <DL | 1
Cevralue Friders |

L WP g st | e a0 LALAF maprako Sl o ns Fat gl B

VO g btk Fie b S0 e T Tl

L R T T I I e L e THOL
(PP e 5
| I 2§

o bl

Rl

Payv I ctra sO thong bdo rung thdi. Hiay nhan Next
Uép va hiv quan sdt cua s hinh dudi:

Sehup Wizard - Easpersiop TH) Anti-Virus Personal Pre 40 - 5l < A
Repoit Ve Seilings -
TR P S R S —— o i
M

W a0 AL ahale aprl e bprs —aem Tistet eerr .

Fomde et DA gl Vb msaneigheor
FF fiepaal e bypm " HEF]

& Flagit big bope |° 2R

[ T R T Ry e e e PP e e "N S VI i |
dley v tolden el Brerd sl epiec !t mtmenm Ddde

o epranee Tigy - ———————— - - ———————
1% "3 arrechy A Vi Hmaws i Heaw Riwwir

Ve ‘ Hewt I Cawn i
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Ban phii lua chon kicu Report file (Phan duoi cua file
bio cdo) de sau nay chuong trinh s¢ gut cice bdo ¢ao can
thict va qua trinh hoat dong ma ban cd the xem. Nhan
Next de tep tue. Qua tiinh copy vao hé thong sé ket thuic

bing mian hinh dudi:

L L |
[T, =
b
Taac orape . WM AT A DM W Re e R
e |

Ket thue qua trinh nay, chuong tinh s¢ hoi han co
thém vice ban co cho copy Key file vao chuongtrinh hay
khong (Hinh dudn).

Setup Wizard - Kaspersky( ™M) Anti-Virus Personsl Pro 4.9 /L0485 x|
Eap | e ~
M M s sl pvas et weball B Hae iel Aeeie e b=y bie -
o kvl e et sl Sz
bl aal o el bl
A

1 bemw lig wdoon et




Hay nhin Next dé tép e, Man hinh trimg thai két
thic qua trinheai dat xuat hién nhur hinh dud:

Setup Wizand Complatr

woge =Nrad g s e by e e boaspen b T
Zyiveugy Pozora a0 Delae am conyie the prograr,

P TR T R PRy T

F= Ut dvvand e b nig g dadr pai—s
T Mol el = bl ne g anguaer Iate

Lt oA )t hom e s o B chd Fawg i
T

[ sy s |

Nhin Finish dé khor dong lai hé thong. Ban da cai dit
thanh cong Kaspersky Antivirus (AVP).
b. Xac lap hé thong:

Sau khi khai dong lai hé thong. ban s€ thay AVP to
cic phim tat tren TaskBar vie gde phat bén dudi man
hinhvdi bicu tuong PX. Nhin dup vao bicu tugng nay de
me elra xa giao dicn chink cua AVE nhu hinh bén:



l- A B et g sk N bt - =

- [TL I p— i
] -
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Mac dinh, AVP luon thiét 1ap san médt so cong viéc
chinh (Task Sheet) ma maéi mat chuong trinh chong virus
chuven nghic¢p s¢ phat lam nhu quért virus. cap nhat. .Céc
cong vice nay déu li cde thanh phin cta cdc chuong
trivth nhd nam rong Components Tasksheet. Tuy nhién
g1ae dien cla cic cong viee nav duoc AVP trinh bay kha
roi ram. vi vay ching 101 cho ring 6t nhat la nrthiér lap
Ly cdc cong vige cua chuong trinh theo ¥ néng cta ban
dé dé kiem soat. DE Tiun duoe vige ndy, nhan chuér phai
vao timg muc cong viee. chon Edit -> Delete d¢ xo6a hét
cac not dung cong vice mac dinh. Man hinh gaio dién
chinh sau Khi xéa o6 dang nhu hinh sau:

wisal

= & .

[ T, |
-
=




[.dc nay trong sheetable ¢hi con duy nhat mot dong
trang thdi: There arre no item to show in this view
(Khéng ¢o mot ¢ong viée cu thé nao duoc thiét lap. Ban
canphai xdc 1ap cac cong viee cho AVP, gidng nhu trong
chuong trinh Norton hay Mcalee. B¢ lam viée nay, nhin
chuat vio sheetable Components, xuat hién clra s trang
thai nhu hinh dudi:

Kaspersicy Anti-¥irws Contral Centre ! . =10 =]
B Concorms [T ERGTY
= p—
Noya e R . S e e
Kasparshy Ank Ve 5Canrs I L WFragiam Fies'Kaspresky UabhE S
ﬂ Pemmon 491 510
1L nroage © ok £
" Kaspe thy Ands Vwas W omd oo T} T \Progesm Flen\Ksspes sky Labhi 2
I-] Pomuen & 501 34
1 Language I nghsh, ¥
v Foasperihy And Vous Mad Checke 1 U Moy am Fivs\Faspersky | ab\r
— Ideimr 800
J § s oaas Dot
Easprisky Dihca Gua-d T 1 L \Pragram Files'Kasparsky Cab\k.

| Vs & oyt

Eawpeiky Anty Vous Soopl Lhecker ) T YPragam Faes\Kasoershy ek

Jommoe 010

| Larguage. Faghak

Foaspeky Ant Yuus Aoseue Ok L1 C WMvoge am Files K aspersky Labvk
e B00 S

I Lareponge ogint

T e
o ' B | e Bl

Giao dién cua so nay liét ke mot loat cdc cong viée
ma AVP ¢ thé 1am. Kha nang ciia AVP trong list (Danh
sach) khd phong phu, nhung nén nhd, chiic nang co ban
cua AVP cing nhu mét chuong trinh Virus bat ky 1a quét
virus bai vay ching ta chi nén thiét lap mot s6 cong vice
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chinh ma thér. Sau day ching t61 sé gidi thi¢u cdc xau
lap can ban cho chuong trinh:

I Quet virus.

B¢ thiet 1ap cic théng s6 quét, ban nhin chuot phat
vio dong trang thdi. xuat hién mot menu x6 xuéng, chon
Create tusk. Xudl hién ctra s6 hinh dudi;

ek R ~igl

Toask
e e e e AR 0§ B 1 e b

Y

(R =

e

[n Wamory anktsl:uﬂulng\ﬂumpnliam Enspersky Ant-
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Trong Name Task ban hiay diat mot tén goi nhd theo y
minh. Do day 1 vice quét virus, vi vay ching 101 gon v
ban dat tén cho task nay 1a Quet Virus. Phan Task Type
la mot cra sO kéo xuong. Cla s6 kéo xudng nay ligt ké
tat cd cidc cong vite ma AVP c6 thé lam. Hay chon
Memory and Disk Scanning. Nhian Next. xuat hién cua
50 trang thai 1iép theo:
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AVD s€ yéu can ban chi dinh mot giao dién cu the :
Expert hoae Standard. D¢ dom giin, chiing 1a chon
Standard. Nhan Next de tiep ue. Clta 56 trang thai 1ép

theo se ey ra nhu sau:
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Qua trinh quct s€ duve xae dmh ngay bor Schedule
(Lich) cua chuong trinh. AVP cho phep ban Tua chion mot
trong cic cach thie quét nhur sau:

- On event: Quét virus kKht ¢ mol sirhien niwo do i
ra. Dicu kién niv ¢o thé dinh nghia diroe. B¢ dinh nghia
mol Event, tir cira 6 kéo xudng cua Starl Task, chon oo
trong cac event da duge AVP Liét ke vi du Manualiy
Manually ¢6 nghia [3 cong vidge quet chi duoe bat di b
cd Mot cong viée cu the nan do cua nedn s duny naay
duase bar dau. Cic sy kién nay dwoe the hien khi han
nhan Next, Loat su kién duoe AVE dinh nehia hao oam
nhu hinh duaéi:

[ “iNewTask e it |
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S = e et e g Rt ded e 1!
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B Otrect deleted
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Mol mot dong trang thal duce coi 1a mot Event, v

mol mot event bit dau dong nghia vii viée quél virus
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dugc khdi tao, ching han méi khi AVP phit hién thay cé
mét folder nao dé trong & cing bi 161, ngay lap nic AVP
s& bat dau viéc quét virus. Néu chon lua hét tat ca cdc
event ching 161 e ring ban s€ rat mat thoi gian cho viéc
quét virus boi nhu liét ké hinh trén thi hau nhu luon luén
chuong trinh quét virus duge goi khi mdy xay rg 16i.
Diéu nay cé nghia la chuong trinh quét s& phai lam viéc
qué nhiéu. trong khi 16i hé thong khong han la do virus,
ma c6 thé 1a chi can 1A mot cdng COM nao dé bj 161 vat
1y ma may tinh cba ching ta thi hau nhu ¢6 rat nhiéu 16i,
nhung ndi chung nd van hoat dong ddng chuc nang
nhiém vu cian ban cGa nd, moét khi cic 161 ma né ¢é
khong trim trong , vi vay ching t6i cho ring khong nén
dé lua chon nay

- By Condition: Tuong tu nhr On Event.

Hourly: Dat ché do cit. sau bao nhiéu phit mot thi
thuc hién viéc quét hé thong mot 1an trong 6 Minute.

Daily: Dat ché€ do quét virus mdi ngay mot 1an vao
mot gio nhit dinh. Khi lua chon nay duge ddnh dau, cira
s6 nhu hinh dusi day s& md ra:
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Nhin dap chudt vao 6 trang ben phat (Time), sudt

hi¢n ctra 56 hinh dudi:
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Chon gi& quét nao d6 ma may linh cua ban ¢ the réi

nhat. vi du 11 gi& 40 phut sang nhu hinh tren. Nhian OK

d¢ hicu e lua chon nay.



Weekly: Quét hang tuin vio mat hodc vai ngay nhat
dinh, vi du nhu tha 2 v thae sdu hdng tudan nhu hinh duéi:
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Ban ciing c6 thé chon gir quét cho cdc nagy trong
tudn nhur da lap lich bing viée nhin dip chudt vao 6
Time.

Monthly: Quét virus hing thang vio mot hodc mot s6
ngday nhdt dinh va cac g1t nhat dinh. Db la quét hang
thang, AVP vin cho ban xdc lap gidr quét cu thé v ban
ciing ¢6 thé lva chon gity quét bang viéc nhan vao 6
Tume. Thuc ra mot s6 may tinh ma su giao thiép vén cic
hé thang khdc bén ngoai it, kha nang nhiém virus do qua
trinh quan hé thdp thi ching 161 cho radg cing nén su
dung luwa chon nay dé d& n thai gian vo ich vao viée
quét virus. Man hinh dudi day thé hién viéc quét virus
hang thing vao cac ngay 1, 8, 15 va 22,
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Sau khi di thiet Tap mdt tong cic kieu quét £di, nhin
linish d¢ chinh thae xac lap Kicu quét virus. Giao dién
chinh caa chueng trinh lac nay ¢ dang nhu hinh dudi:
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Sau khi thiet lap xong qua trinh quét vicus, dé Tuu Lai
cau hinh chuong tniuh ma ban J3 xdc Lip ban lam nhur



sau: Ma SetmngTable, danh dau chon dong trang thai:
Protec Kaspersky AV Control centre setting modification
nhu hinh dudn:

2. Cdp nhar Virus:

Tuong w nhu trong quéd trinh thiét lap che do quét
virus, dé thiét lap cong vice cap nhit cic théng un virus
theo dinh kV. ban cian lam nhu sau: Md& Sheetable
Components, trong danh muc li¢t k&€ cac cong viéc ma
AVP ¢6 the 1am. ban chon Kaspersky Antivirus Update,
nhan chuot phai dé lam xudt hién menu X0 xudng va
chon Creat Tdk. Xuit hien cilra s& nhu hinh bén:
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Trong clra s6 Name. ba dal (én cong viéc cho dé nhd,
vi du: Cap nhat virus theo dinh ky v nhin Next dé xudt
hién clra sé tiép theo:
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Giong nhu thact Lap che do quét, viée cap nhat cling
duoc khai tao wy theo mot su kién nao do xay ra doi von
h¢ thang, vi du On Event, Daily. Monthly... Thong tin cap
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nhat la thudmng xuvén, do vay ching 16i cho rang nén dé
¢hé dé cap nhat [a Dailv. Khi luachon nay duoce xac
nhan. ctra SO sau sé hien ra:

Sebiedule T
Lot ek %}‘
O e S :
e onahinne, (SR v iRt st
ok s :
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T admal by
T P awar iy,
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Ban cling ¢6 1h¢ xac dinh giar ¢ap nhat cu thé trong
ngin . vi du nhu & day chung toi chon Ta 12 21l trura 1i gidy
ma kha nang haw hét c¢ic cd nhian ciing nhu cv quan déu
nghi. ban nén tan dung lic nay d¢ 4@ on thoi gian .
Nhin Fimish dé hoan tat viéc thiét lap ché da cap nhit
cho chuang trinh.

3 Kienm sodr hé thony.

Kaspersky  Anti-Virus  Monitor  (Kaspersky AV
Monitar) 1d modun kiém sodt hé thong. £é thém modun
nay vao trong Task cia chuong trinh AVP, ban chon
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L
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Sheetable  Components.  chon  Kuspersky — Anlivirus
Monitor, nhin chuot phai. xudt hién cla so nhu hinh

heén:
[Frewra S 100 x|
I nak .
BT R I T PR T SR L T - |
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[enem e fom
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Trong 6 clra s6 Name ban dat tén cho tdc vu niy li
Kiem sodl hé thang. Day la chuong trinh thudng tri kiém
soat 1t cd cie file coa trong may méi khi cd mot tile niao
do duge truy cip. Mol khi ¢6 mdt thao tic cua ngudi
diung hay mét chuong trinh thudng 1rd khac goi 161 maét
file bat k¥, chuong winh trude klu cho thao tic goi file
ducc thue hién s¢ kiém tra xem cdc file nay co bi nhiém
virus khong. Néw phdt hién ¢o viras, trude hiet moddun
nay s¢ ¢O gang Jd¢ sua chira va diet virus hode xéa. Néu
cic cong viée trén khong the thue hién duge thi s& cich
lv ching vao Quarantine folder hodc s€ cho phép duoc
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truy nhap tiy theo lya chon da duoe xdc dinh trong cau
hinh cla hé thong. Theo cich nay, madun Kiém sodt sé
cho phép ban nhan biét va di¢t 1rir virus trude khi chiing
thue su nhiém vao h¢ thong. Chuc nang nay cua AVP
cung wong tu nhu cic thudl ngtr nhu quét thudng tri, loc
virus hay kiem sodt truy nhap mia mot s6 cdc antivirus
khdc thuimg ding. Nhan Next dé xuat hién clra so nép
theo:
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Standard
% Show mrimal user el sce datais

o [ ST th | G | __tee |

Trong 2 tuy chon Standard va Expert, ching téi
khuyén ban hay sur dung Standard do kha nang tuong doi
diy du clha chic nang pay cang nhu d¢ gidm nhe tinh
phirc tap cta hé thong. Nhan Next d¢ xudt hién cira 5o
ticp theo:
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Ban phai lua chon mdt trong 2 ché do la Alway va
Interval. Chire ndng cta cac lua chon nay nhue sau:

- Alway: Kaspersky Antivirus Monnor s¢ duoe nap va
chay thudng tra trong bo nhd cla hé thong ngay sau khi
chuong trinh AVP duoc kich hoat.

- Interval: Xidc dinh thii diem nap (Launch) va g& bo
(Unload) Kaspersky Antivirus Monitor trong nonhimg
khoang thoi gian duoc dinh nghia trude. Théi diem nap
vit img dich vu phai duoc dinh nghia chinh xdc bang
viece st dung cde nat Start va Stop. D¢ dinh nghia thoi
diém nap, nhén Start v chon sclect the startup condition
trong O clra 56 hoi thoai trén man hinh. D¢ dinh nghia
thin diém dimg dich vu, nhin Stop va chon diéu kién yéu
cdu dimg viéc kiém tra file. Diéu kién nay 6 thé la On
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cvent: By Condittion: Hourly. Daily...Vi la tinh nang
kicm tra tinh ding diin coa file, do dé viée kiém tra o
the lau hay mau v chic chin khong thé xdc dinh duoc
thoi gian 1 vay chung 100 cho rang ban nén chon By
Condition nhu hinh duan:
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Vi Ifa chon niy. ban cdn phii c6 cic xidc lap cu the
cho dicu kién duge coi la dung: Trong & diéu kien (If
Task) ban chon Quet Virus: trong & ma thodt khoi dich
vy (Fimshed with exit code) ban chon Done. 1.Am nhu
vay dé dam bdo rang Virus da duoc kiém tra vi xir 1V an
toan trude khi file véu cau duoc phép truy nhap. Nhin
OK dé xuil hién cira s6 nhu hinh bén:
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Dav la clra s6 canh bdo vé cic 160 ma modun kiém
sodt da phat hién. B¢ chic chin khong bo sét cac 161 ¢o
thé. ban hay cho hié¢u I 1at cd cde canh bdo. Nhan Next
dé Li€p tuc. clra so trang thai nhu hinh ben;
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Trong Action mcase of Virus detection ban chon Ask
user: va cho hic¢u lue 1t ca cac phan con lai nhu trinh bay
trong hinh trén. Nhiin Next d¢ xudt hién cua so nhu hinh

duot;
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Hay chon nhu hinh trén d¢ xudt hién cha so ket thue
cudi ciong:
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Trong cira 56 niy. ban cho hiéu e 1at ¢a d¢ ¢é duoe
su kiém sodt dav di. Nhin finish dé két thac, Bay gio
gigo dicn chinh ¢ua chuong trinh s€ ¢ dang nhu hinh
duon day:

PR L3 Corconer: M0 Scting: |3 Gumanino |
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ANVE con ril nhicu e v khac ma ban ¢ the thict lip
trong Components hung theo ching tor mot chuong 1rinh
Virus can hein chip dng duoc 3 tde v k€ trén dia duoe coi
it dit Cai quan trong nhat ven can doi var cie chuong
trinh phimyg chong Virus 1osua cap nhin mal cach day du
cac thong tn Virus vi kha nang xir Iy chdng méi khi ¢d
ot vives nao do duce phiat heens Var 3 tae va da thiét
Lap, col nhu ban da cae hinh xong chirong trinh AV

¢ Quet virus
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Khi da xdce 1ap cdch thite quét xong rol, qua trinh quét
virus rat don gian. Ban chi viée nhan chudt vao tic vu
Quet Virus da duce xic lap trong bang tac vu cua chuvong
trinh vt nhan vao nit Start (* ) ¢ gée bén phat phia trén
Clra et <6 chuong rinh chinh. Mot hop thoai xudt hién
veu ciu ban xdc nhan cho phép chuong trinh thue hien
ciac xu v dé van hé thong xudt hién nhu hinh dudi:

Kaspersky Anti-Virus Control Cae

‘_:-?r) Apply chamge: arnd continues?

r4o {

Nhin Yes dé thuc hién vice bat dau quét. Man hinh
trang that s& nhur hinh dudi dav-

- I el LS}
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Tren day 1a phuong thic quét Manually(quét theo chi
dinh ngau nhién cua ngudi s dung ma khoéng theo lich
quét da lap). Thuc ra, sau khi da thiét lap dung dan cac
tic vu cho chuong trinh AVP thi gin nhu ban khong cén
phai lam gi ca ma moi tdc vu s luon tu dong chay vao
cac ngay. gio nhat dinh theo cau hinh da xac lap. Ban da
c6 the yén tam di thue hién cdc cong viéc khdc va dé mac
cho AVP w1 xoay s& vét Virus.,

5. Chuong trinh Bkav
a. So luge ve Bkav

Bkav ( Biach khoa Anti Virus) la chuong trinh diét
Virus do cdc tic gia Nguvén Tu Quang va Dang Van
Tan. hai sinh vién coa Trudng Pai hoc Bach khoa Ha Noi
(Ca Nzuvén Ta Quang va Pang Van Tan nay déu da 16t
nghicp, rieng Nguvén Tu Quang hién {a gido vién Khoa
Cong nghé thong tin DHBKHN)xay dung va phat trién.
Khoi dau, do 1a cic ban chay trén DOS va diét kha 6t
cac virus macro, mot s§ virus nodi. Tuy don gidn nhung
phai thira nhan su ¢o gang cua hai sinh vién nay, cht yéu
I3 Nguyén TU Quang va thuc su. trong nhimg nam dau
ticn, khi ma nguot dung mdy tinh & Viét Nam con rat mo
hé vé Virus, su long hanh cta Virus qua mang con chua
¢6 thi v6i BKAV. nhitng ngusi diing mdy tinh di ¢6 thé
kha yén taiin v cong viée cta minh. BKAV sau nay da
phat trién thanh mdt nhém, 12 tap thé clia nhimg ngudi ¢b
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tinh than céng hién vo nr (Cac san pham cua BKAV luén
cho khong) da thuc su la ngudi ban than thiét cua ngudsi
dung may tinh Viét Nam. Tuy nhién, do han ch& vé nhiéu
mat, day chi t san pham clia mot nhém yéu thich tin hoc
va phéng khodng, khong ¢6 su dau tu nhiéu vé kinh phi
ciing nhu thuong mai. su phéat trién cia BKAV van
khong thé tranh khoi  vét xe cha nhitng chuong trinh
nghiép du. Hién nay. hau nhu mol ngudi diing may tinh ©
Viét Nam déu it phat cone da mot vai lan s dung
BKAV. thiam chi cot BKAV la ngudi bain ctu canh
duynhil méi khi cdi mady tinh cta minh bi su ¢6 , vi
BKAYV vira khong mat tién . dé cai , dé dung (do cé giao
dién tiéng Viét), kich thude lia rat nho gon (Ludén dudi |}
MB) khong yéu cau chiém phiéu tai nguyén trén may
(nhat [a bd nhd).nhung vi do tinh "nghi¢p du”, nén
BKAYV khong tranh khoi mot s6 han ché cd ban sau:

- Khong cap nhat thudmg xuyén cac thong tin virus.
V6i su blng nd thong tin nhu hi¢n nay, virus duge sinh
ra hang ngay, thdm chi hang gid ma BKAV chi mét
thiang, tham chi doi ba thang ¢6 mot lan cap nhat (Cing
12 phién ban méi cia BKAV luén) thi qua 1 rit thiéu vén
tam vt cdac hé thong chi trong cho vao su bao vé khong
tinh tién cia BKAV.

- BKAV diét rat t6t cde loai Macro, mot s0 virus noi
ma cdc chuong trinh cua nude ngoai khong phdt hién ra,
nhung thuc sy BKAV chi diét duogc cdc virus ngoai (Nhat
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la F-virus) < . o cae chitong uinh khac cap onhat tir kha
lau, ma khong ¢d kha nang phong ngira tr xa d61 Vol cic
virus chua duoc BKAV cip nhat.

- Do duoc thiét k€ véi kich thude nho gon nén BKAV
rude day chu yéu la cdc ban chay trén DOS, hodc sau
nay ¢d cic ban chay trén Windows nhung giao dién con
rat so sat, {inh nang khong phong phu.

Mac di con nhic¢u nhuoc diem nhu vay, chiing toi van
khuyén ban hay phong bi cho néng minh mot bo BKAV,
ca ban Widows (maoi nhat 1a BKAV2002 Version 403)
vit mot ban trén DOS gan diay nhat (BKAV 384) vi nhimg
I do sau dav:

- Khong mot chuong trinh diét virus noi tiéng nao ¢d
thé cap nivs Jiv &1 A1 cd cac ihdng tin virus trong cac
lan cap nbit cia minh. Diéu dé 6 nghia 4, dé yén tam
vdi viéc méy tinh cia ban khong cé virus thi nhat thiét
khong thé hoan toan tin tudng vho két qua bdo "khong
tim thay virus™ ma khong cé mét chuong trinh tim diét
khaic dé phong cdn hon sot.

- Mot s F-virus chi hoat dong khi Registry (Bang
dang ky hoat dong cua cdc chuong trinh trong Windows)
dudc kich hoat. D€ loai trir n6 ¢6 thé phai khai dong may
dudi DOS. D6 chinh 1a e can dén BKA V384, hoac mot
chuong trinh diét virus nao dé chay trén DOS.
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- Mot s6 B-virus rat khé diét khi ban phai khoi dong
bang o cing. Ban chi ¢6 thé diét duoe ching khi khoi
dong h¢ thong biang mot dia mém sach. BKAV384 sé dac
dung sau khi ban khai dong h¢ thdng bang mot dia mém
chac chan khong ¢ virus.

b. Cai dat va sir dung BKAYV,

Cho dén nay, mic du 1a sdn pham cho khéng. BKAV
van duge Neuyén T Quang cing cdc thanh vién trong
nhém ctia minh tiép tuc phdt trién va ban mdi nhat hien
nay dang duge giér thieu l[a BKAV2002 version403. Ban
ndy cé nhidu uu diém hon cac ban trude 1a ngoai viéc cap
nhat duge khé day di cdc thong tin virus mdi, né con ¢é
¢6 giao dién phong phd hon boi thém phan lap lich quét
(Gidng nhu Schedule cua cac chuong trinh nude ngoat).
Giao dién BKAVA03 con ¢6 ca tiéng Anh cho nguoi
nudce ngoai ¢o the diing. Hy vong 1a san pham di dwoc su
hudng (ng cua nhimg nguoi ngoal qudc dang cong tac tai
Viét Nam. BKAV2002 v403 ¢6 kich thudce rat nho (183
KB). thu muc BKAV sau khi cai chi chiém hon 300 KB,
khong doi hoi ciu hinh 2i déi véi hé thong ngoat viée
mdy phai ¢6 hé dico hanh Windows9x trg [én. Cai dat
BKAV hét siic don gian. Ban chang cin nhat thi¢t phai 1a
mot chuyén gia may tinh ciing ¢6 thé ci dat va st dung
BKAV do ban than su don gian cua chuong trinh cling
nhu sur gn di cua giao dién tiéng Viét. Hay tai BKAV

twr cac  Website:  www.vnn.vn/vanl/bkav;  hoac
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www[pt.vn/ bkay vio mat thu muc nao do trén 6 cumg va
nhai: dip vao bicu wong cia BKAV (Ngudi thay thuoc).
Man ninh sau day sé hien r

Bkav2002 setup. [ =<}

F Baéuie o 3 Evae T nen Deskion
= Braomdu e 1t MU ey e i St
™ 1 rghekdn
¥ NypEBrs Vi bk e ragy lr'&\{
T ddng ¢ fag et ns, Lo v it khBul
1 . ——

1 Thut pwa. w8 wdn 14— T

|[ WFrogoa F e B ayoll, D)
Tidpt ! T hadt
1o Trudt 15p cho (Br e nsp 8. o o

M omuc lam vice mac dinh cia BKAV sC a
Calrosram Files\ BKAY 202, Ban ¢6 thé wiv v thay doi
thu mue mac dinh bane ¢ nhan nat Brows (CoO hinh 2

-

mui 1eny theo ¥ minh. ¢ hinh mée dinh cia chueong
trinh 1 giao dien téng Vigl (Houn ho tinh than veu nude
cua Neuyén T Quang), 0 bicu wong BKAV tren nén
Desklop. trong menu Starthar. v chay ngav kbt Kho
cdone hé theng. Giao dicn ueng Anh se ¢o hicu Jue khi
ban dinh dau chon dong tranye thai English Interface.
Hay nhan ndt Tidp tuc dc¢ hoan thinh qust winh ¢t di
BKAY nhu hinh bén:
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Bach Khoa Anti \hrus j

&b (EE

gchor. | Hhdg | Lohast | v ot | Genmigu |

—Q-maﬂh-- T Chep bt Fle — Liya char, khiz N
0 T S
" T fidi g, Fhecwmgam | | [ Dsieguiand | [R0]
11 |
F Uend sl | F Fiebn in i. | F Ssmuuburihda | g
O Donriuifis | I I ThecacicFie | | F Maoha khin gieg | §
, |
T Dreonthy me | L I T3 ache Mk j I Cogheh inigdace | m
T =y 5
02001 Naupke 1 Gudng 'l‘":w) %,‘ Quit \ r..mml

Ban ¢o thé chon mot & dia nio d6 va thuc hién viéc
quét virus ngay ma khong cin khai dong lat hé thong.
Trong qua trinh quét nén cho hiéu e dong trang thai Tat
ca cac file v Tat ca cac Macro. Ciing nén kich hoat dong
trang thai 1ié1 khong can hoi de do wn thoi gian hol ddp
val chuong trimh. Sau khi quét xong, man hinh thong bao
k&t thue s¢€ hién ra nhu hinh sau:

Bhav2002 [=]

FIB g ekt womeg |

Nhin OK d¢ xem k&t qua quét nhu man hinh nhat ky
cua giao dicn chinh cia chuong inh (Hinh bén):



Blaw 2002 Veasion 403 - Cap nhal ngay 0605/2002 HE R

—
ot
Bach Khoa Antl-Vll’l.lS“,
s
Iache M@ | Lobge | e Lt | Cee b |
T e D
_""‘7"""‘_ Fareard th BVAY bw
42 le by rben ak T
FEALTRE R P e 10 bl
TR e e v ko
=
S
ol [0EM 0 vna
€ 2001 v T Qo ‘Uw’h"‘ @ Quit ‘ l"‘c;’”“""l

Nhan Thait de két thic quéa trinh quét.

Tir cdc lan khan dong sau, chuong trinh BKAV sé w
dong chay thudng tru. Ban ¢6 thé iy v quét bat e lic
nao bang viee nhan vao biéu tuong *+ 5 2dc phai phia
dudt mian hinh. Do chiém rdt it bo nhé trong qua trinh
quét nén ban van co thé lam viée binh thuang khi dang
quét virus ma khong hé cam thay hé thong chay cham di
li bao. Chic mime ban da sir dung BKAV.

6. D2 Antivirus
1. So luoc vé D2

D2 i chuong trinh diét virus do Truromg Minh Nhit
Quang xiay dumg v phit trién. Cing giong nhu BKAV,
D2 cling khén nguon 1 cac ban chay tren DOS, va din
dan, ctmg vdi thor eian Truong Minh Nhat Quang ciing

cho ra doi cace ban 32 bil chay trén moin truong Windows
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v6i ban gin day nhat 1a D32, phat hanh ngay 26 thing 3
nam 2002. D2 ciing la san pham khong thuongmai. duroe
phét hanh free (khong tinh phi) vi duoc ca dan tin hoc
khong chuyén lan chuyén nghiép dinh gid fa chiap nhan
dugce. D2 ké ca cac ban BOS (gan day nhdt 1a D2 V2319,
1an céc ban Windows déu rat manh vh la san pham hing
dau trong vice diét macro. Mat han ché coa D2 1a o cho
sau khi diét virus xong thi thinh thoang khong xir 1Y duge
16i hé¢ thong dian dén trco may. tham chi lam hong it
Window. Tuy vay, véi kha nang rat manh vé diét Macro.
D2 van duoc tin cay. Khi mang Internet con la xa von &
Viét Nam, viéc luu hanh cic san pham phin mém con
han ché. thi ¢é thé néi raing micn Bic 1a noi ding BKAV
nhiéu nhat, con mién Nam chinh 14 dit dung vo cia D2
Ngiy nay BKAV va D2 la hai san phidm Viét Nam rat
gin giii v6i hau nhu tat ca moi ngudi, va thuc su ca hai
san pham nghia hiép nay da va van dang cé ché dimg
nhat dinh frong ca 21di tin hoc chuyén vi khong chuyén.
2. Cai dat D32.

Bin D2 mdi nhat cho dén thot diém nay ma ching 16
¢6 duoc la ban setupd32, kich thude 0.99MB va modt ho
Update di kém (d32updat) kich thuée 475KB. Dé cai dat
D32, ban nhan ddp vao file sctupd32exe, man hinh sctup
s€ hién ra nhu sau:
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Lpace B 'E':I-Jlf::"-: 10752 Khles }_ JE l Eal ]

[ teate acep Meru Folde
¥ Turskemteut o e ee binp

Ca 2 lua chon Creat Group menue folder (Tuo thr inue
1232 ricng) va Put shorteur on the Deskiop (Tao phim tat
tren min hinh Window s ddecul nen o kich hoat. Tién
dav. chung 101 ¢ing xin nhan manh rang. doi vai cdc san
phim tin hoe khong do <o Lwum tht vice cii Typical (Cal
dat day da moi thimh phan ¢ they riat duoe nen lam vi
thue sy moi thanh phian rong cic phan mém nlio déu
chiem o rat it tu nauven 1ren may tinh, né chi tuén loi
hom cho bam rong qua trinh o dung ma thoi. Nao. hay
nhan OK de tép e Man hinh setup hién ra ner dudn -
dayv:

<2 D32 Anti-virus™

M ade with urremisteed Crealelnsal
SAFrograe FlesDE2A0 AL DL

E T ]

o lap
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Qua trinh cai dat két thuic khi con tro trang that (Con
trd xanh) hoan thanh 100% . Vai lua chon Typical. ban ¢o
duace [older cua D22 nhir sau:

IG5 D32 Anti-vilus . =~ [H[s]
File Edt View Help

L gmi‘

C32 &nbisviruss Urninstall D22
Lntewins

!? object|z] {?U? bole

Folder trén chi 6n tai 2 file. Ban co thé dung ngav
hoac gd bo D32 neay lac nay. néu muén. Tuy nhién. do
¢d thong tin virus day do. ban hiay chay not bo D3 2updat
trong tokder D32 ban 4 i vé. Min hinh rang thidi suar

Tuen nhu hinh duedn;

Welcome to D32 Upgrade e = B

=

F'@ Thark vou lar yew chargs ta the program D22 antaree”
Thiz 1ocd will bung & rewe D32's engine lor vour old verzoion
arud the reaebien of its krown vilages will mciease,
The atlect s abibties of DEH2 waill be much stionges

Fress «0K» 1o cortinue o <Cancel: ta itop

li uf'lx___ ] Carcel
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Nhian Ok Jé xde ohan. Cla s cudi cing hién
thong hido vi¢e update da thanh cong

Upgrade'new verzion of D32" Anti-virus

f ‘?') ]:' 32 Arhviue” Upgtade proceeds sucarsshuly

ol o ke o ga 1o pogiam rome =

Mo |

Nhin Yes d¢ xde nhan, Qud trinh ciu dat Keét thic
Hoo da ciahée bin dau ding D32

2. Quét Virus bing D32

Saie khi vice car dat hoan tdt, 1332 1o ra 02 shortcul
e ey MOt trén Desktop vit motl ¢ tray
coc nhar phia diny man hinh - ). Nhin dup vao mt
Weng cac hivu Namg nay.

clisoma winl

eigo dien cua so chinh cla
chuung trinh <

¢ hien ra nhur sae

B

: {'!*’?E
_ ""‘;*.'ﬁ_*‘!@ :

ra
-1
=



D32 ¢d giao dien ¢é ve khd do so nbumg thue
kKhong mav hie dung (Riéng vé 2iiao dién). chinh vi vay
ching toi khone muon cioi thiéu o dav, D¢ dict vrus,
don gian ban chi can gd tén 6 dia vao trong dutme dan i
nhin Enter. Mot cira 0 duyét thu mue duge mo ra dé cho
ban ¥ chon. Ban ¢ the ra lénh quét ngay mot o dia
holc thu muc nao do . Quad uinh quét dien 1a nlue linh
oy (dave:

T adEamamEn L E [ v wm em

Tuy theo o dia cua ban [on hay nho mé qua trinh quet
cua ban lau hay mau. Chic mimg ban da so dung thanh
cong D32,
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MUC LUC

So'truny

[ LOI GIGI THIEU
CHUGNG 1
TONG QUAN VE VIRUS MAY TiNH

Virus {a gi ?

Phan loai Vius

Mot 50 tén goi khac thuong dung cua Vius

I CHUONG 11

CAC ITIINH THUC PHA HOAI CUA VIRUS
MAY TINI1

Yl

C'ic hinh thic phd hoai ctia B-virus

Cic hinh thdc pha hoai ctia [F-virus
3 C4c hinh thic pha hoat cua Macro virus
I\ CHUONG 11
TINU CHAT VA CONG NGHE SUDUNG TAO
VIRUS

h

10
14
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Tich chat cua Virus
Cdc cong ngh¢ cia Virus
Phan tich cdc cong nghé caa Virus
Phan tich cong nghé Vius trén mang
CITUONG 1V
PIIONG CHONG VIRUS MAY TiNII
Hiu qua cta Virus va su ra doi can thiét cla
cdc chuong trinh phong chong
Cic hinh thite phong chéng Virus
Xu hudng phan tich cua cac chuong trinh
phong chong virus
PHU CHUQONG
G1O1 THIEU CAC CBUONG TRINI DIET
VIRUS NOI TIENG
Norton Antivirus 2001 Proesion
Norton Antivirus 2002 V8.0
Mcafee virus
Kaspertsky Antivirus Version
Chuong trinh Bkav
D2 Antivirus
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HUGNG DAN PHONG VA DIET VIRUS MAY TiNH
NGUYEN THANH CUONG

NHA XUAT BAN THONG KE

Chiu tridch nhiém xuat ban:

CAT VAN THANH
Bién tap: DUVAN VINH
Bia: PHAM TUAN

Trinh bay: MINH THU
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in 2.000 cudn khudn khd 13x19cm, tai Xudng in NXB Van hoa Dan toc
Gidy phép xu3t ban s6; 07-723/X8-QLXB
fn xong va nop luu chidu Quy 1l ndm 2002.



NGUYEN THANH CUONG

Sach phat hanh tal

TRUNG TAM PHAT TRIEN VH, KH,GD
466 Mguyén Chi Thanh, Ha Nai
Bién thoai - 04 7732343

Gia

. 27.000d
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